
Use Cases

Like PEPPOL, e-CODEX aims at interconnecting existing transport infrastructures (in our case on a national level) through the use of gateways. Between gateways, a common protocol is to be used.  
For the piloting, e-CODEX has identified the following main use cases

· Civil Justice

· European payment order

· Small claims

· Criminal Justice

· European arrest warrant

· Secure exchange of documents

· Financial Penalties (extension)

· Register Interconnection (extension) 

In these different legal domains, different technical scenarios are foreseen between communication partners: 

Citizens connecting via the European e-Justice Portal

For the civil law use cases, a citizen submits a claim to a court in a different country. The court then exchanges (standardized) messages with both the claimant and the defendant. 

· Purely form-based communication, structured messages (XML) 

· Return traffic to citizens via e-Trustex mailboxes 
· Authentication in e-Justice portal via STORK ID
· Requirement for rule-based discovery of end entities (Competent Court)
Communication between Judicial Authorities (Courts)

In the criminal law use cases, communication is between courts. The content is basically unstructured (secure mail). Judges will use their national secure transport infrastructures which will be interconnected through e-CODEX.  However if case management systems are connected, this will also enable highly structured machine-to-machine communication. 

The precise nature of the business documents to be exchanged has not yet been specified. 

· Unstructured and structured messages

· Possibly Machine-to-Machine

 “Synchronous” Communication between Registers
For the extension phase of the e-CODEX project (currently under negotiation) it is planned to interconnect business registers, for the fully automated exchange of information between applications in the Member States. 
· Machine-to-Machine

· Structured messages (XML)
Requirements
The following compares the requirements from the PEPPOL presentation
 to the ones in e-CODEX 

High-level requirements

	PEPPOL
	e-CODEX
	Remarks

	Secure and reliable

The transport infrastructure MUST be secure and reliable
	Secure and reliable

The transport infrastructure MUST be secure and reliable
	By Security we understand Confidentiality, Authenticity, Integrity, Reliability, Non-repudiation

	Support for small and medium sized organizations

The transport infrastructure MUST support small and medium sized organizations
	Support for judicial authorities and professionals

It must be possible to easily connect new Member States at a later time, and possibly also software for legal professionals.
	Not sure what exactly is the technical requirement derived from SME support – if it means that it cannot be an expensive proprietary infrastructure, then this holds for e-CODEX as well.

	Leverage investments in existing transport infrastructures

The transport infrastructure MUST leverage investments in existing transport infrastructures
	Subsidiarity
Existing national transport infrastructures MUST remain in place unchanged 
	

	Based on open standards

The transport infrastructure MUST be based on open standards
	Based on open standards

The transport infrastructure MUST be based on open standards
	Apart from the fact that it makes sense, openness is also part of the contract for the CIP ICT PSP projects. 
In addition, using an existing standard is considered preferable over creating a new one. 


The non-functional and functional requirements as identified by PEPPOL generally hold for e-CODEX as well. The left column is again from the PEPPOL presentation, the right one contains some remarks from an e-CODEX point of view.  

Non-functional requirements

	Requirement
	Remarks

	Authentication

Authentication of the sender of a business document MUST be supported
	There is a strong requirement to authenticate the sending gateway/access point. 
In addition, it may be necessary to provide information about authentication of end entities. 
For some use cases in e-CODEX, an electronic signature is legally required
. 

	Confidentiality

It MUST be possible to exchange business document in confidentiality
	Confidentiality between gateways/access points is definitely a requirement. E-CODEX also requires end-to-end confidentiality in some of its use cases, however it is not clear yet if this really needs to be end-to-end encryption or if decryption/reencryption in gateways is an option.   

	Integrity

The integrity of business document MUST be supported
	Integrity of documents between gateways can easily be achieved through a transport signature. 
End-to-end-integrity and also authenticity is intended to be assured through end-user signatures.

	Non-repudiation

Both parties in a business transaction MUST be able to prove that the transaction has taken place. Non-repudiation of business transactions MUST be supported
	For e-CODEX, it is also crucial to know the exact point in time when a message has been received. Depending on national law, “Delivery” may be delivery to the gateway, to the national transport infrastructure or to the end entity. 

	Reliability

Reliability in the exchange of business documents MUST be supported
	By reliability is understood technical reliability between gateways, including automated retries. 


Functional requirements 

	Requirement
	Remarks

	Transport level receipts

Transport level receipts MUST be supported
	e-CODEX distinguishes between transport level reliability and business-level non-repudiation. 

For the former we look at WS-Reliability and WS-Reliable Messaging, for the latter at REM Evidences. 

AS4 receipts are also under consideration, they seem to be somewhere in between the two.  

Where reliability is between gateways only, non-repudiation needs to be end-to-end (possibly with transformation from proprietary protocols used behind gateways). 

	Reliability through retry

The transport infrastructure MUST compensate for unreliable transport layer protocols by resending business documents following a recognized pattern
	

	Once and only once through duplication elimination

Once and only once delivery of business documents MUST be supported. Duplicate business documents MUST be eliminated
	

	Support for intermediaries

It MUST be possible to send a business document between two parties via an intermediary party
	e-CODEX has not (yet) seen this as a requirement.

	Connecting to other networks through gateways

It MUST be possible establish a gateway to other transport infrastructures that meets the same level of security and reliability
	This is the very core of what the European LSPs have in common. 

	Based on internet technologies

A transport infrastructure MUST be based on internet technologies
	Seems self-evident nowadays, but it is of course true that earlier protocols weren’t.  


Optional requirements

	Requirement
	Remarks

	Validation

Mechanisms for validating business messages should be provided
	e-CODEX will also require validation and possibly transformation of business documents between European and national XML standards. This is not considered part of the transport infrastructure, but will be implemented in the “National Adapter”, which connects the e-CODEX gateway to the national transport infrastructure. 


�http://www.oasis-open.org/apps/org/workgroup/bdxr/email/archives/201205/msg00002/PEPPOL_infrastructure_requirements.pptx


�Or, in some cases, users authenticate to a secure system at national level, which guarantees message authenticity and integrity. 








