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Security issues for business transactions

Revision: Preliminary Draft 0.1
The Business Transactions Technical Committee will develop technology for business transactions on the Internet. Transactions and especially long lasting business transactions spanning multiple enterprises pose unique challenges to B2B systems. The interdependent workflows among multiple trading partners, which drive business transactions, need to be coordinated to ensure that the outcome of the transaction is reliable.   The need for coordination introduces additional parties into the interactions, providing more potential failure points in the system.  

Business transactions will allow higher value communications to occur over the Internet.  Transactional interactions between enterprises require that security be addressed in a formal, computational way.  Most current transactional systems exist within an enterprise where the security concerns are addressed informally or tacitly ignored.

The BTP working group has defined the actors in an Internet transactional system.  These actors are the starting point of the formal security definition.  Their roles and interactions will define the security interactions and requirements as well as the transactional interactions.

Risk

Computer security is the balance of risk versus effort.  As the value of interactions increases the risk increases, and the effort people are willing to exert to ensure security increases.   

BTP is designed to support business transactions.  It is expected that these interactions will carry high value.   The transaction management communication (BTP) will not carry as much information as the service call communication.  BTP will be an attack point for modification of outcomes, interruption of service, traffic analysis, and …. .

List of High Level Security Issues

1. Trust

2. Identity Authentication of Actor Instances

3. Reliable message delivery

4. Message tampering 

5. Message interception

6. Auditing

7. Security of information

Trust 

Trust is not a technology issue.  Trust is the establishment of context for interactions.  That context comes from external knowledge, out of band from the rest of the service interaction or transactional information exchange.  It is an expression of the literal trust that one party has in another.   This is the fundamental to all other security issues.

Identity Authentication of Actor Instances

Communication between remote actors will be over some network protocol.  Either the protocol must manage establishment of identity (like SSL) or some other mechanism must be specified to ensure the different parties identities.  Interoperable BTP implementations must use the same authentication mechanisms.

Reliable Message Delivery

Undetected message loss is a possible attack point against BTP.  It is expected that this will be addressed in core BTP 1.0.

Message Tampering

BTP must be able to detect message tampering and should be able to avoid message tampering.

Message Interception

Useful for raw information, traffic analysis, detection of business relationships, …

Auditing

Auditing captures the messages exchanged to complete a transaction.  Auditing can be done to support best effort analysis or to support legal analysis.

Security of Information

This addresses the expectations of protection of information used during and after a transaction.  It is most likely out of scope for BTP.  Providing syntax in the message set to discuss information security requirements would place this in scope, but is most properly done in other, more strictly security focused work.

Architectural considerations

This section describes the effects that the design of BTP has on security.

The current interaction design of BTP has communication initiated by multiple actors.  This means that the simplest, most common, well known, trusted mechanism for assuring context, a common communications session can not be used for BTP.   The transaction and security context information must be explicitly shared among the participating actors using some, yet to be devised, mechanism.
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It would help acceptance of the BTP spec and development of implementations if BTP supported a mode where context information could be exchanged directly using existing mechanisms.  This would likely require a collocated service consumer, transaction initiator, and transaction coordinator, and collocated service provider and transaction participant.

Separation of initiator from coordinator requires separate formal trust relationships between the initiator and the coordinator and between every participant and the coordinator.

Separation of participant from service provider requires separate formal trust relationships between the service provider and the participant and between the coordinator and the participant.

Transitive Trust

A trust relationship may exist between two parties A and B, in a transaction.  To complete the transaction one of those parties B, may enlist a third party C.   Where there is no existing trust relationship between A and C, the trust that A has in B results in an implicit trust relationship between A and C and vice versa for C and A.   This relationship between A and C is called a transitive trust relationship.

When C is not exposed to A, i.e. B interacts with C on A’s behalf, the only trust that is extended from A to C is that trust necessary to complete the immediate operation.  This is referred to as implicit transitive trust.  

If A interacts directly with C the trust relationship becomes broader and more difficult to set up.  This is explicit transitive trust.  This is a potential weakening of the trust model.  Any protocol or processing model that doesn’t need explicit transitive trust to operate is inherently easier to secure than one that does.

Environmental considerations

This section defines the effects the external state of the market or technology has on BTP.  These are the issues that exist regardless of the definition of BTP.

1. There is no universal trust system in place.

2. There is no universally accepted technology for authentication.

3. There is no universally accepted mechanism for limiting trust or capabilities.
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