
Run Time Authorization Phase


Software Application that implements the Business Task


Based on Identifier’s Identity Risk as well as Business Task Risk (that includes risk from dynamic Context) a corresponding Identity and Process Assurance Level is computed.


Based on Assurance Level a corresponding Authentication Factor is derived and employed.








Entitlements Design Phase


Entitlement enables execution of a (Business Process) Task.  


Task is implemented by Application and is a leaf node in Business Process Taxonomy (Levels 0 to N). 


Task accesses Resource by invoking its Action in a given Context.





Run Time Authentication Phase


Authentication Request consists of Identifier with Credentials and Entitlements that allow executing corresponding Business Task(s).


Based on Identifier’s Identity Risk as well as Business Task Risk (that includes risk from dynamic Context) a corresponding Identity and Process Assurance Level is computed.


Based on Assurance Level a corresponding Authentication Factor is derived and employed.





Entitlements Assignment Phase


Team Profile is a collection of common Roles each team member (via its Identifier) has. 


Role is assigned to Identifier. 


Role is a collection of Entitlements.





Access Provisioning Phase


Entitlements are mapped to Physical Access Control Mechanisms.


Physical Access Control Mechanisms can employ corresponding Access Control Methods.





Entity Enrollment Phase


Entity is a real thing, a being that has Identity.


Identity has Identifier such as user id or email. 


Identifier has Credentials such as password.








