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	Process
	Event
	Sending Agency
	Condition
	Document
	Receiving Agency
	Next Process
	Next Event

	1) Accept electronic filings from litigants
	(3.1.2) Filer asks for any unique court filing policies and standards
	Filer
	Court’s unique policies and standards can be accessed electronically
	Query to “Court Policy XML” on filing policies and standards
	“System”
	
	System responds to filer with information about unique court filing policies and standards

	1) 
	(3.1.2) System responds to filer with information about unique court filing policies and standards
	“System”
	Query about court’s unique policies and standards is correctly submitted
	Response based on “Court Policy XML” on filing policies and standards
	Filer
	
	Filer prepares to initiate e-filing process


	1) 
	(3.1.2) System responds to filer without information about unique court filing policies and standards
	“System”
	Query about court’s unique policies and standards is incorrectly submitted OR requested information is not available
	Error message 
	Filer
	
	Filer prepares to initiate e-filing process OR logs off

	1)
	(3.2.3) High volume filer transfers mass filing 
	Filer
	Court’s system supports mass filing
	Mass filing transaction
	“System”
	
	Clerk’s system checks filings for security and “basics“

	1)
	(3.3.1) System reports / displays date and time of filing 
	“System”
	Filing has successfully been received (“lodged”)
	Report of date / time of filing
	Filer
	
	Clerk’s system starts processing of lodged filing

	1) 
	(3.3.2) Filer submits non-electronic (non-“digital”) document 
	Filer
	Filer has converted non-digital document as required (e.g., TIFF, PDF)
	Filing transaction containing non-digital document
	“System”
	
	Clerk’s system checks filings for security and “basics”

	1)
	(3.3.2) Filer converts non-electronic (non-“digital”) document to accepted electronic format 
	Filer
	Court/Clerk has provided conversion utility within e-filing system
	Court filing
	“System”
	
	Clerk’s system checks filings for security and “basics”

	1)
	(3.4.1; 3.4.3; 3.4.4) Integrity of filer’s document is checked
	Filer
	Court/Clerk provided FIPS 180.2 compliant tool discovers alteration
	Court filing
	“System”
	
	Clerk’s system returns error message due to invalid “hash” result

	1)
	(3.4.1; 3.4.3; 3.4.4) System notifies filer of validation error
	“System”
	Court/Clerk provided FIPS 180.2 compliant tool has discovered alteration
	Error message
	Filer
	
	Filer corrects error, submits other filing, OR logs off

	1)
	(3.4.1; 3.4.3; 3.4.4) Integrity of filer’s document is checked
	Filer
	Court/Clerk provided FIPS 180.2 compliant tool verifies no alteration
	Document verification report; valid certificate
	“System”
	
	Clerk’s system logs hash check success and forwards document for further processing

	1)
	(3.5.5) Legal envelope containing filing is checked for viruses prior to transmission and upon receipt
	“System”
	Court/Clerk’s system does virus check prior to upload (transmission) of filing and at time of receipt / lodging of filing with the Court/Clerk’s system and discovers virus
	Error message
	Filer
	
	“System” rejects filing due to existence of virus or potential virus; notifies filer of virus check error; filer corrects error, submits other filing, OR logs off

	1)
	(3.5.5) System notifies filer of virus check error
	“System”
	Court/Clerk’s system does virus check prior to upload (transmission) of filing and at time of receipt / lodging of filing with the Court/Clerk’s system and discovers no virus
	Virus-check report forwarded with filing (implied in filing receipt)
	Filer
	
	Filer receives filing receipt, files other documents, OR logs off

	1)
	(3.6.1) Filer signs document digitally for authentication
	Filer
	Court rule calls for digital signature as authentication tool for electronic documents; filer has obtained valid digital signature
	Digital signature certificate
	Court/Clerk
	
	Court/Clerk system verifies document has been validated per statutes and local rules

	1)
	(3.6.2; 3.9.1-optional) Filer obtains assigned 7user identification and password as required for filing electronically; user added to register of authorized users and identifiers
	Court/Clerk
	Filer meets the requirements of the court for filing electronically and is validated as a user (assumes process involves review by an authorizing person, i.e., not self-obtained ID)
	Register of authorized users; display to filer of user identifier and password assigned 
	Filer
	
	Filer logs into system using assigned user identification and password

	1)
	(3.6.2) Filer logs in to system using assigned user identification and password 
	Filer
	Filer correctly enters valid user identifier and password
	Message indicating valid user identifier and password are verified
	“System”
	
	Filer initiates electronic filing transaction

	1)
	(3.7.3) Filed document automatically marked confidential based on case or document type
	“System”
	Document meets court criteria for automatic sealing based on case type or document type
	Document (including index field triggering automatic sealing)
	Document user
	
	Document routed to confidential workflow for further processing

	1)
	(3.8.1) Filed document enters temporary holding area
	Filer
	Court’s system for accepting electronic filings is in “down” condition
	Filed document
	“System”
	
	Document forwarded to accepting system from temporary hold once system is “up.”

	1)
	(3.8.2; 3.8.3; 3.8.4) System informs filer of acceptance of filing, indicating its location / address within the system
	“System”
	Filed document has met form requirements for electronic filing and system has staged it for processing, linking it to the case with which it belongs
	Filing receipt
	Filer
	
	Filer initiates additional electronic filing transaction OR logs off

	1)
	(3.8.2; 3.83) System informs filer of rejection of filing
	“System”
	Filed document has failed to meet form requirements for electronic filing and system will not process it further
	Filing error and rejection message
	Filer
	
	Filer corrects errors and attempts filing again OR logs off

	1)
	(3.8.2; 3.8.3; 3.8.4) System informs filer of acceptance of filing, indicating its location / address within the system
	Clerk reviewer
	Filed document has met substance requirements for electronic filing and clerk has staged it for further processing, linking it to the case with which it belongs
	Filing receipt
	Filer
	
	Filer initiates additional electronic filing OR logs off

	1)
	(3.8.2; 3.83) System informs filer of rejection of filing
	Clerk reviewer
	Filed document has failed to meet substance requirements for electronic filing and clerk will not process it further
	Filing error and rejection message
	Filer
	
	Filer corrects errors and attempts filing again OR logs off

	1)
	(3.11.1-optional) System provides message for filer indicating filing is on hold until court’s system returns to operational status
	“System”
	Court system is not in operational status and electronic filing has been “passed” so it can be put into a hold status
	Status message to filer
	Filer
	
	System recovers filing from hold status when operational and proceeds with normal processing

	1)
	(3.11.2) System checks and validates filing for proper number, parties, case type, document type, and other required data elements
	“System”
	Filing has valid data required for populating the court’s database
	Filed document
	Court/clerk
	
	Document accepted for processing based on validated required data elements

	1)
	(3.11.2) System checks and does not validate filing for proper number, parties, case type, document type, or other required data elements
	“System”
	Filing lacks valid data required for populating the court’s database
	Filed document
	Court/clerk
	
	System rejects document for further processing due to lack of valid required data element(s)

	1)
	(3.11.3) System provides error message with correction options
	“System”
	Filing has been found to contain errors and options may exist for filer to correct errors 
	Error message
	Filer
	
	Filer corrects errors and resubmits electronic filing OR logs off

	1)
	(3.11.4) System assigns unique identifier to filing
	“System”
	Filing has met requirements to receive unique identifier assignment
	Filing receipt
	Filer
	
	Filer notes unique identifier for filed document to facilitate later retrieval

	1)
	(3.12.1) Filer submits case-initiating document (lacks assigned case number)
	Filer
	Filing is otherwise acceptable for filing but initiates a new case (number to be assigned by court/clerk)
	Filing
	Court/clerk
	
	“System” assigns temporary identifier to document

	1)
	(3.12.1) “System” assigns temporary identifier to case-initiating document
	“System”
	Document has been successfully filed electronically and initiates a new case
	Document identifier
	Court/clerk
	
	Court/clerk assigns official case number to case and to initiating document

	1)
	(3.12.1) Court/clerk assigns official case number to case and initiating document
	“System” or Court/clerk
	Document has been accepted and identified as case initiating and type of case discerned by system
	Case number indices
	Document user
	
	User retrieves documents based on case number; filers submit new documents using case number

	1)
	(3.14.3-optional) System creates and files certificate of service for a document it has been electronically served on a party participating in electronic filing
	“System”
	Electronic service has been completed (successfully or not) by system upon specified party to case
	Certificate of Service
	Court/clerk
	
	Electronically filed Return of Service document processed for entry into case file and document management system

	1)
	(3.16.1) System sends document for review of data and documents by court staff prior to inclusion in the record
	“System”
	Filed document has passed validation and other checks and has been assigned to a clerk for review
	Filed document
	Clerk
	
	Clerk reviews data and document for acceptability according to local procedures and rules

	1)
	(3.16.1; 3.16.2) Clerk reviews data and document for acceptability according to local procedures and rules and rejects filing
	Clerk
	Document is not acceptable according to local procedures or rules
	Rejection message
	Filer
	
	Filer chooses whether to correct deficiency and resubmit or not

	1)
	(3.16.1) Clerk reviews data and document for acceptability according to local procedures and rules and accepts filing, routing it to the DMS
	Clerk
	Document is acceptable according to local procedures and rules
	Filed document
	“System” (DMS)
	
	Document is officially entered into the docket and case file 

	1)
	(3.21.1) Record transferred to appellate or other court 
	Court/clerk
	Record required for bindover or transfer to appellate or other court in accordance with statutes or rules
	Recorded filings
	Appellate or other court
	
	Record accessed by appellate or other court

	2) Accept electronic filings from Court/Clerk
	(1.1D; 1.1E; 1.1F; 1.1G; 1.1H; 1.1J; 1.2B; 1.3G; 3.1.1; 3.1.2; 3.2.1; 3.4.4; 3.5.5; 3.6.1; 3.6.2; 3.6.3; 3.8.3; 3.9.1; 3.11.1; 3.11.2; 3.11.3; 3.13.1; 3.13.2; 3.16.2; 3.17.1; 3.19.1; 3.20.1) Court or Clerk creates document to be entered into official court record 
	Court/Clerk
	Document :

· requires manual Clerk Review prior to entry into System
· meets document format standards
· is self-contained
· complies with statutes and rules for authentication 

· its accompanying data meet all Court/Clerk requirements
· it and its “legal envelope” pass virus checking.
.
	COSCA/NACM standard Court-initiated filing (orders, case schedules, trial notices, judge assignments, clerk’s minutes, etc.), including Identification of filer


	Court/Clerk
	
	(1.3E) Court/Clerk staff performs quality control procedures to ensure accuracy and reliability of the electronic court file

	2) 
	
	
	Document: 
· can be automatically stored in System without manual Clerk Review
· meets document format standards
· is self contained
· it and its accompanying data meet all Court/Clerk requirements
· it and its “legal envelope” pass virus checking
· it complies with statutes and rules for authentication.
	COSCA/NACM standard Court-initiated filing, including Identification of filer
	Court/Clerk System
	
	1.3E Automated quality control procedures

	2) 
	
	
	Document does not meet document format standards
	COSCA/NACM standard Court-initiated filing, including Identification of filer
	Court/Clerk System
	
	System responds with message that document does not meet the Court/Clerk document format standards

	2) 
	
	
	Document is not self-contained
	COSCA/NACM standard Court-initiated filing, including Identification of filer
	Court/Clerk System
	
	System responds with message that document is not self-contained

	2) 
	
	
	Data accompanying document does not meets all Court/Clerk requirements
	COSCA/NACM standard Court-initiated filing, including Identification of filer
	Court/Clerk System
	
	System responds with message regarding data that does not meet Court/Clerk requirements

	2) 
	
	
	Court/Clerk requires assurance that the document sent is the same as the document stored in the electronic court file
	COSCA/NACM standard Court-initiated filing, including Identification of filer, and FIPS Hash Algorithm
	Court/Clerk System
	
	System confirms that hash received with document is the same as a hash produced on the document received

	2) 
	
	
	Court/Clerk does not have public funding available for electronic filing, and Court/Clerk charges surcharge for filings by the Court/Clerk
	COSCA/NACM standard Court-initiated filing, including Identification of filer, and surcharge for electronic filing
	Court/Clerk System
	3) Accept electronic payment of fees
	System processes payment of electronic filing surcharge

	2) 
	
	
	Document does not comply with statutes and rules for authentication
	COSCA/NACM standard Court-initiated filing, including Identification of filer
	Court/Clerk System
	
	Document moves to workflow step for internally filed documents that do not comply with statutes and rules for authentication

	2) 
	
	
	Court/Clerk accepting system is down
	Document
	Court/Clerk System
	
	Document is “held” for processing when the System comes back up

	2) 
	(1.3E; 3.7.3; 3.11.4; 3.13.1; 3.13.2) Automated quality control procedures
	Court/Clerk System
	Document does not require manual Clerk Review prior to entry into System
	COSCA/NACM standard Court-initiated filing, with 
data accompanying filing, and automated document confidentiality in accordance with statutes and rules; plus, unique identifier for the filing
	Court/Clerk System
	
	

	2) 
	(1.3E; 1.3G; 3.1.1; 3.6.3; 3.11.4; 3.16.1) Document is routed through Clerk Review workflows, enabling Court/Clerk staff to perform quality control procedures to ensure accuracy and reliability of the electronic court file
	Court/Clerk System
	Document requires manual Clerk Review prior to entry into System and document has passed automated quality control procedures 
	COSCA/NACM standard Court-initiated filing, with data accompanying the filing, and a unique identifier for the filing

	Court/Clerk
	
	

	2) 
	(3.5.3; 3.6.3; 3.9.1) Court/Clerk staff maintain security levels and privileges associated with Court/Clerk filers
	Court/Clerk system administrators
	Court/Clerk-specific requirements are met for the modification of privileges associated with a Court/Clerk authorization to file documents
	Record associated with filing privileges
	Court/Clerk System
	
	

	2) 
	(3.15) Judicial Officer approves draft order
	Judicial Officer
	System provides a facility for electronic judicial consideration of drafts, and local rules and practices provide for Judicial Officer filing an approved order, rather than returning it to party for filing
	Approved Order
	Court/Clerk System
	
	1.3E Automated quality control procedures

	3) Accept electronic payment of fees
	(3.1.3) Filer queries to discover whether fee can be paid electronically 
	Filer
	Policy on fee payments can be accessed electronically and query is correctly formatted
	Query to “Court Policy XML” on electronic fee payment
	“System”
	
	System reports court policy on electronic fee payment

	3)
	(3.1.3) System returns information on how fee can be paid electronically 
	“System”
	Fee can be paid electronically and explanation exists in “Court Policy XML”
	Response to query
	Filer
	
	Filer initiates fee payment electronically

	3)
	(3.1.3) System returns information that fee cannot be paid electronically 
	“System”
	Fee cannot be paid electronically and explanation exists in “Court Policy XML”
	Response to query
	Filer
	
	Filer initiates fee payment in non-electronic way

	3) 
	(3.1.3) System returns error message on fee payment query 
	“System”
	Query about electronic payment of fee cannot be answered because query is incorrectly formatted
	Error message
	Filer
	
	Filer corrects query, submits other query, OR logs off

	3)
	(3.10.1) Filer completes electronic payment transaction using court-approved method
	Filer
	Filer uses court-prescribed electronic method for submitting payment and payment is validated
	Payment transaction
	Court/clerk
	
	Process that depends on payment by filer proceeds to next step

	3)
	(3.18) Requests for and responses to requests for case information (includes 6 sub-functions)
	Filer – In

Court/clerk - Out
	Query is in appropriate form and is supported by Court/clerk; data is available to satisfy the query
	Query message

Response message
	Court/clerk – In

Filer – Out
	
	Query triggers response; response does not necessarily trigger anything

	4) Electronically display filed documents
	(1.1B; 1.1J; 1.1L; 3.1.1; 3.1.2; 3.6.3; 3.18.1; 3.18.2; 3.18.5; 3.19.1; 3.20.1) Request is made for court records
	Person or agency (including front end service provider) who requests court record
	Court has a system to accept queries
	COSCA/NACM standard XML-based electronic Query


	Court/Clerk System
	
	System processes and responds to query, displaying requested information

	4) 
	
	
	Court/Clerk does not have public funding available for accessing electronic documents, and requester does not have a waiver for the access surcharge
	COSCA/NACM standard XML-based electronic Query, plus a surcharge fee for electronic access to a court record
	Court/Clerk System
	3) Accept electronic payment of fees
	System process payment of electronic access surcharge; system processes and responds to query

	4) 
	
	
	Court/Clerk does not have public funding available for accessing electronic documents, but
requester has a waiver for the access surcharge
	COSCA/NACM standard XML-based electronic Query, including an
Identifier or other method that verifies requester has a waiver for any access surcharge
	Court/Clerk System
	
	System processes and responds to query, displaying requested information

	4) 
	(1.1B; 3.1.1; 3.1.2; 3.4.4; 3.6.3; 3.18.1; 3.18.3; 3.18.5) System responds to query
	Court/Clerk System
	Electronic Query complies with COSCA/NACM standard for XML-based queries
	COSCA/NACM standard XML-based electronic Response to the query, including a notice of how current the information is; plus
displayed requested record for user to view, including a
FIPS-compliant secure hash algorithm for the requested document
	Person or agency requesting court record
	
	

	4) 
	
	
	Electronic query does not comply with COSCA/NACM standard for XML-based queries
	Response message indicating that Query does not comply with COSCA/NACM standards
	Person or agency requesting court record
	
	Requester submits additional query or logs off

	4) 
	(1.1K; 3.6.3; 3.18.6) Court record is updated
	Court/Clerk
	Court/Clerk has contracted with an outside entity for maintaining the court records
	Updated court record
	Outside entity that is under contract with the Court/Clerk to maintain the court records
	
	

	4) 
	(1.1J, 1.1L, 1.3G, 3.1.1, 3.1.2, 3.3.4, 3.6.3, 3.20.3) Person clicks on court record listed in an electronic case index or docket
	Person requesting court document
	Record is available electronically and 
requestor is verified as authorized to view the document
	COSCA/NACM standard XML-based electronic Query


	Court/Clerk System
	
	System processes and responds to query

	4) 
	
	
	Court/Clerk does not have public funding available for accessing electronic documents, and person requesting does not have a waiver for the access surcharge
	COSCA/NACM standard XML-based electronic Query, plus the
surcharge fee for electronic access to court record
	Court/Clerk System
	3) Accept electronic payment of fees
	System processes payment of electronic access surcharge and displays record for requester

	4) 
	
	
	Court/Clerk does not have public funding available for accessing electronic documents, and person requesting has a waiver for the access surcharge
	COSCA/NACM standard XML-based Query, with an identifier or other method of verifying the person has a waiver of access surcharge
	Court/Clerk System
	
	System processes and responds to query

	4) 
	(1.1J; 3.1.1; 3.1.2; 3.6.3; 3.21.1) Appeal, transfer, or other inter-court activity
	Court/Clerk from which case is being appealed or transferred
	Electronic record can be accessed remotely by court to which it is being appealed or transferred
	Notification of appeal or transfer


	System of Court/Clerk to which case is being appealed or transferred
	
	System provides access to record

	4) 
	
	
	Court/Clerk does not have public funding available for accessing electronic documents, and Court/Clerk charges an access surcharge for inter-court activity
	Notification of appeal or transfer, plus payment of the surcharge fee for electronic access to court record
	Court/Clerk System
	3) Accept electronic payment of fees
	System processes payment of electronic access surcharge and processes Notice of Appeal/Transfer

	4) 
	
	System of the Court/Clerk to which the case is being appealed or transferred
	Notification of appeal or transfer has been done in accordance with statutes and rules, and all required surcharge fees have been processed
	Record on appeal
	Court/Clerk from which case is being appealed or transferred
	
	

	4) 
	
	Court/Clerk from which case is being appealed or transferred sends record on appeal
	Electronic record cannot be accessed remotely by the court to which it is being appealed or transferred
	Court record, in electronic form, in accordance with statutes and rules
	Court/Clerk to which case is being appealed or transferred
	
	

	4) 
	(1.3H; 3.6.3) Convert electronic documents in old electronic formats to new electronic formats
	Court/Clerk System
	Record has met archiving criteria or documents require conversion to a new electronic format or repository to be maintained as fully accessible by the system
	Document in failing or obsolescent electronic format that would no longer be accessible except by a new electronic system
	Court/Clerk System
	
	

	4) 
	(3.3.5; 3.6.3) Request paper copy of electronic court record
	Person requesting paper copy of record
	Person is verified as authorized to access record
	Printing requested of an electronic court record
	Court/Clerk System
	
	Clerk or user uses system to print record

	4) 
	
	
	Person is not found to be authorized to access record
	Print request for electronic record
	Court/Clerk System
	
	System generates a message indicating that person is not authorized for the print request

	4) 
	(3.3.5; 3.6.3) System prints copy of electronic court record
	Court/Clerk System
	Charges, if any, for paper copies have been collected and requester has authorization to view the record
	Printed hard copy of electronic court record
	Person requesting paper copy of record
	
	

	5) Store and archive electronic documents
	(3.2.2) Court/Clerk prepares to implement migration strategy 
	XML standards setting body
	New release of XML standards requires migration of data
	New XML standards
	Court/Clerk
	
	Clerk implements migration strategy

	5)
	(3.2.4) Court/Clerk responds to disaster 
	Clerk (IT agency)
	Disaster has been declared and deemed recoverable
	Disaster recovery plan
	Repository with backup capacity, able to accept data
	
	Court/Clerk restores system and data following disaster recovery plan

	5)
	(3.3.4) Document filed in repository in accepted format 
	Clerk review
	Document has been accepted for filing (in which case, it must be in accepted format)
	Filed document
	Clerk (repository)
	
	Document is displayed in the electronic formats allowed by court’s system

	5)
	(3.4.2) Duplicate of filer’s document is created during filing process
	Filer
	Court/Clerk provides utility for creating duplicate, redundant copy of each document for security and document integrity purposes
	Court filing
	Court/Clerk
	
	Duplicate of filed document is removed to alternate location for safe-keeping

	5)
	(3.5.2) Audit log captures data on all transactions
	“System”
	Audit logs exist and are designed to issue notices to administrators upon specified conditions
	Audit log report
	Court/Clerk (system administration)
	
	System administrator checks system based on information from audit log

	5)
	(3.7.1) Document provisionally marked confidential
	“System”
	Document has not yet received clearance per court rules to be publicly accessed
	Filed document, with confidentiality indicator
	System user
	
	Court/Clerk determines document status as to confidentiality

	5)
	(3.7.2) Document confidentiality status is changed
	Court/Clerk
	Access status of document is changed by court order to (or from) confidential to (or from) publicly accessible
	Filed document
	File user
	
	Document index and indicia are modified to reflect changed confidentiality status

	5)
	(3.19.2; 3.20.2) System stores documents until the court takes custody of the document
	“System” (or Clerk review)
	Document has been received but not yet committed to the DMS/CMS
	Filing
	“System” (document repository for documents during review, prior to entry into DMS)
	
	Document committed to case file and entered into the electronic DMS/CMS (“one-click”)

	5)
	(3.19.1; 3.20.1) Document committed to case file and entered into the electronic DMS/CMS (“one-click”)
	“System” 
	Document has been approved for entry into the case file, including data for entry into case management system
	Filing
	“System” (Document Management System repository and Case Management System)
	
	Document accessed by Court/clerk, litigant, or public; eventually, document archived with case file

	5)
	(3.20.3) Document accessed by Court/clerk, litigant, or public using pointer from case management system (CMS)
	“System” (CMS)
	Document exists in Court/clerk case file and pointer in CMS identifies its location in DMS and triggers its retrieval
	Filed document
	User
	
	Document accessed or request for access rejected (if privileged or non-existent)

	5)
	(3.22.1) Data and documents are archived
	“System” (DMS/CMS)
	Data and documents have met court/clerk definition of eligibility for transfer from active to archival status
	Case file and associated data
	“System” archive repository for data and documents
	
	Data and documents verified as successfully transferred to archival status; update of indices and pointers completed

	5)
	(3.22.2) All court documents migrated forward to alternate system prior to system failure or obsolescence
	Court/clerk
	Existing system has been assessed as nearing obsolescence or is not considered supported by contemporary computer technology
	Case files and data (DMS and CMS) 
	“New system” 
	
	All data and documents transferred are tested and verified as having been successfully migrated to new system

	6) Electronically provide notices of filings
	(3.1.2; 3.6;3; 3.14.1; 3.17.2) System informs parties of court initiated filings
	Court/Clerk
	Court-initiated filing is one for which notice of filing is required to be provided for parties;
system provides a method for electronic notification
	Court-initiated filing (e.g., order, case schedule, trial notice, judge assignment)
	Parties to the case
	
	

	6)
	(1.1H; 1.2B; 3.4.4; 3.6.3; 3.14.1; 3.18.4) Court electronically files a court order
	Court
	Person receiving the court order is participating in the case electronically, for the notice process and otherwise; system provides a method for electronic notification
	Court Order, issued electronically, with standards-compliant hash or other means by which persons receiving the order, immediately or at a later time, can verify it is identical to the Order in the court record
	Person receiving a Court Order electronically
	
	

	6)
	(1.2A; 3.1.2; 3.14.1; 3.14.2) Party transmits a document through the electronic filing process to opposing counsel or other parties to the case
	Filing party who must provide copies to others in case (i.e., electronic legal service) 
	The electronic filing system provides an e-service function, and opposing counsel or another party is participating in the electronic filing process
	Electronic copy of the filed document
	Opposing counsel or other party to the case
	
	Court/Clerk System creates and dockets a certificate of service for process

	6)
	
	Court/Clerk System
	The electronic filing system provides an e-service function; however, opposing counsel or other parties are not participating in the electronic filing process
	Notification from Court/Clerk system
	Filing party
	
	Court/Clerk prepares and provides a record for the sending party showing who, among opposing counsel or other parties to the case, are not participating in the electronic filing process

	6)
	
	Court/Clerk System
	The electronic filing system provides an e-service function, and opposing counsel or another party is not participating in the electronic filing process
	Notification identifying who, of opposing counsel or other parties to the case, are not participating in the electronic filing process
	Sending Party
	
	Counsel or unrepresented party serves parties who are not participating in the electronic filing process in the conventional manner, and creates and files proof of service documents

	6)
	(1.2C; 3.1.1; 3.4.3; 3.4.4; 3.6.3; 3.8.2; 3.8.4) Court/Clerk informs filer of the date and time of “filing”
	Court/Clerk System
	Filing has successfully been received (“lodged”) by the Court/Clerk’s system
	Reported date/time of filing, as defined by court rules, with 
FIPS-compliant hash for the filed document, and information (e.g., electronic address) on where the document can be accessed
	Filer
	
	

	6)
	(3.1.3) System informs current users of court policy changes relative to electronic filing
	Court/Clerk System
	User status is active
	Regular notification of any court policy changes
	User of electronic filing system
	
	

	7) Accept electronic drafts for judges
	(3.3.3 – optional) Filer submits electronic materials not appropriate for the court case file 
	Filer
	Court/Clerk permits electronic submission of materials such as transcripts, exhibits, multimedia presentations
	Electronic material not appropriate for court file
	Court/Clerk
	
	Court/Clerk routes electronic materials to appropriate recipient or system

	7)
	(3.15.1; 3.15.3 – both optional) Party submits proposed material to judicial officer electronically
	Party
	Proposed material is accepted through electronic filing system, with or without docketing, for judicial consideration
	Submitted electronic material
	Judicial officer
	
	Notice issued by system to parties regarding electronic transmittal of proposed material

	7)
	(3.15.2; 3.15.4 – both optional) Judicial officer returns modified (or rejected) proposed material to sender
	Judicial officer
	Proposed material is returned through electronic filing system, with or without docketing
	Rejected or revised electronic material
	Party
	
	Notice issued by system to parties regarding electronic exchange of proposed material 

	7)
	(3.23.3) Court makes annotations on copies of case records; annotations kept confidential, separate from court record, and access to them is controlled
	Court
	Court chooses to add own annotations relative to case records, annotation is supported by system, rules hold annotations to be separate from case record, and access control is secure
	Court records with annotations by the judge
	“System” (area where annotations are recorded for use of the court and secured against unauthorized access, viewing, or retrieval)
	
	Judicial officer makes further use of annotated records

	7)
	(3.24.3) Court/clerk and litigants make actor-to-actor communications via electronic filing systems within appropriate confidentiality and access controls
	Communication initiator
	Actor-to-actor communication is supported by system, with confidentiality and access controls; communication is allowed by statutes and rules
	Electronic actor-to-actor communication
	Communication receiver
	
	Communications continue between actors or terminate

	8) Limit access to confidential documents
	(3.5.4; 3.6.3; 3.7.1; 3.7.2; 3.18.6) Court/Clerk updates confidentiality status of a court document
	Court/Clerk
	System has tables of information on privileges and user access for all court records in the system
	Updated confidentiality status for a court document
	Court/Clerk System
	
	

	8) 
	
	
	Court/Clerk has contracted with an outside entity maintaining court records.
	Updated confidentiality status of any court documents
	Outside entity who has contracted with Court/Clerk to maintain any court records
	
	

	8) 
	(3.7.1; 3.7.2) Court/Clerk determines that that the confidentiality status of a court record needs to be updated
	Court
	Court (or authorized staff) changes the confidentiality status of a court record 
	Notification of change in confidentiality status
	Court/Clerk
	
	Court/Clerk staff updates confidentiality status of court document in system

	8) 
	(1.1G; 1.1H; 3.4.4; 3.5.4; 3.6.3; 3.7.1; 3.7.2; 3.20.3) Person selects court record listed in an electronic case index or docket for viewing
	Person requesting court document
	Electronic case index or docket is integrated in an automated system that provides for the display of court records to qualified requesters
	Request for court record, with identification of requester
	Court/Clerk System
	
	

	8) 
	
	Court/Clerk System
	Person making request is verified as authorized to view document
	Display of the requested document, with FIPS-standard secure hash algorithm for verification
	Person requesting court document
	
	

	8) 
	
	Court/Clerk System 
	Person making request is not authorized to view document
	Information indicating that person is not authorized to view document
	Person requesting court document
	
	

	8) 
	(3.5.4; 3.6.3; 3.23.3) Person makes annotation that is not part of the court record
	Person making annotation (judicial officer, attorney, court staff, treatment staff, etc.)
	System allows for electronic annotations; person is authorized to make electronic annotations
	Annotations
	Court/Clerk System
	
	System stores annotation with appropriate confidentiality and access controls

	8) 
	(3.5.4; 3.6.3; 3.23.3) Person requests access to annotation that is not part of the court record
	Person making request to view annotation
	System allows for electronic annotations; person is authorized to view annotations requested
	COSCA/NACM standard XML-based Query


	Court/Clerk System
	
	System provides response to query, with annotation information

	8) 
	
	
	System allows for electronic annotations; person is not authorized to view annotation requested
	COSCA/NACM standard XML-based Query


	Court/Clerk System
	
	System provides response to query, indicating that person is not authorized to view requested information

	8) 
	(3.1.2; 3.5.4; 3.23.4) Lawyer communicates to another lawyer on matter unrelated to a current court matter
	Lawyer sending communication to other lawyer
	System allows lawyers to communicate to other lawyers on matters unrelated to a specific court record; lawyer is authorized for sending such communications; receiving lawyer is authorized for receiving such communications
	Communication
	Court/Clerk System
	
	System forwards communication to lawyer to whom it was sent

	8) 
	
	
	System allows lawyers to communicate to other lawyers on matters unrelated to a specific court record; lawyer is authorized for sending such communications, but receiving lawyer is not authorized for receiving such communications
	Communication
	Court/Clerk System
	
	System responds with message that receiver is not authorized to receive such communications

	8) 
	
	
	System allows lawyers to communicate to other lawyers on matters unrelated to a specific court record, but lawyer is not authorized for sending such communications
	Communication
	Court/Clerk System
	
	System responds to request with message that sender is not authorized to send such communications

	8) 
	(3.5.4; 3.6.3; 3.7.1; 3.7.2) Court/Clerk staff control user privileges to access electronic records
	Court/Clerk Staff
	There are record types for which access privileges and security levels differ based on affiliation with specific groups
	Records of the access privileges for court records
	Court/Clerk System
	
	

	8) 
	(3.7.1) Filer requests provisional confidentiality of a document, awaiting a subsequent decision by the court
	Filer
	Filer requests provisional confidentiality prior to or at the time of filing
	Document presented for filing; request for provisional confidentiality; 
request to court to make the document confidential
	Court/Clerk System
	
	System restricts access to document to those allowed by rule or statute or local practice

	8) 
	(3.7.3) System provides automatic confidentiality at the time of electronic document filing
	Court/Clerk System
	Nature of document and/or case indicates that statutes and rules or court orders require it to be given confidentiality 
	Document submitted for filing; records relating to confidentiality of court records
	Court/Clerk System
	
	System restricts access to document to those allowed by rule or statute
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