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Collaboration Improvements

Structured Hierarchical Content.
Granular & flexible subscription/notification options.
Content organized by specific interest areas.

Content organized by content types specific to inferest areas.
Move/reorganize content (Topics, Sub-Topics Folders, Subfolders)
Easily follow all voices in a given conversation over any period of time.

Reply in sequence to any conversation/posting, at any point in time.
Edit/revise content.

Flexible viewing options.

Post rich content to existing topics/sub-topics via Email.

Create new topics in any folder/sub-folder via Email.
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Content Organized by Specific Interest Areas
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Further Organization of Content Types specific 1o Interest Areas
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Granular & Flexible Subscription Options

CTI Technical Committee > Sub-Committees > Interoperability > Projects > Test Data Set Initiative

Packet Rat

Emall: pmaroney@specere.org

Registered: Apr 28, 2016
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A, Account Settings
@ My Nabble Applications

Confirm Subscription

@ Test Data Set Initiative
B Receive every message posted in Test Data Set Initiative.
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Subscription Format
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Save Subscription FlgeE ==
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Test Data Sets
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This post was updated on Apr 29, 2016; 5:45am.

This package contains STIX Files for Aviation Sector Use Cases:
Aviation One

Three Aviation One employees received an email from what appeared to be expected daily emails from the Zacks Stock Trading service to which these
employees subscribe. The content of the message looked identical to prior messages. All three employees clicked on different links in the emails which
downloaded weaponized versions of PDF Files which displayed legitimate content taken rom the original website. The weaponized files contained ODay
exploit code for CVE-2011-2462 (Unspecified vulnerability in the U3D component in Adobe Reader and Acrobat 10.1.1 and earlier on Windows and Mac 05
X, and Adobe Reader 9.x through 9.4.6 on UNIX, allows remote attackers to execute arbitrary code). Upon opening the PDF files all three systems began
communicating with Command Control server @ http[:]//www.mysundayparty.com. Firewall logs show this resolved to ip address 97.74.42.79. Traffic
contained */asp/kys_allow_get.asp?name=getkys.kys" which provides strong attribution to getkys campaign.

Aviation Two

While on travel, Aviation Two employee received an email containing a malicious PDF file. Email message appeared to be from Mary Smith from AIAA
Organization. The email and attachment (AIAA_Registration.pdf) contained subject matter related to the AIAA Aviation Conference the employee attended
in June 2014, The employee completed the registration form and submitted through normal channels. The form was accepted and employee went on to
engage with ALAA with no indications of any prab\ems i G Lo e e o it o comwecled his laptop suspicious
activity was detected by Web Proxy Gateway ( allow, 5"). The system was
immediately isolated and a Forensic investigation was nitiated (Case File 20141010-072340). Am\vns revealed the Email * Aunnnurcs technology
development: Time to pick up the pace” which appeared to be from Mary Smith@aiaa.org was in fact a spoofed email containing a weaponized PDF File
containing an exploit for CVE-2010-3333. Upon opening the attachment, it drops and executes update.exe in c:\Documents and Settings\{user}\Local
Settings\Temp). Update.exe copies itself as svcost.exe and gonzo.dl, and then drops "AIAA Registration.pdf™ mea n copy) and gonzo.dll i c:\Documents
and Settings\{user}\Local Settings\Temp\. It then creates the autorun registry entry: Key: HKCU
Value: "C:\Documents and Local Settings\Ter * And finally it masgonm dll, which constitutes the backdoor.
Analysis of gonzo.dil shows this backdoor is consistent with other documented getkys malware. Commands: CMD: DOOR: TIME: PUTFILE: GETFILE

Aviation Three

235 Aviation Three Employees received an emall titled "Salaries for Aviation Sector Jobs by Region, Year, and years of experience”. This email included a
Microsoft Excel Spreadsheet ttled "Aviation Salaries.xis" The originaldata in the spreadsheet appeared to be taken from U Census Data

ats/labor_force_ rnings.html). if the Employee opened the spreadsheet on a Windows XP
System that did not have DEP fuly enabled, an embedded explot targeting CVE-2014-1809 (MSCOMCTL ASLR Vulnerablty) successfuly dropped the
malware on the system. Windows XP with DEP and Windows 7 systems were not impacted due to inherent ASLR protections. Of 235 targeted employees,
45 opened the email and attachment. Of these, 5 systems from Aviation Three Widgets Division were compromised (Windows 7 Rollout was in progress,
but not completed). Existing Sykipot/Getkys URI blocking (*2name=getkys.kys") prevented successful outbound traffic from interally protected systems.
Outreach to determine vulnerable remote laptops is stillin progress. Per Aviation Three corporate policy all systems that opened the attachment and
executed the exploit were refreshed regardless of current protections posture. Installation This backdoor injects its dropped file/component to
following processes: outlook.exe firefox.exe chrome.exe opera.exe iexplore.exe Autostart Technique This backdoor adds the following registry entries to
enable is automatic execution at every system startup: HKEY_CURRENT Windows\C office = "%User
Profile3¢\Local Settings\runtime.exe" Backdoor Routine This backdoor executes the following commands from a remote malicious user: sends system
information (Computer name, IP address) downloads and execute component files. It connects to the following URL(s) to send and receive commands from
a remote malicious user: http[:]//www.mysundayparty.com Dropping Routine This backdoor drops the following files: %User Profile%\Local
Settings\runtime.exe %User Profile%\Local Settings\wshipd.tmp

STIX Packages:
UseCase1_Aviation_One.xml
UseCase1_Aviation_Two.xml
UseCase1_Aviation Three.xm!
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What Version of STIX are these Test Data Sets?
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Flexible Viewing Options: Flat View by most recent update
(from any pointin hierarchy)
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Create or respond to topics in any folder/sub-folder via Email
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Post by Email - Test Data Set Initiative Test Data Set Initiative - Draft Straw Man Proposal

Instead of posting via the web interface, you can also post new topics by sending emails to the 8§ Classic E List ’E Threaded
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Subject: | Test Data Set Initiative - Draft Straw Man Proposal CybOx
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Test Data Sets Initiative could extend to other formal and de facto s
formats could be automatically derived from STIX/Cy
converted to STIX/CybOx/etc.

The availabilitv of such data sets provides numerous
.. [show rest of quote]




