
Is content size in bytes 
smaller than max content size 

accepted by the API-Root?

No Send HTTP 413 
(PAYLOAD TOO LARGE)Content Size

Does content-type from 
Client match supported 

media type for collection?

No Send HTTP 415 
(UNSUPPORTED MEDIA TYPE)Content Type

Is the Bundle a valid STIX 
Bundle?

No Send HTTP 422
(UNPROCESSABLE ENTITY)Valid Bundle

Is each object a valid STIX 
Object, valid for this 

collection, and porcessable?

No
Record which objects failed Valid Objects

Record which objects succeed or 
are still pending

Is the client authorized for 
this action?

No Send HTTP 403 or 404 
(FORBIDDEN or NOT FOUND)Authorized

Is the client authenticated for 
this resource?

No Send HTTP 401 or 404 
(UNAUTHORIZED or NOT FOUND)Authenticated

Does the requested API-Root 
or Collection exist?

No Send HTTP 404 
(NOT FOUND)Resource Exists

TAXII 2.1 POST Object Decision Tree v1.0
NOTE: this decision tree is for processing POST requests to the objects endpoint.
When testing content size, if the server is processing content in a stream, then this 
check will need to be ongoing. Some systems may do these in a different order or 
skip certain checks.
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Yes

Yes

Yes

Yes

Yes

Yes

Yes

Send HTTP 202 (Accepted) and 
status resource


