General scope of interoperability testing:
Visible Signature Profile

General

The following document provides a general scope of the interoperability testing of the Visible Signature profile. 
The Visible Signature profile extends the scope of the DSS core to handle visible information that relates to the digital signature act.
This general scope for the 1st stage of interoperability testing will try to address a limited critical mass of functionality that will have effectiveness of interoperability tests to the profile.

General Scoping for the 1st phase

· Only the digital signature operation will be tested. The signature verification related section of the profile will not be tested.
Item related Scoping for the 1st phase

Each of the following items is defined in the Visible Signatures profile. For each items its relevant scoping will be defined:
Input Documents:
Only PDF files will be tested, other type of files will be tested on later stages.

OptionalInputs/FieldName

Fully supported according to the definitions and bounded by other parameters’ limitations.
OptionalInputs/VisibleSignaturePolicy:

The following policies or usage scenarios will be tested:

· DocumentSubmissionPolicy
The PDF document is submitted with some input information that will direct the signature service to incorporate the visible signature.
· WorkflowPolicy
The PDF document is submitted with the identity of an empty signature field to be signed.

Both the SimpleWorkflowPolicy and GeneralPolicy will not be included in the testing scope.

OptionalInputs/DocumentRestrictionLevel:

This parameter will be included in the testing scope. This parameter is relevant to PDF files.
OptionalInputs/VisibleSignaturePosition:

Only the simple PixelVisibleSignaturePositionType will be part of the testing scope. The generalized GeneralVisibleSignaturePositionType will not be included in the testing scope.
OptionalInputs/VisibleSignatureItemsConfiguration:

Only the following items can be selected to be included in the visible signature. 
· Subject:CommonName- value should not be provided by the client.
· SignatureTime – The format of date and time can be provided by the client.
· SignerImage – optionally together with a provided value in BMP/JPEG format encoded in Base64 encoding.
· SignatureReason - together with a provided value
All other information such as item positioning inside the visible signature, the font to use,  or other types of items will not be included in the testing scope.
The DSS service can decide to omit any of the above given data and produce the visible signature according to the service policy.

Open Questions:

· The output of the visible signature profile will be a signed PDF file with visible information. In most of the cases it will be hard to measure the correctness of the service and therefore a human analysis for the correctness of the output of the DSS service will be required. 
· The profile imposes some restriction on limitations in the core that are relevant for this usage. It will be easier to do that after the testing scope of the core stabilizes. (For example, do we allow defining with which key/certificate to sign).
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