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The need for long-term preservation is acknowledged amongst others in the Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market [i.1], as can be seen in recital (61) 
“This Regulation should ensure the long-term preservation of information, in order to ensure the legal validity of electronic signatures and electronic seals over extended periods of time and guarantee that they can be validated irrespective of future technological changes.”
Furthermore Article 34 of the Regulation (EU) No 910/2014 [i.1] states that “a qualified preservation service for qualified electronic signatures may only be provided by a qualified trust service provider that uses procedures and technologies capable of extending the trustworthiness of the qualified electronic signature beyond the technological validity period” and that “the Commission may, by means of implementing acts, establish reference numbers of standards for the qualified preservation service for qualified electronic signatures.” 
Against this background, the present document builds upon existing work related to preservation studied in ETSI SR 019 510 [i.5] and specifies protocols for trust service providers providing long-term data preservation services.
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The present document builds upon existing work studied in ETSI SR 019 510 [i.5] and specifies protocols for trust service providers providing long-term data preservation services. 
For this purpose, it first defines an architecture, which contains an interface between a client and the long-term data preservation service, which may or may not provide storage functionality, and in the case where a long-term storage functionality is provided, supports the transfer of content and evidence-related data from one long-term data preservation service to another one. 
In a second step it provides a high-level specification of methods and data objects outlining a generic protocol between a client and a long-term data preservation service for the issuance of evidences and between a client and a long-term data preservation service for the maintenance of evidences. These protocols cover data preservation services which may or may not provide storage functionalities. In the case of a preservation services with a long-term storage, this document also provides a high-level specification of methods and data objects outlining a generic protocol between two long-term data preservation services for the export and import of content and evidence-related data.
In a third and final step, the present document specifies data objects (including the formats of the preservation evidences) and transport protocols as well as the binding between the exchanged data objects and transport protocols based on standards and state of the art protocol technology aiming at interoperability using for example XML / SOAP and JSON / REST.
[bookmark: _Toc418757519][bookmark: _Toc486258489][bookmark: _Toc486258527][bookmark: _Toc486323640][bookmark: _Toc516523982]2	References
[bookmark: _Toc418757520][bookmark: _Toc486258490][bookmark: _Toc486258528][bookmark: _Toc486323641][bookmark: _Toc516523983]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[bookmark: REF_CADES_1][1]	ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAdES digital signatures; Part 1: Building blocks and CAdES baseline signatures".
[bookmark: REF_CADES_3][2]	ETSI TS 119 122-3: "Electronic Signatures and Infrastructures (ESI); CAdES digital signatures; Part 3: Incorporation of ERS mechanisms in CAdES".
[bookmark: REF_XADES_1][3]	ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures; Part 1: Building blocks and XAdES baseline signatures".
[bookmark: REF_PADES_1][4]	ETSI EN 319 142-1: "Electronic Signatures and Infrastructures (ESI); PAdES digital signatures; Part 1: Building blocks and PAdES baseline signatures".
[bookmark: REF_ASIC_1][5]	ETSI EN 319 162-1: "Electronic Signatures and Infrastructures (ESI); Associated Signature Containers (ASiC); Part 1: Building blocks and ASiC Baseline containers".
[bookmark: REF_ETSI_TS_119_312_Cryptographic_Suites][6]	ETSI TS 119 312: "ETSI: Electronic Signatures and Infrastructures (ESI); Cryptographic Suites".
[bookmark: REF_TrustedList][7]	ETSI TS 119 612: "Electronic Signatures and Infrastructures (ESI); Trusted Lists".
[bookmark: REF_RFC_3161][8]	IETF RFC 3161: "Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)".
[bookmark: REF_RFC3986_URI][9]	IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".
[bookmark: REF_RFC_4998][10]	IETF RFC 4998: "Evidence Record Syntax (ERS)".
[bookmark: REF_RFC_6283][11]	IETF RFC 6283: "Extensible Markup Language Evidence Record Syntax (XMLERS)".
[bookmark: REF_RFC_6838][12]	IETF RFC 6838: "Media Type Specifications and Registration Procedures".
[bookmark: REF_RFC_7231][13]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[bookmark: REF_ISO21320_1_2015][14]	ISO/IEC 21320-1:2015: "Information technology – Document Container File – Part 1: Core", 2015. 
[bookmark: REF_ISO_30135_OCF][15]	ISO/IEC TS 30135 (all parts): "Information technology – Digital publishing – EPUB3".
NOTE: Available at http://idpf.org/epub/30/spec/epub30-ocf.html.
[bookmark: REF_OASIS_DSS_Core_2_0][16]	A. Kuehne, S. Hagen (Ed.): "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0", OASIS Digital Signature Services eXtended (DSS-X), Working Draft 06, 10 June 2018
[bookmark: REF_W3C_XML][17]	W3C: Extensible Markup Language (XML) 1.0 (Fifth Edition), W3C Recommendation 26 November 2008, https://www.w3.org/TR/REC-xml/
[bookmark: REF_W3C_XML_DSig][18]	W3C: XML Signature Syntax and Processing Version 1.1, W3C Recommendation 11 April 2013.
NOTE: Available at https://www.w3.org/TR/xmldsig-core1/ 
[bookmark: _Toc418757521][bookmark: _Toc486258491][bookmark: _Toc486258529][bookmark: _Toc486323642][bookmark: _Toc516523984]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area. 
[bookmark: REF_eIDAS_Regulation_No_910_2014][i.1]	Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC. OJ L 257, 28.8.2014, p. 73-114. 
[bookmark: REF_GDPR_Regulation_2016_679][i.2]	Regulation (EU) 2016/679 of the European Parliament and the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), OJ L 119, 4.5.2016, p. 1–88.
[bookmark: REF_TR_ESOR_F][i.3]	BSI TR-03125-F: "Preservation of Evidence of Cryptographically signed Documents, Formats (TR-ESOR-F)", Version 1.2, 2015.
NOTE: available from 	https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG03125/BSI_TR_03125_TR-ESOR-F_V1_2_EN.pdf?__blob=publicationFile&v=2   
[bookmark: REF_EN319422_TimeStampingProtocol][i.4]	ETSI EN 319 422: "Electronic Signatures and Infrastructures (ESI); Time-stamping protocol and electronic time-stamp profiles".
[bookmark: REF_SR_019_510_Presevation_Scoping_Study][i.5]	ETSI SR 019 510: "Electronic Signatures and Infrastructures (ESI); Scoping study and framework for standardization of long-term data preservation services, including preservation of/with digital signatures".
[bookmark: REF_TR119001][i.6]	ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for standardization of signatures; Definitions and abbreviations".
[bookmark: REF_ETSI_Validation_Service_Policy][i.7]	ETSI TS 119 441: "Electronic Signatures and Infrastructures (ESI); Policy requirements for TSP providing signature validation services".
[bookmark: REF_ETSI_Validation_Service_Protocols][i.8]	ETSI TS 119 442: "Electronic Signatures and Infrastructures (ESI); Protocol profiles for trust service providers providing AdES digital signature validation services".
[bookmark: REF_PRES_PROTOCOL][i.9]	ETSI TS 119 511: "Electronic Signatures and Infrastructures (ESI); Policy & security requirements for trust service providers providing long-term data preservation services".
[bookmark: REF_ISO14721_2012][i.10]	ISO 14721:2012: "Space data and information transfer systems – Open archival information system (OAIS) – Reference model", 2012. 
[bookmark: REF_ISO32000_2_PDF_2017][i.11]	ISO 32000-2:2017: "Document management – Portable document format – Part 2: PDF 2.0", 2017.
[bookmark: REF_RFC_1738][i.12]	IETF RFC 1738: "Uniform Resource Locators (URL)".
[bookmark: REF_RFC_2648_URN_Namespace_IETF_RFC][i.13]	IETF RFC 2648: "A URN Namespace for IETF Documents".
[bookmark: RFC_DICOM][i.14]	IETF RFC 3240: "Digital Imaging and Communications in Medicine (DICOM) -             Application/dicom MIME Sub-type Registration".
[bookmark: REF_RFC_5280][i.15]	IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".
[bookmark: REF_RFC_5698_DSSC][i.16]	IETF RFC 5698: "Data Structure for the Security Suitability of Cryptographic Algorithms (DSSC)".
[bookmark: REF_RFC_6960][i.17]	IETF RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP".
[bookmark: REF_RFC_8126][i.18]	IETF RFC 8126: "Guidelines for Writing an IANA Considerations Section in RFCs".
[bookmark: REF_PRONOM_PUID][i.19]	The National Archives: "PRONOM Unique Identifiers"
NOTE: available from http://www.nationalarchives.gov.uk/aboutapps/pronom/puid.htm 
[bookmark: REF_W3C][i.20]	W3C: "Extensible Markup Language (XML) 1.0 (Fifth Edition)", W3C Recommendation 26 November 2008.

[bookmark: _Toc418757522][bookmark: _Toc486258492][bookmark: _Toc486258530][bookmark: _Toc486323643][bookmark: _Toc516523985]3	Definitions, symbols and abbreviations
[bookmark: _Toc418757523][bookmark: _Toc486258493][bookmark: _Toc486258531][bookmark: _Toc486323644][bookmark: _Toc516523986]3.1	Definitions
[bookmark: _Toc451533954][bookmark: _Toc484178389][bookmark: _Toc484178419]blob: bytestream considered as opaque 
certificate status authority: authority providing certficate status information
EXAMPLE:	The certificate status information can be provided using the Online Certificate Status Protocol (OCSP) [i.17] or in form of Certificate Revocation Lists (CRL) [i.15].
container: data object, which contains a set of data objects and optional additional information, which describes the contained data objects and optionally its content and its interrelationships
EXAMPLE:	The format of a container can be based on, ZIP [14] or XML [i.20]. ASiC [5] is an example of a container based on ZIP [14].
NOTE:	Additional information may comprise associated digital signatures, time-stamps, evidence records, validation data (CRLs, OCSP responses) and validation reports.
data object: actual binary/octet data being operated on (e.g. transformed, digested, or signed) by an application and which may be associated with additional information like the encoding, size or type
delta preservation object container: a special preservation object container describing the difference to an already existing preservation object container
evidence record: unit of data, which can be used to prove the existence of an archived data object or an archived data object group at a certain time
NOTE:	See IETF RFC 4998 [10], IETF RFC 6283 [11] and ETSI TS 119 122-3 [2].
expected evidence duration: for a preservation service with temporary storage or without storage, duration during which the preservation service expects that the preservation evidence can be used to achieve the preservation goal
long-term: time period during which technological changes such as obsolescence of cryptographic technology such as crypto algorithms, key sizes or hash functions, key compromises or the ability to check the validity status of public key certificates may be a concern
 NOTE:	The transformation of the original data into another data object which equivalent object content and semantic to avoid the risk that the original data object/viewer system is becoming obsolete is not covered.
long-term preservation: extension the validity status of a digital signature over long periods of time and/or of provision of proofs of existence of data over long periods of time, in spite of obsolescence of cryptographic technology such as crypto algorithms, key sizes or hash functions, key compromises or of the loss of the ability to check the validity status of public key certificates
metadata: data about other data
NOTE 1:	See ISO 14721:2012 [i.10].
notification interface: interface used by a preservation service to notify the preservation client 
preservation client: a component or a piece of software which interacts with a preservation service via the preservation interface
preservation evidence: evidence produced by the preservation service which can be used to demonstrate that one or more preservation goals are met for a given preservation object
preservation evidence creation policy: set of rules that specifies the requirements and the internal process to generate a preservation evidence
preservation goal: one of the following objectives achieved during the preservation time frame: extending over long periods of time the validity status of digital signatures, providing proofs of existence of data over long periods of time
preservation period: for a preservation service with storage, duration during which the preservation service preserves the submitted preservation objects and the associated evidences. 
NOTE:	The submitted preservation objects can be updated during the preservation period.
preservation mechanism: mechanism used to preserve preservation objects and to maintain the validity of preservation evidences
NOTE:	The present document only addresses preservation mechanisms based on digital signature techniques.
preservation interface: interface offered by a preservation service to a preservation client
preservation manifest: data object in a preservation object container referring to the preservation data objects or additional information and metadata in the preservation object container 
EXAMPLE 1:	additional file in an ASiC-container according to ([5], clause A.7 ASiC Manifest element: ASiCArchiveManifest file, ASiCEvidenceRecordManifest file, ASiCManifest file) 
EXAMPLE 2:	versionManifest in TR-ESOR-F [i.3]
EXAMPLE 3:	a XML based manifest data element in an XML-based POC 
preservation object: a typed data object, which is submitted to, processed by or retrieved from a preservation service
NOTE:	This covers submission data objects, preservation object containers and preservation evidences.
preservation object container: container which contains a set of data objects and optionally related metadata providing information about the data objects and optionally a preservation manifest specifying its content
EXAMPLE 1: 	An ASiC-S or ASiC-E container is a Preservation Object Container that supports one or more signature and time assertion files each applicable to its own set of one or more files.
EXAMPLE 2:	An OAIS Submission Information Packages is a Preservation Object Container.
preservation object identifier: unique identifier of a (set of) preservation object(s) submitted to a preservation service 
preservation planning: Monitoring changes and risks e.g. concerning innovations in storage, access and preservation technologies, new design strategies, etc
preservation period: for a preservation service with storage, duration during which the preservation service preserves the submitted preservation objects 
preservation profile uniquely identified set of rules that specifies the preservation storage model, the preservation goal, the format of input and output and details of how the preservation evidence is generated and can be validated
preservation scheme: set of operations selected to fulfil a (set of) preservation goal(s) in a specific preservation storage model
NOTE:	Different preservation profiles can implement the same preservation scheme.
preservation service: service capable of extending the validity status of a digital signature over long periods of time and/or of providing proofs of existence of data over long periods of time
preservation storage model: one of the following ways of implementing a preservation service: with storage, with temporary storage, without storage 
preservation submitter: legal or natural person using the preservation client to submit the submission data object
proof of existence: evidence that proves that an object existed at a specific date/time
proof of integrity: evidence that data has not been altered since it was protected  
NOTE:	A proof of existence requires and implies a proof of integrity.
qualified preservation service: preservation service, which is provided by a qualified trust service provider and which is capable of extending the validity status of qualified electronic signatures and/or qualified electronic seals over long periods of time
EU qualified preservation service: preservation service that meets the requirements for qualified preservation service as laid down in Regulation (EU) 910/2014 [i.1]
signer: entity being the creator of a digital signature 
submission data object: original data object provided by the client
NOTE:	If provided by the client, the POC is a submission data object.
time-stamp: data in electronic form which binds other electronic data to a particular time establishing evidence that these data existed at that time 
time-stamping authority: trust service provider which issues time-stamps using one or more time-stamping units
time-stamping service: trust service for issuing time-stamps
time-stamping unit: set of hardware and software which is managed as a unit and has a single time-stamp signing key active at a time
[bookmark: _Toc418757524][bookmark: _Toc486258494][bookmark: _Toc486258532][bookmark: _Toc486323645][bookmark: _Toc516523987]3.2	Symbols
Editor’s note: Section will be deleted, if not necessary. 
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
Symbol format
Use the EW style and separate this from the definition with a tab. Use the EX style for the last term.
<1st symbol> [tab]<1st Explanation> (style EW)
<2nd symbol> [tab]<2nd Explanation> (style EW)
<3rd symbol> [tab]<3rd Explanation> (style EX)
[bookmark: _Toc418757525][bookmark: _Toc486258495][bookmark: _Toc486258533][bookmark: _Toc486323646][bookmark: _Toc516523988]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in ETSI TR 119 001 [i.6] and the following apply:
CRL	Certificate Revocation List
CSA	Certificate Status Authority
DO	Data Object
DPSP	Data Preservation Service Provider
DPOC	Delta POC
DMS	Document Management System
ER	Evidence Record
ERS	Evidence Record syntax according to IETF RFC 4998 [10] or IETF RFC 6283 [11]
ERMS	Electronic Records Management System
OCSP	Online Certificate Status Protocol
PO	Preservation Object
PDO	Preservation Data Object
POC	Preservation Object Container 
POCID	Unique Identifier of a submitted POC 
PoE	Proof of Existence
RMS	Record Management System
TST	Time-Stamp Token
TSU	Time-Stamping Unit

[bookmark: _Toc418757526][bookmark: _Toc486258496][bookmark: _Toc486258534][bookmark: _Toc486323647][bookmark: _Toc516523989]4	General Aspects
[bookmark: _Toc516523990]4.1	System Architecture
The overall system architecture with the Preservation Service specified in this document is depicted in Figure 1. 
[image: ]
[bookmark: FIG_OAIS_TO_ETSI]Figure 1:  System Architecture with Preservation Service and related services
As can be seen in Figure 1 the Preservation Service defined in this document provides the Preservation Interface as specified in clause 5 and may use an external Time Stamping Authority (TSA), which issues time-stamps (see EN 319 422 [i.4]), or a Signature or Seal Creation Service (SigS) which issues suitable digital signatures. It may optionally use a Validation Service (ValS) (see [i.7] and [i.8]) to collect revocation information and validate digital signatures, if required, or directly gather certificate status information at a Certificate Status Authority. 
There are three main variants for a Preservation Service (see clause 4.2) whether it uses (a) a long-term storage, (b) a temporary storage or (c) no storage. When it uses a storage, the Preservation Service may use an internal storage or an external storage under its control for preservation. 
Furthermore the Preservation Service may need to call back the Client via the Notification Interface in order to inform it about relevant events. An important type of event is that a previously applied hash algorithm is expected to become weak and hence the Client and/or the Preservation Service need to perform additional measures.
[bookmark: SEC_Storage_Models][bookmark: _Toc516523991][bookmark: _Toc418757527][bookmark: _Toc486258497][bookmark: _Toc486258535][bookmark: _Toc486323648]4.2	Storage Models
As outlined in the previous clause, one may distinguish different general operation modes and storage models for the Preservation Service depending on where the Preservation Objects and Preservation Evidences are stored and for which tasks the Preservation Service and Client respectively assume responsibility. Each mode of operation supports the maintenance of Preservation Evidences over long periods of time.
[bookmark: _Ref508450134][bookmark: _Toc510639625][bookmark: _Toc516523992]4.2.1	Preservation with storage
In this operation mode, the Preservation Service stores the Submission Data Objects (SubDO) as well as the Preservation Evidences that are produced for them by the Preservation Service. In this mode, the Preservation Service supports the export and the import of Preservation Objects and Evidences produced by itself and other Preservation Services. 
EXAMPLE:	The Evidences produced in this mode can be Evidence Records according to IETF RFC 4998 
[10] or IETF RFC 6283 [11].
This storage model is addressed by the value WithStorage (WST) within the PreservationStorageModelType (see clause 5.4.7).
[bookmark: _Toc510639626][bookmark: _Toc516523993]4.2.2	Preservation with temporary storage
In this storage model, the Preservation Service does not permanently store the Submission Data Objects (SubDO), but it stores them only as long as the corresponding Evidence is created and retrieved. The Preservation Evidences are produced asynchronously and are stored during some time-period to allow the Client to retrieve it. 
EXAMPLE 1:	Evidences may be produced every 24 hours, but may be stored longer.
This storage model has two variants: either the Client sends full data object to the Preservation Service, or the Client only sends the corresponding hash values associated with hash function identifiers. These hash values may be representative of a single Preservation Objects (PO) or of a group of several POs contained in a Preservation Object Container (POC) using hash-tree techniques. Sending hash values and hash function identifiers can be useful in cases of very large POs or when confidentiality of the data is important like in the context of the data minimisation principle mandated by Article 5 (1) (c) of the General Data Protection Regulation [i.2]. However, this strategy may impose additional challenges in case the used hash function(s) become weak. 
EXAMPLE 2:	The Evidences produced in this mode can be Evidence Records according to IETF RFC 4998 [10] or IETF RFC 6283 [11]. 
This storage model is addressed by the value WithTemporaryStorage (WTS) within the PreservationStorageModelType (see clause 5.4.7).
[bookmark: _Toc510639627][bookmark: _Toc516523994]4.2.3	Preservation without storage
In this storage model, the Preservation Service does not store the SubDOs and the Preservation Evidences are produced synchronously. 
EXAMPLE:	This storage model can be implemented doing a continuous augmentation of CAdES signatures with archive-time-stamp-v3 attributes according to EN 319 122-1 [1]. 
In an alternative approach, similar as in the case of temporary storage specified above, the Client only submits hash values associated with hash function identifiers. These hash values may be the representative of a single data object or of several data objects contained in a Preservation Object Container (POC) using hash-tree techniques. This strategy can be useful in cases of very large data objects or when confidentiality of the data is important, like in the context of the General Data Protection Regulation [i.2], which mandates in Article 5 (1) (c) the data minimisation principle. 
This storage model is addressed by the value WithoutStorage (WOS) within the PreservationStorageModelType (see clause 5.4.7).
[bookmark: SEC_Preservation_Scheme_Profile_Policies][bookmark: _Toc516523995]4.3	Preservation Scheme, Profile and Policies
The general relationship between a preservation scheme, a preservation profile and related policies is outlined in the following UML-based class diagram, which distinguishes between machine-readable components (depicted in blue) and human-readable components (depicted in white). 
[image: ]
Figure 2: Relationship between Preservation Scheme, Profile and Policy
Among the central concepts of a Preservation Service compliant to the present document is the support of Preservation Profiles, which are described in a machine-readable form using the Profile component as outlined below and specified in clause 5.4.8. 
The Profile element contains the following sub-components 
Identifier – shall be present and shall be a URI according to IETF RFC 3986 [9], which uniquely identifies the preservation profile.
Specification – may be present and shall, if present, be a URI according to IETF RFC 3986 [9], which can be used to refer to a publicly available specification in which the preservation profile or a generalization thereof is described. 

NOTE: Because a preservation scheme is by definition a generalisation of a preservation profile, the Specification element may refer to the description of a preservation scheme (see Annex G).
Description – may be present multiple times and shall, if present, describe the Preservation Profile in multiple languages, if required. If the Specification element above is present, the Description element should focus on those aspects of the Preservation Profile, which are not yet specified in the referenced specification document in sufficient detail.
ProfileValidityPeriod – shall specify, in its child element ValidFrom, the point in time from which on the Preservation Profile has become active or will become active and optionally, in its child element ValidUntil, the point in time at which the preservation profile will become inactive, if required. 
PreservationStorageModel – shall be present and specify the storage model of the Preservation Profile according to clause 4.2.
PreservationGoal – shall be present and shall specify the Preservation Goal of the Preservation Profile. A Preservation Service may pursue different Preservation Goals, which in turn imply that certain operational tasks shall be implemented in addition to the basic preservation procedures for general data, which essentially provides a proof of existence of the SubPO submitted to the Preservation Service. The present document specifies the following Preservation Goals:
http://uri.etsi.org/19512/goal/pgd 
The Preservation Goal “Preservation of General Data” (PGD) provides a proof of existence of the SubPO submitted to the Preservation Service over long periods of time.
http://uri.etsi.org/19512/goal/pds
The Preservation Goal “Preservation of Digital Signatures” (PDS) extends the validity status of digital signatures over long periods of time. 
SupportedOperations – shall be present and shall specify the set of operations supported by the preservation profile. The detailed structure of this element is specified in clause 5.4.11.
InputFormat – shall be present for each supported input format supported by the Preservation Profile. All input formats, which require a special treatment by the Preservation Service beyond the obligatory base 64 decoding shall be specified here. The detailed structure of this element is specified in clause 5.4.4.
OutputFormat – shall be present for each Preservation Object Container (POC) format supported by the Preservation Profile. The detailed structure of this element is specified in clause 5.4.4.
EvidenceFormat – shall be present for each preservation evidence format supported by the preservation profile. The detailed structure of this element is specified in clause [xx].
PreservationEvidencePolicy – shall be present and shall specify the set of applicable policies of the preservation profile. This shall include the preservation evidence creation policy and a recommended preservation evidence validation policy and may include a signature augmentation policy and signature validation policy, if applicable.

NOTE: While the current version of the present standard assumes that a human-readable policy document is present, future versions of the present standard may refer to machine-readable policy specifications, if available.

PreservationEvidenceRetentionPeriod – shall be present in case of preservation with temporary storage and specifies the period in which the asynchronously produced preservation evidences can be retrieved by the client. 
The optional Extension element may be present to extend the semantics of the Profile element specified in the present document. 

[bookmark: _Toc516523996]5.	Technical Specification of Protocol
[bookmark: _Toc516523997]5.1	Introduction and Overview
The present document first specifies the semantics of the different calls of the protocol for the Preservation Interface in a generic fashion and then specifies the concrete syntax of the conveyed data elements based on XML and JSON together with its binding to SOAP and REST respectively.
This covers the following operations:
· RetrieveInfo (see clause 5.3.2)
· PreservePO (see clause 5.3.3)
· RetrievePO (see clause 5.3.4)
· DeletePO (see clause 5.3.5)
· UpdatePOC (see clause 5.3.6)
· RetrieveTrace (see clause 5.3.7)
· ValidateEvidence (see clause 5.3.8)
The specification of the request and response of these operations uses the basic types in clause 5.3.1 and the structure models defined in clause 5.4.
[bookmark: _Toc516523998][bookmark: SEC_Discovery][bookmark: _Toc510639643][bookmark: _Ref500693978]5.2	Discovery of supported profiles and policies
As a Preservation Service as specified in this document may be operated in different operation modes (see clauses 4.2 and 4.3), it is necessary to provide a well-defined mechanism which allows a Client to discover which profiles and policies a Preservation Service supports. 
For this purpose the Preservation Service shall support the RetrieveInfo operation according to clause 5.3.2.
[bookmark: SEC_Operation_request_and_responses][bookmark: _Toc510639644][bookmark: _Toc516523999]5.3	Operation requests and responses
[bookmark: SEC_Basic_types][bookmark: _Toc516524000]5.3.1	Basic types for requests and responses
[bookmark: SEC_Request][bookmark: _Toc516524001]5.3.1.1	Component Request
[bookmark: _Toc510529809][bookmark: _Toc510639751][bookmark: _Toc516524002]5.3.1.1.1	Semantics
The Request component is used as basic type within the operation requests defined in clauses 5.3.3 – 5.3.8.
Below follows a list of the sub-components that may be present within this component:
The optional OptionalInputs element may be present and shall, if present, contain a sub-component as defined in clause 4.1.8 of OASIS DSS-X Core 2.0 [16]. 
The optional RequestID element shall contain one instance of a string, if present. The RequestID element is used to correlate requests with responses. When present in a request, the Preservation Service shall return it in the response. 
[bookmark: _Toc510529810][bookmark: _Toc510639752][bookmark: _Toc516524003]5.3.1.1.2	XML Syntax
The XML type RequestType shall implement the requirements defined in the Request component.
The RequestType XML XML elements shall be defined as in XML Schema file (Preservation-API.xsd)provided in Annex C, and which is copied below for information.
<complexType name="RequestType">
  <sequence>
    <element name="OptionalInputs" type="dsb:OptionalInputsType" minOccurs="0" />
  </sequence>
  <attribute name="RequestID" type="string" use="optional"/>
</complexType>
Each child element of RequestType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510529811][bookmark: _Toc510639753][bookmark: _Toc516524004]5.3.1.1.3	JSON Syntax
The component Request is used as a base type only, not as a JSON instance.
[bookmark: SEC_Response][bookmark: _RefComp3BA40605][bookmark: _Toc510529812][bookmark: _Toc510639754][bookmark: _Toc516524005]5.3.1.2	Component Response
[bookmark: _Toc510529813][bookmark: _Toc510639755][bookmark: _Toc516524006]5.3.1.2.1	Semantics

Below follows a list of the sub-components that may be present within this component:
The optional OptionalOutputs element shall may be present and shall, if present, contain a sub-component as defined in clause 4.1.9 of OASIS DSS-X Core 2.0 [16].
The optional RequestID element shall contain one instance of a string. The RequestID element is used to correlate requests with responses. When present in a request, the Preservation Service shall return it in the response.
[bookmark: _Toc510529814][bookmark: _Toc510639756][bookmark: _Toc516524007]5.3.1.2.2	XML Syntax
The XML type ResponseType shall implement the requirements defined in the Response component.
The ResponseType XML elements shall be defined as in XML Schema file (Preservation-API.xsd)provided in Annex C, and which is copied below for information.
<complexType name="ResponseType">
  <sequence>
    <element name="OptionalOutputs" type="dsb:OptionalOutputsType" 
             minOccurs="0" />
  </sequence>
  <attribute name="RequestID" type="string" use="optional"/>
</complexType>
Each child element of ResponseType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510529815][bookmark: _Toc510639757][bookmark: _Toc516524008]5.3.1.2.3	JSON Syntax
The component Response is used as a base type only, not as a JSON instance.
[bookmark: SEC_RetrievInfo][bookmark: _Toc516524009]5.3.2	RetrieveInfo
[bookmark: _Toc516524010]5.3.2.1	RetrieveInfo request
[bookmark: _Toc516524011]5.3.2.1.1	Semantics
The RetrieveInfo request allows to retrieve information about the Preservation Profiles supported by the Preservation Service. As the number of Preservation Profiles supported by a Preservation Service may become high over long periods of time, the RetrieveInfo operation allows to filter for active and inactive Preservation Profiles using the optional Status element, or specify a single Preservation Profile using the Profile element.
Below follows a list of the sub-components that may be present within the RetrieveInfo request:
The Profile element may be present and shall, if present, contain a URI according to [9], which specifies a specific Preservation Profile for which information is to be retrieved.
The Status element may be present and shall, if present, satisfy the requirements specified in this document in clause 5.4.9. This optional element may be used to filter for active or inactive Preservation Profiles. If this optional element is omitted, only active Preservation Profiles are returned.

[bookmark: _Toc516401014][bookmark: _Toc516524012]5.3.2.1.2	XML Syntax
The XML type RetrieveInfoType shall implement the requirements defined in the RetrieveInfo component.
The RetrieveInfoType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.

<complexType name="RetrieveInfoType">
  <sequence>
    <element name="Profile" type="anyURI" minOccurs="0" maxOccurs="1" />
    <element name="Status" type="pres:StatusType" minOccurs="0" maxOccurs="1" />
  </sequence>
</complexType>

Each child element of RetrieveInfoType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc516401015][bookmark: _Toc516524013]5.3.2.1.3	JSON Syntax
The RetrieveInfoType JSON object shall implement in JSON syntax the requirements defined in the RetrieveInfo component.
Properties of the JSON object shall implement the sub-components of RetrieveInfo using JSON-specific names mapped as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	Profile
	Pro
	[]

	Status
	Stat
	[]



The RetrieveInfoType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and is copied below for information.

"pres-RetrieveInfoType": {
  "type": "object",
  "properties": {
    "pro": {
      "type": "string"
    },
    "stat": {
      "type": "string"
    }
  }
}
     
[bookmark: _RefComp430347D2][bookmark: _Toc516401020][bookmark: _Toc516524014]5.3.2.2	RetrieveInfoResponse
[bookmark: _Toc516401021][bookmark: _Toc516524015]5.3.2.2.1	Semantics
RetrieveInfoResponse is returned as response to invoking the RetrieveInfo operation.
Below follows a list of the sub-components that may be present within this component:
The optional Profile element may occur zero or more times containing a sub-component. If present each instance shall satisfy the requirements specified in this document in clause 5.4.8. 
[bookmark: _Toc516401022][bookmark: _Toc516524016]5.3.2.2.2	XML Syntax
The XML type RetrieveInfoResponseType shall implement the requirements defined in the RetrieveInfoResponse component.
The RetrieveInfoResponseType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<complexType name="RetrieveInfoResponseType">
  <sequence>
    <element maxOccurs="unbounded" minOccurs="0" ref="pres:Profile"/>
  </sequence>
</complexType>

Each child element of RetrieveInfoResponseType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc516401023][bookmark: _Toc516524017]5.3.2.2.3	JSON Syntax
The RetrieveInfoResponseType JSON object shall implement in JSON syntax the requirements defined in the RetrieveInfoResponse component.
Properties of the JSON object shall implement the sub-components of RetrieveInfoResponse using JSON-specific names mapped as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	Profile
	profile
	[]


The RetrieveInfoResponseType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and is copied below for information.
"pres-RetrieveInfoResponseType": {
  "type": "object",
  "properties": {
    "profile": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/pres-ProfileType"
      }
    }
  }
}

[bookmark: SEC_PreservePO][bookmark: _Toc516524018]5.3.3	PreservePO
[bookmark: _RefComp8B3624D5][bookmark: _Toc510522912][bookmark: _Toc510639646][bookmark: _Toc516524019]5.3.3.1	PreservePO request
[bookmark: _Toc510522913][bookmark: _Toc510639647][bookmark: _Toc516524020]5.3.3.1.1	Semantics
The PreservePO request is used to submit one or more Preservation Objects (PO) to the Preservation Service. The details how the preservation is performed is determined by the provided Profile element, which refers to an operational profile of the Preservation Service as described by a Profile element (see clause 5.4.8), which can be retrieved using the RetrieveInfo operation (see clause 5.3.2). 
Below follows a list of the sub-components that is present within this component:
The Profile element shall contain one instance of a URI, which specifies the operational profile of the Preservation Service, which is used for preservation. The details of the Profile element are described in clause 5.4.8.      
The PO element shall occur one or more times containing a sub-component. Each instance shall satisfy the requirements specified in clause 5.4.6.     
[bookmark: _Toc510522914][bookmark: _Toc510639648]
A set of sub-components is inherited from Request (see clause 5.3.1.1) and is not repeated here.
[bookmark: _Toc516524021]5.3.3.1.2	XML Syntax
The XML type PreservePOType shall implement the requirements defined in the PreservePO component.
The PreservePOType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<xs:complexType name="PreservePOType">
  <complexContent>
    <extension base="pres:RequestType">
      <sequence>
        <element name="Profile" type="anyURI"/>
        <element ref="pres:PO" minOccurs="1" maxOccurs="unbounded" />
      </sequence>
    </extension>
  </complexContent>
</xs:complexType>
Each child element of PreservePOType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510522915][bookmark: _Toc510639649][bookmark: _Toc516524022]5.3.2.1.3	JSON Syntax
The PreservePOType JSON object shall implement in JSON syntax the requirements defined in the PreservePO component.
The PreservePOType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and is copied below for information.
"pres-PreservePOType": {
  "$xsd-full-type": "pres:PreservePOType",
  "type": "object",
  "properties": {
    "optIn": {
      "$ref": "#/definitions/dsb-OptionalInputsType"
    },
    "reqId": {
      "type": "string"
    },
    "profile": {
      "type": "string"
    },
    "po": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/pres-POType"
      }
    }
  },
  "required": ["profile", "po"]
}
Properties in the JSON schema above shall implement sub-component of PreservePO component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	OptionalInputs
	optIn
	[]

	RequestID
	reqId
	[]

	Profile
	profile
	[]

	PO
	po
	[]


     
[bookmark: SEC_PreservePOResponse][bookmark: _RefComp1B92707D][bookmark: _Toc510522916][bookmark: _Toc510639650][bookmark: _Toc516524023]5.3.3.2	PreservePOResponse
[bookmark: _Toc510522917][bookmark: _Toc510639651][bookmark: _Toc516524024]5.3.3.2.1	Semantics
PreservePOResponse is returned as response to invoking the PreservePO operation. While the POID is returned in every case, such that at least the trace of this operation can be retrieved later on using the RetrieveTrace operation (see clause 5.3.7), the PO element is only available if an operation mode without storage (see clause 4.2) is applied. In this case the preservation evidence is produced in a synchronous manner and is enveloped within the PO parameter. 
Below follows a list of the sub-components that may be present within this component:
The optional POID element shall contain a string. The POID element is a unique identifier for the set of SubPOs provided within the PreservePO call. This identifier allows to address the provided set of SubPOs in subsequent calls, such as RetrieveTrace (see clause 5.3.7) or RetrievePO (see clause 5.3.4), UpdatePOC (see clause 5.3.6) and DeletePO (see clause ), if applicable.
The optional PO element shall contain a sub-component. A given element shall satisfy the requirements specified in clause 5.4.6.
A set of sub-components is inherited from component Response (see clause 5.3.1.2) and is not repeated here. 
The following error codes may appear in the Result/ResultMinor component within PreservePOResponse:
· http://uri.etsi.org/19512/error/noPermission
· http://uri.etsi.org/19512/error/internalError
· http://uri.etsi.org/19512/error/parameterError
· http://uri.etsi.org/19512/error/lowSpaceWarning
· http://uri.etsi.org/19512/error/noSpaceError
· http://uri.etsi.org/19512/error/notSupported
· http://uri.etsi.org/19512/error/unknownPOFormat
· http://uri.etsi.org/19512/error/POFormatError
[bookmark: _Toc510522918][bookmark: _Toc510639652][bookmark: _Toc516524025]5.3.3.2.2	XML Syntax
The XML type PreservePOResponseType shall implement the requirements defined in the PreservePOResponse component.
The PreservePOResponseType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<xs:complexType name="PreservePOResponseType">
  <complexContent>
    <extension base="pres:ResponseType">
      <sequence>
        <element ref="pres:POID" minOccurs="0" maxOccurs="1" />
        <element ref="pres:PO" minOccurs="0" maxOccurs="1" />
      </sequence>
    </extension>
  </complexContent>
</xs:complexType>
Each child element of PreservePOResponseType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.
[bookmark: _Toc510522919][bookmark: _Toc510639653][bookmark: _Toc516524026]5.3.2.2.3	JSON Syntax
The PreservePOResponseType JSON object shall implement in JSON syntax the requirements defined in the PreservePOResponse component.
The PreservePOResponseType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and which is copied below for information.
"pres-PreservePOResponseType": {
  "$xsd-full-type": "pres:PreservePOResponseType",
  "type": "object",
  "properties": {
    "optOut": {
      "$ref": "#/definitions/dsb-OptionalOutputsType"
    },
    "reqId": {
      "type": "string"
    },
    "poId": {
      "type": "string"
    },
    "po": {
      "$ref": "#/definitions/pres-POType"
    }
  }
}
Properties in the JSON schema above shall implement sub-component of PreservePOResponse component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	OptionalOutputs
	optOut
	[]

	RequestID
	reqId
	[]

	POID
	poId
	[]

	PO
	po
	[]


     
[bookmark: SEC_RetrievePO][bookmark: _Toc510639654][bookmark: _Toc516524027]5.3.4	RetrievePO (Conditional)
[bookmark: _RefCompDA009DEC][bookmark: _Toc510530474][bookmark: _Toc510639655][bookmark: _Toc516524028]5.3.4.1	RetrievePO Request
[bookmark: _Toc510530475][bookmark: _Toc510639656][bookmark: _Toc516524029]5.3.4.1.1	Semantics
The RetrievePO operation is only available in Preservation Schemes with storage (see clause 4.2.1) or with temporary storage (see clause 4.2.2). This operation allows to retrieve Preservation Objects, which have been previously provided for preservation with PreservePO (see clause 5.3.3), and/or related Evidences produced by the Preservation Service. 
For this purpose, the Client sends the handle (POID), and if necessary and supported by the utilised POFormat (see clause 5.4.6 and Annex E) an optional sequence of VersionID elements as well as an indication what is to be retrieved in the SubjectOfRetrieval parameter together with optional format information (POFormat and EvidenceFormat), if applicable, to the Preservation Service in order to get back the preservation objects PO corresponding to POID.
Below follows a list of the sub-components that may be present within this component:
The POID element shall contain one instance of a string and is used for addressing preservation objects, which have been deposited previously using the PreservePO operation (see clause 5.3.3). 
The optional VersionID element may occur zero or more times containing a string. This element is only applicable, if the POFormat under consideration supports versioning as explained in Annex E.     
The optional SubjectOfRetrieval element shall contain a sub-component. A given element shall satisfy the requirements specified in clause 5.4.10. If this element is missing, the retrieval of both the Preservation Object(s) and the detached Evidence (i.e. POwithDetachedEvidence) is assumed as default.
The optional POFormat element shall contain a URI, if present. This element allows to explicitly specify the format in which the (sequence of) Preservation Object(s) is to be returned. If this element is missing, the default OutputFormat specified within the applied Profile (see clause 5.4.8) is used. 
The optional EvidenceFormat element shall contain a URI. This element allows to explicitly specify the format in which the Preservation Evidence is to be returned, if multiple options are supported in the preservation profile under consideration. If this element is missing, the default EvidenceFormat specified within the applied Profile (see clause 5.4.8) is used.
A set of sub-components is inherited from Request (see clause 5.3.1.1) and is not repeated here.
[bookmark: _Toc510530476][bookmark: _Toc510639657][bookmark: _Toc516524030]5.3.4.1.2	XML Syntax
The XML type RetrievePOType shall implement the requirements defined in the RetrievePO component.
The RetrievePOType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.

<xs:complexType name="RetrievePOType">
  <complexContent>
    <extension base="pres:RequestType">
      <sequence>
        <element ref="pres:POID"/>
        <element ref="pres:VersionID" minOccurs="0" maxOccurs="unbounded" />
        <element name="SubjectOfRetrieval" type="pres:SubjectOfRetrievalType"
                 minOccurs="0" maxOccurs="1" />
        <element name="POFormat" type="anyURI" minOccurs="0" maxOccurs="1" />
        <element name="EvidenceFormat" type="anyURI" minOccurs="0"
                 maxOccurs="1"/>
      </sequence>
    </extension>
  </complexContent>
</xs:complexType>
Each child element of RetrievePOType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510530477][bookmark: _Toc510639658][bookmark: _Toc516524031]5.3.4.1.3	JSON Syntax
The RetrievePOType JSON object shall implement in JSON syntax the requirements defined in the RetrievePO component.
The RetrievePOType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and which is copied below for information.
"pres-RetrievePOType": {
  "$xsd-full-type": "pres:RetrievePOType",
  "type": "object",
  "properties": {
    "poformat": {
      "type": "string"
    },
    "optIn": {
      "$ref": "#/definitions/dsb-OptionalInputsType"
    },
    "reqId": {
      "type": "string"
    },
    "poId": {
      "type": "string"
    },
    "versionId": {
      "type": "array",
      "items": {
        "type": "string"
      }
    },
    "sor": {
      "type": "string"
    },
    "poFormat": {
      "type": "string"
    },
    "evFormat": {
      "type": "string"
    }
  },
  "required": ["poId"]
}
Properties in the JSON schema above shall implement sub-component of RetrievePO component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	OptionalInputs
	optIn
	[]

	RequestID
	reqId
	[]

	POID
	poId
	[]

	VersionID
	versionId
	[]

	SubjectOfRetrieval
	sor
	[]

	POFormat
	poFormat
	[]

	EvidenceFormat
	evFormat
	[]


     
[bookmark: _RefCompF842B1E2][bookmark: _Toc510530482][bookmark: _Toc510639659][bookmark: _Toc516524032]5.3.4.2	RetrievePOResponse
[bookmark: _Toc510530483][bookmark: _Toc510639660][bookmark: _Toc516524033]5.3.4.2.1	Semantics
RetrievePOResponse is returned as response to invoking the RetrievePO operation. The returned PO elements contain the (sequence of) Preservation Object(s) and/or the Evidence as specified in the request.
Below follows a list of the sub-components that may be present within this component:
The optional PO element may occur zero or more times containing a sub-component. If present each instance shall satisfy the requirements specified in clause 5.4.6.

A set of sub-components is inherited from component Response (see clause 5.3.1.2) and is not repeated here.
The following error codes may appear in the Result/ResultMinor component within RetrievePOResponse:
· http://uri.etsi.org/19512/error/noPermission
· http://uri.etsi.org/19512/error/internalError
· http://uri.etsi.org/19512/error/parameterError
· http://uri.etsi.org/19512/error/notSupported
· http://uri.etsi.org/19512/error/unknownPOFormat
· http://uri.etsi.org/19512/error/unknownEvidenceFormat
· http://uri.etsi.org/19512/warning/requestOnlyPartlySuccessful
[bookmark: _Toc510530484][bookmark: _Toc510639661][bookmark: _Toc516524034]5.3.4.2.2	XML Syntax
The XML type RetrievePOResponseType shall implement the requirements defined in the RetrievePOResponse component.
The RetrievePOResponseType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<xs:complexType name="RetrievePOResponseType">
  <complexContent>
    <extension base="pres:ResponseType">
      <sequence>
        <element ref="pres:PO" minOccurs="0" maxOccurs="unbounded"/>
      </sequence>
    </extension>
  </complexContent>
</xs:complexType>
Each child element of RetrievePOResponseType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510530485][bookmark: _Toc510639662][bookmark: _Toc516524035]5.3.3.2.3	JSON Syntax
The RetrievePOResponseType JSON object shall implement in JSON syntax the requirements defined in the RetrievePOResponse component.
The RetrievePOResponseType JSON object shall be defined as in JSON Schema file  (Preservation-API.json) provided in Annex D, and which is copied below for information.
"pres-RetrievePOResponseType": {
  "$xsd-full-type": "pres:RetrievePOResponseType",
  "type": "object",
  "properties": {
    "optOut": {
      "$ref": "#/definitions/dsb-OptionalOutputsType"
    },
    "reqId": {
      "type": "string"
    },
    "po": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/pres-POType"
      }
    }
  }
}
Properties in the JSON schema above shall implement sub-component of RetrievePOResponse component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	OptionalOutputs
	optOut
	[]

	RequestID
	reqId
	[]

	PO
	po
	[]



[bookmark: SEC_DeletePO][bookmark: _Toc510639663][bookmark: _Toc516524036]5.3.5	DeletePO (Conditional)
[bookmark: _RefCompAF5E7B00][bookmark: _Toc510530486][bookmark: _Toc510639664][bookmark: _Toc516524037]5.3.5.1	DeletePO Request
[bookmark: _Toc510530487][bookmark: _Toc510639665][bookmark: _Toc516524038]5.3.5.1.1	Semantics
Th DeletePO operation is only supported in the case of a Preservation Scheme with storage (see clause 4.2.1). In order to delete a (sequence of) Preservation Object(s) and corresponding metadata, the Client sends a handle (POID), which addresses these data objects, and optionally a deletion mode (Mode) and a claimed requestor name (ClaimedRequestorName) to the Preservation Service in order to trigger the deletion of the PO under consideration. Using the optional deletion mode (Mode) allows to specify whether the PO and all related data shall be deleted (SubPOsAndEvidence) or whether only the content data is to be deleted, but the metadata and Preservation Evidence shall be kept within the Preservation Service (OnlySubPOs). If the optional Mode element is omitted, the default SubPOsAndEvidence is assumed.
Below follows a list of the sub-components that may be present within this component:
The POID element shall contain one instance of a string and is used for addressing preservation objects, which have been deposited previously using the PreservePO operation (see clause 5.3.3).
The optional Mode element shall, if present, contain a sub-component as specified in clause 5.4.1. This element allows to specify, whether only the provided SubPOs (OnlySubPOs) or also the produced Preservation Evidences (SubPOsAndEvidence) are deleted from the storage of the Preservation Service. If this optional element is omitted, the default SubPOsAndEvidence is assumed.
The optional ClaimedRequestorName element shall contain a string, if present. This element allows to convey additional information about the eventual requestor of the deletion operation.
The optional Reason element shall contain a string, if present. This element allows to provide additional information about the reason for deletion.      

A set of sub-components is inherited from Request (see clause 5.3.1.1) and is not repeated here.
[bookmark: _Toc510530488][bookmark: _Toc510639666][bookmark: _Toc516524039]5.3.5.1.2	XML Syntax
The XML type DeletePOType shall implement the requirements defined in the DeletePO component.
The DeletePOType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<xs:complexType name="DeletePOType">
  <complexContent>
    <extension base="pres:RequestType">
      <sequence>
        <element ref="pres:POID"/>
        <element name="Mode" type="pres:DeletionModeType" minOccurs="0"
                 maxOccurs="1" />
        <element name="ClaimedRequestorName" type="string" minOccurs="0"
                 maxOccurs="1" />
        <element name="Reason" type="string" minOccurs="0" maxOccurs="1"/>
      </sequence>
    </extension>
  </complexContent>
</xs:complexType>
Each child element of DeletePOType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510530489][bookmark: _Toc510639667][bookmark: _Toc516524040]5.3.5.1.3	JSON Syntax
The DeletePOType JSON object shall implement in JSON syntax the requirements defined in the DeletePO component.
The DeletePOType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and which is copied below for information.
"pres-DeletePOType": {
  "$xsd-full-type": "pres:DeletePOType",
  "type": "object",
  "properties": {
    "optIn": {
      "$ref": "#/definitions/dsb-OptionalInputsType"
    },
    "reqId": {
      "type": "string"
    },
    "poId": {
      "type": "string"
    },
    "mod": {
      "type": "string"
    },
    "crn": {
      "type": "string"
    },
    "reason": {
      "type": "string"
    }
  },
  "required": ["poId"]
}
Properties in the JSON schema above shall implement sub-component of DeletePO component mapped by names as shown in the table below.

	Element
	Implementing JSON member name
	Comments

	OptionalInputs
	optIn
	[]

	RequestID
	reqId
	[]

	POID
	poId
	[]

	Mode
	mod
	[]

	ClaimedRequestorName
	crn
	[]

	Reason
	reason
	[]


     
[bookmark: _Toc510639668][bookmark: _Toc516524041]5.3.5.2	DeletePOResponse
DeletePOResponse is returned as response to invoking the DeletePO operation and only contains the elements inherited from component Response (see clause 5.3.1.2), which are not repeated here.

The following error codes may appear in the Result/ResultMinor component within DeletePOResponse:
· http://uri.etsi.org/19512/error/noPermission
· http://uri.etsi.org/19512/error/internalError
· http://uri.etsi.org/19512/error/parameterError
· http://uri.etsi.org/19512/error/notSupported
· http://uri.etsi.org/19512/error/unknownPOID
· http://uri.etsi.org/19512/error/unknownMode

[bookmark: SEC_UpdatePO][bookmark: _Toc510639669][bookmark: _Toc516524042]5.3.6	UpdatePOC (Optional and Conditional)
[bookmark: _Toc510530518][bookmark: _Toc510639670][bookmark: _Toc516524043]5.3.6.1	UpdatePOC Request
[bookmark: _Toc510530519][bookmark: _Toc510639671][bookmark: _Toc516524044]5.3.6.1.1	Semantics
The UpdatePOC request allows to update a POC and provide a new version of it, if the Preservation Service and the applied POC-Format supports this feature (see Annex E). 
Below follows a list of the sub-components that may be present within this component:
The POID element shall contain one instance of a string. This element addresses the POC, which is to be updated.
The DeltaPOC element shall contain one instance of a sub-component. This element shall satisfy the requirements specified in clause 5.4.6. This element addresses the POC, which is to be updated.

A set of sub-components is inherited from Request (see clause 5.3.1.1) and is not repeated here.
[bookmark: _Toc510530520][bookmark: _Toc510639672][bookmark: _Toc516524045]5.3.6.1.2	XML Syntax
The XML type UpdatePOCType shall implement the requirements defined in the UpdatePOC component.
The UpdatePOCType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<xs:complexType name="UpdatePOCType">
  <complexContent>
    <extension base="pres:RequestType">
      <sequence>
        <element ref="pres:POID"/>
        <element ref="pres:DeltaPOC"/>
      </sequence>
    </extension>
  </complexContent>
</xs:complexType>
Each child element of UpdatePOCType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510530521][bookmark: _Toc510639673][bookmark: _Toc516524046]5.3.6.1.3	JSON Syntax
The UpdatePOCType JSON object shall implement in JSON syntax the requirements defined in the UpdatePOC component.
The UpdatePOCType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex C, and is copied below for information.
"pres-UpdatePOCType": {
  "$xsd-full-type": "pres:UpdatePOCType",
  "type": "object",
  "properties": {
    "optIn": {
      "$ref": "#/definitions/dsb-OptionalInputsType"
    },
    "reqId": {
      "type": "string"
    },
    "poId": {
      "type": "string"
    },
    "deltaPoc": {
      "$ref": "#/definitions/pres-POType"
    }
  },
  "required": ["poId", "deltaPoc"]
}
Properties in the JSON schema above shall implement sub-component of UpdatePOC component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	OptionalInputs
	optIn
	[]

	RequestID
	reqId
	[]

	POID
	poId
	[]

	DeltaPOC
	deltaPoc
	[]



[bookmark: _Toc510530522][bookmark: _Toc510639674][bookmark: _Toc516524047]5.3.6.2	UpdatePOCResponse
[bookmark: _Toc510530523][bookmark: _Toc510639675][bookmark: _Toc516524048]5.3.6.2.1	Semantics
UpdatePOCResponse is returned as response to invoking the UpdatePOC operation. After the internal processing of the UpdatePOC request the Preservation Service returns UpdatePOCResponse, which in particular contains the identifier (VersionID) of the newly created version within the already stored POC.
Below follows a list of the sub-components that may be present within this component:
The optional VersionID element shall contain a string. It is RECOMMENDED to use a sequential versioning scheme and assign version identifiers such as v1, v2, v3 … .     
A set of sub-components is inherited from component Response (see clause 5.3.1.2), which are not repeated here. 

The following error codes may appear in the Result/ResultMinor component within UpdatePOCResponse:
· http://uri.etsi.org/19512/error/noPermission
· http://uri.etsi.org/19512/error/internalError
· http://uri.etsi.org/19512/error/parameterError
· http://uri.etsi.org/19512/error/notSupported
· http://uri.etsi.org/19512/error/noSpaceError
· http://uri.etsi.org/19512/warning/lowSpace
· http://uri.etsi.org/19512/error/unknownPOID
· http://uri.etsi.org/19512/error/unknownDPOCType
· http://uri.etsi.org/19512/error/DPOCInternalProblem

[bookmark: _Toc510530524][bookmark: _Toc510639676][bookmark: _Toc516524049]5.3.6.2.2	XML Syntax
The XML type UpdatePOCResponseType shall implement the requirements defined in the UpdatePOCResponse component.
The UpdatePOCResponseType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<xs:complexType name="UpdatePOCResponseType">
  <complexContent>
    <extension base="pres:ResponseType">
      <sequence>
        <element maxOccurs="1" minOccurs="0" ref="pres:VersionID"/>
      </sequence>
    </extension>
  </complexContent>
</xs:complexType>
Each child element of UpdatePOCResponseType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510530525][bookmark: _Toc510639677][bookmark: _Toc516524050]5.3.6.2.3	JSON Syntax
The UpdatePOCResponseType JSON object shall implement in JSON syntax the requirements defined in the UpdatePOCResponse component.
The UpdatePOCResponseType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and is copied below for information.
"pres-UpdatePOCResponseType": {
  "$xsd-full-type": "pres:UpdatePOCResponseType",
  "type": "object",
  "properties": {
    "optOut": {
      "$ref": "#/definitions/dsb-OptionalOutputsType"
    },
    "reqId": {
      "type": "string"
    },
    "versionId": {
      "type": "string"
    }
  }
}
Properties in the JSON schema above shall implement sub-component of UpdatePOCResponse component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	OptionalOutputs
	optOut
	[]

	RequestID
	reqId
	[]

	VersionID
	versionId
	[]


     
[bookmark: SEC_RetrieveTrace][bookmark: _Toc510639678][bookmark: _Toc516524051]5.3.7	RetrieveTrace (Optional)
[bookmark: _Toc510530526][bookmark: _Toc510639679][bookmark: _Toc516524052]5.3.7.1	RetrieveTrace request
[bookmark: _Toc510530527][bookmark: _Toc510639680][bookmark: _Toc516524053]5.3.7.1.1	Semantics
The RetrieveTrace request allows to request an audit trail with respect to relevant events, which happened within a Preservation Service for a specific (set of) Submission Preservation Object(s).

Below follows a list of the sub-components that may be present within this component:
The POID element shall contain one instance of a string, which identifies the (sequence of) Submission Preservation Object(s) for which an audit trail is requested.
A set of sub-components is inherited from Request (see clause 5.3.1.1) and is not repeated here.
[bookmark: _Toc510530528][bookmark: _Toc510639681][bookmark: _Toc516524054]5.3.7.1.2	XML Syntax
The XML type RetrieveTraceType shall implement the requirements defined in the RetrieveTrace component.
The RetrieveTraceType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<xs:complexType name="RetrieveTraceType">
  <complexContent>
    <extension base="pres:RequestType">
      <sequence>
        <element ref="pres:POID"/>
      </sequence>
    </extension>
  </complexContent>
</xs:complexType>
Each child element of RetrieveTraceType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510530529][bookmark: _Toc510639682][bookmark: _Toc516524055]5.3.7.1.3	JSON Syntax
The RetrieveTraceType JSON object shall implement in JSON syntax the requirements defined in the RetrieveTrace component.
The RetrieveTraceType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and is copied below for information.
"pres-RetrieveTraceType": {
  "$xsd-full-type": "pres:RetrieveTraceType",
  "type": "object",
  "properties": {
    "optIn": {
      "$ref": "#/definitions/dsb-OptionalInputsType"
    },
    "reqId": {
      "type": "string"
    },
    "poId": {
      "type": "string"
    }
  },
  "required": ["poId"]
}
Properties in the JSON schema above shall implement sub-component of RetrieveTrace component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	OptionalInputs
	optIn
	[]

	RequestID
	reqId
	[]

	POID
	poId
	[]


     
[bookmark: _Toc510530530][bookmark: _Toc510639683][bookmark: _Toc516524056]5.3.7.2	RetrieveTraceResponse
[bookmark: _Toc510530531][bookmark: _Toc510639684][bookmark: _Toc516524057]5.3.7.2.1	Semantics
RetrieveTraceResponse is returned as response to invoking the RetrieveTrace operation and contains the trace of operations corresponding to the provided POID. After the internal processing of the RetrieveTrace request the Preservation Service returns RetrieveTraceResponse, which in particular contains the Trace element as specified in clause 5.4.13. 
Below follows a list of the sub-components that may be present within this component:
The Trace element shall contain one instance of a sub-component. This element shall satisfy the requirements specified clause 5.4.13. 

A set of sub-components is inherited from component Response (see clause 5.3.1.2), which are not repeated here. 
The following error codes may appear in the Result/ResultMinor component within RetrieveTraceResponse:
· http://uri.etsi.org/19512/error/noPermission
· http://uri.etsi.org/19512/error/internalError
· http://uri.etsi.org/19512/error/parameterError
· http://uri.etsi.org/19512/error/notSupported
· http://uri.etsi.org/19512/error/unknownPOID
[bookmark: _Toc510530532][bookmark: _Toc510639685][bookmark: _Toc516524058]5.3.7.2.2	XML Syntax
The XML type RetrieveTraceResponseType shall implement the requirements defined in the RetrieveTraceResponse component.
The RetrieveTraceResponseType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<xs:complexType name="RetrieveTraceResponseType">
  <complexContent>
    <extension base="pres:ResponseType">
      <sequence>
        <element ref="pres:Trace"/>
      </sequence>
    </extension>
  </complexContent>
</xs:complexType>
Each child element of RetrieveTraceResponseType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510530533][bookmark: _Toc510639686][bookmark: _Toc516524059]5.3.7.2.3	JSON Syntax
The RetrieveTraceResponseType JSON object shall implement in JSON syntax the requirements defined in the RetrieveTraceResponse component.
The RetrieveTraceResponseType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and which is copied below for information.
"pres-RetrieveTraceResponseType": {
  "$xsd-full-type": "pres:RetrieveTraceResponseType",
  "type": "object",
  "properties": {
    "optOut": {
      "$ref": "#/definitions/dsb-OptionalOutputsType"
    },
    "reqId": {
      "type": "string"
    },
    "trace": {
      "$ref": "#/definitions/pres-TraceType"
    }
  },
  "required": ["trace"]
}
Properties in the JSON schema above shall implement sub-component of RetrieveTraceResponse component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	OptionalOutputs
	optOut
	[]

	RequestID
	reqId
	[]

	Trace
	trace
	[]


     

[bookmark: SEC_ValidateEvidence][bookmark: _Toc510639687][bookmark: _Toc516524060]5.3.8	ValidateEvidence (Optional)
[bookmark: _RefComp3B37A34E][bookmark: _Toc510530534][bookmark: _Toc510639688][bookmark: _Toc516524061]5.3.8.1	ValidateEvidence Request
[bookmark: _Toc510530535][bookmark: _Toc510639689][bookmark: _Toc516524062]5.3.8.1.1	Semantics
The ValidateEvidence request allows to validate a provided Preservation Evidence (Evidence) and optionally a corresponding (set of) Preservation Objects (PO), which are protected by it. 
Below follows a list of the sub-components that may be present within this component:
The Evidence element shall contain one instance of a sub-component. This element shall satisfy the requirements specified in clause 5.4.3. 
The optional PO element may occur zero or more times containing a sub-component. If present, each instance shall satisfy the requirements specified in clause 5.4.6. 
A set of sub-components is inherited from Request (see clause 5.3.1.1) and is not repeated here.
[bookmark: _Toc510530536][bookmark: _Toc510639690][bookmark: _Toc516524063]5.3.7.1.2	XML Syntax
The XML type ValidateEvidenceType shall implement the requirements defined in the ValidateEvidence component.
The ValidateEvidenceType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<xs:complexType name="ValidateEvidenceType">
  <complexContent>
    <extension base="pres:RequestType">
      <sequence>
        <element ref="pres:Evidence"/>
        <element ref="pres:PO" minOccurs="0" maxOccurs="unbounded" />
      </sequence>
    </extension>
  </complexContent>
</xs:complexType>
Each child element of ValidateEvidenceType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510530537][bookmark: _Toc510639691][bookmark: _Toc516524064]5.3.8.1.3	JSON Syntax
The ValidateEvidenceType JSON object shall implement in JSON syntax the requirements defined in the ValidateEvidence component.
The ValidateEvidenceType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and which is copied below for information.
"pres-ValidateEvidenceType": {
  "$xsd-full-type": "pres:ValidateEvidenceType",
  "type": "object",
  "properties": {
    "optIn": {
      "$ref": "#/definitions/dsb-OptionalInputsType"
    },
    "reqId": {
      "type": "string"
    },
    "ev": {
      "$ref": "#/definitions/pres-EvidenceType"
    },
    "po": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/pres-POType"
      }
    }
  },
  "required": ["ev"]
}
Properties in the JSON schema above shall implement sub-component of ValidateEvidence component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	OptionalInputs
	optIn
	[]

	RequestID
	reqId
	[]

	Evidence
	ev
	[]

	PO
	po
	[]



[bookmark: _Toc510530538][bookmark: _Toc510639692][bookmark: _Toc516524065]5.3.8.2	ValidateEvidenceResponse
[bookmark: _Toc510530539][bookmark: _Toc510639693][bookmark: _Toc516524066]5.3.8.2.1	Semantics
ValidateEvidenceResponse is returned as response to invoking the ValidateEvidence operation. 
Below follows a list of the sub-components that may be present within this component:
The optional ValidationReport element shall contain a sub-component. A given element shall satisfy the requirements specified in section 5.4.6.      
The optional ProofOfExistence element shall, if present, contain a date/time value. This element is provided, if the validation of the provided Evidence and the provided (set of) Preservation Object(s) (PO) is positive and the indicated date/time value specifies the point in time for which the Evidence provides a proof of existence for the provided (set of) Preservation Object(s).
A set of sub-components is inherited from component Response (see clause 5.3.1.2), which are not repeated here. 
[bookmark: _Toc510530540][bookmark: _Toc510639694][bookmark: _Toc516524067]5.3.8.2.2	XML Syntax
The XML type ValidatePOCResponseType shall implement the requirements defined in the ValidatePOCResponse component.
The ValidatePOCResponseType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<xs:complexType name="ValidatePOCResponseType">
  <complexContent>
    <extension base="pres:ResponseType">
      <sequence>
        <element ref="pres:ValidationReport" minOccurs="0" maxOccurs="1" />
        <element name="ProofOfExistence" type="dateTime" minOccurs="0"
                 maxOccurs="1"/>
      </sequence>
    </extension>
  </complexContent>
</xs:complexType>
Each child element of ValidatePOCResponseType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510530541][bookmark: _Toc510639695][bookmark: _Toc516524068]5.3.8.2.3	JSON Syntax
The ValidatePOCResponseType JSON object shall implement in JSON syntax the requirements defined in the ValidatePOCResponse component.
The ValidatePOCResponseType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and which is copied below for information.
"pres-ValidatePOCResponseType": {
  "$xsd-full-type": "pres:ValidatePOCResponseType",
  "type": "object",
  "properties": {
    "pocreport": {
      "$ref": "#/definitions/pres-POType"
    },
    "optOut": {
      "$ref": "#/definitions/dsb-OptionalOutputsType"
    },
    "reqId": {
      "type": "string"
    },
    "valRep": {
      "$ref": "#/definitions/pres-POType"
    },
    "poe": {
      "type": "integer",
      "format": "utc-millisec"
    }
  }
}
Properties in the JSON schema above shall implement sub-component of ValidatePOCResponse component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	OptionalOutputs
	optOut
	[]

	RequestID
	reqId
	[]

	POCReport
	pocRep
	[]

	ProofOfExistence
	poe
	[]



[bookmark: SEC_Search][bookmark: _Toc510639696][bookmark: _Toc516524069]5.3.9	Search (Optional)
[bookmark: _RefCompAA8436B0][bookmark: _Toc510530542][bookmark: _Toc510639697][bookmark: _Toc516524070]5.3.9.1	Search request
[bookmark: _Toc510530543][bookmark: _Toc510639698][bookmark: _Toc516524071]5.3.9.1.1	Semantics
The Search request allows to search among the (sets of) Preservation Object(s), which are accessible by the Client. For this purpose, the Client provides a query string (Filter), which allows to search for specific Preservation Objects and POIDs.
Below follows a list of the sub-components that may be present within this component:
The Filter element shall contain one instance of a string. This element may contain the following query language to search for specific (sets of) Preservation Object(s): <Details are to be discussed and defined>

Editor’s Note: The details of the Filter element are yet to be discussed and defined.
A set of sub-components is inherited from Request (see clause 5.3.1.1) and is not repeated here.
[bookmark: _Toc510530544][bookmark: _Toc510639699][bookmark: _Toc516524072]5.3.8.1.2	XML Syntax
The XML type SearchType shall implement the requirements defined in the Search component.
The SearchType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<xs:complexType name="SearchType">
  <complexContent>
    <extension base="pres:RequestType">
      <sequence>
        <element name="Filter" type="string"/>
      </sequence>
    </extension>
  </complexContent>
</xs:complexType>
Each child element of SearchType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510530545][bookmark: _Toc510639700][bookmark: _Toc516524073]5.3.9.1.3	JSON Syntax
The SearchType JSON object shall implement in JSON syntax the requirements defined in the Search component.
Properties of the JSON object shall implement the sub-components of Search using JSON-specific names mapped as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	Filter
	fi
	[]


     
The SearchType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and which is copied below for information.

"pres-SearchType": {
  "type": "object",
  "properties": {
    "optIn": {
      "$ref": "#/definitions/dsb-OptionalInputsType"
    },
    "reqId": {
      "type": "string"
    },
    "fi": {
      "type": "string"
    }
  }
}
     
[bookmark: _RefComp1AEF373C][bookmark: _Toc510530546][bookmark: _Toc510639701][bookmark: _Toc516524074]5.3.9.2	SearchResponse
[bookmark: _Toc510530547][bookmark: _Toc510639702][bookmark: _Toc516524075]5.3.9.2.1	Semantics
SearchResponse is returned as response to invoking the Search operation.
Below follows a list of the sub-components that may be present within this component:
The optional POID element may occur zero or more times containing a string. The list of returned POID elements matches the provided Filter element. 

A set of sub-components is inherited from component Response (see clause 5.3.1.2), which are not repeated here. 
The following error codes may appear in the Result/ResultMinor component within RetrieveTraceResponse:
· http://uri.etsi.org/19512/error/noPermission
· http://uri.etsi.org/19512/error/internalError
· http://uri.etsi.org/19512/error/parameterError
· http://uri.etsi.org/19512/error/notSupported
[bookmark: _Toc510530548][bookmark: _Toc510639703][bookmark: _Toc516524076]5.3.9.2.2	XML Syntax
The XML type SearchResponseType shall implement the requirements defined in the SearchResponse component.
The SearchResponseType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<xs:complexType name="SearchResponseType">
  <complexContent>
    <extension base="pres:ResponseType">
      <sequence>
        <element ref="pres:POID" minOccurs="0" maxOccurs="unbounded" />
      </sequence>
    </extension>
  </complexContent>
</xs:complexType>
Each child element of SearchResponseType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510530549][bookmark: _Toc510639704][bookmark: _Toc516524077]5.3.9.2.3	JSON Syntax
The SearchResponseType JSON object shall implement in JSON syntax the requirements defined in the SearchResponse component.
Properties of the JSON object SHALL implement the sub-components of SearchResponse using JSON-specific names mapped as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	POID
	poId
	[]


     
The SearchResponseType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and which is copied below for information.
"pres-SearchResponseType": {
  "type": "object",
  "properties": {
    "result": {
      "$ref": "#/definitions/dsb-ResultType"
    },
    "optOut": {
      "$ref": "#/definitions/dsb-OptionalOutputsType"
    },
    "reqId": {
      "type": "string"
    },
    "poId": {
      "type": "array",
      "items": {
        "type": "string"
      }
    }
  }
}
     

[bookmark: SEC_Structure_models][bookmark: _Toc510639705][bookmark: _Toc516524078]5.4	Structure models defined in the present document
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[bookmark: _Toc510530491][bookmark: _Toc510639707][bookmark: _Toc516524080]5.4.1.1	Semantics
The DeletionMode component specifies the details of the Mode parameter in the DeletePO call (see clause 5.3.5). 
Below follows a list of the sub-components that may be present within this component:
The value element shall contain one instance of a string. Its value is limited to an item of the following set:
OnlySubPOs – indicates that only the provided SubPOs will be deleted.
SubPOsAndEvidence – indicates that the provided SubPOs and the Preservation Evidences produced by the Preservation Service will be deleted.
[bookmark: _Toc510530492][bookmark: _Toc510639708][bookmark: _Toc516524081]5.4.1.2	XML Syntax
The XML type DeletionModeType shall implement the requirements defined in the DeletionMode component.
The DeletionModeType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<simpleType name="DeletionModeType">
  <restriction base="string">
    <enumeration value="OnlySubPOs"/>
    <enumeration value="SubPOsAndEvidence"/>
  </restriction>
</simpleType>
Each child element of DeletionModeType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510530493][bookmark: _Toc510639709][bookmark: _Toc516524082]5.4.1.3	JSON Syntax
The DeletionModeType JSON object shall implement in JSON syntax the requirements defined in the DeletionMode component.
The DeletionModeType JSON object shall be defined as in JSON Schema file (Preservation-API.xsd) provided in Annex D, and which is copied below for information.
"pres-DeletionModeType": {
  "$xsd-full-type": "pres:DeletionModeType",
  "type": "string",
  "enum": ["OnlySubPOs", "SubPOsAndEvidence"]
}
Properties in the JSON schema above shall implement sub-component of DeletionMode component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	value
	Value
	[]



[bookmark: _Toc510529796][bookmark: _Toc510639710][bookmark: _Toc516524083]5.4.2	Component Event
[bookmark: _Toc510529797][bookmark: _Toc510639711][bookmark: _Toc516524084]5.4.2.1	Semantics
The Event component contains information about an event, which occurred within the Preservation Service. It is part of the Trace component (see clause 5.4.13), which can be retrieved with the RetrieveTrace operation (see clause 5.3.7).
Below follows a list of the sub-components that may be present within this component:
The Time element shall be present and contain one instance of a date/time value, which indicates the point in time at which the event occured.
The Subject element shall be present and contain one instance of a string, which indicates the subject which triggered the event. It is recommended to support at least the following values:
Client – for operations initiated by the Client.
Preservation Service – for operations initiated by the running Preservation Service. An implementation of the Preservation Service may indicate in the Subject component, additional details with respect to the specific module, which triggered the event.
The Operation element shall be present and contain one instance of a string, which indicates the characteristic of the event, such as operation related to the event.      
The optional Object element may be present and shall, if present, contain a string, which indicates the object which is addressed within the event, if applicable.      
The optional Detail element may be present and shall, if present, contain a string, which describes more details related to the event.      
[bookmark: _Toc510529798][bookmark: _Toc510639712][bookmark: _Toc516524085]5.4.2.2	XML Syntax
The XML type EventType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<complexType name="EventType">
  <sequence>
    <element name="Time" type="dateTime"/>
    <element name="Subject" type="string"/>
    <element name="Operation" type="string"/>
    <element name="Object" type="string" minOccurs="0" maxOccurs="1" />
    <element name="Detail" type="string" minOccurs="0" maxOccurs="1" />
  </sequence>
</complexType>
Each child element of EventType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510529799][bookmark: _Toc510639713][bookmark: _Toc516524086]5.4.2.3	JSON Syntax
The EventType JSON object shall implement in JSON syntax the requirements defined in the Event component.
The EventType JSON element shall be defined as in JSON Schema file (Preservation-API.xsd) provided in Annex D, and which is copied below for information.
"pres-EventType": {
  "$xsd-full-type": "pres:EventType",
  "type": "object",
  "properties": {
    "time": {
      "type": "integer",
      "format": "utc-millisec"
    },
    "sub": {
      "type": "string"
    },
    "op": {
      "type": "string"
    },
    "obj": {
      "type": "string"
    },
    "det": {
      "type": "string"
    }
  },
  "required": ["time", "sub", "op"]
}
Properties in the JSON schema above shall implement sub-component of Event component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	Time
	time
	[]

	Subject
	sub
	[]

	Operation
	op
	[]

	Object
	obj
	[]

	Detail
	det
	[]


     
[bookmark: SEC_Component_Evidence][bookmark: _Toc516524087]5.4.3	Component Evidence
[bookmark: _Toc510529801][bookmark: _Toc510639715][bookmark: _Toc516524088]5.4.3.1	Semantics
The Evidence component is used within the ValidateEvidence operation (see clause 5.3.8) to provide the Preservation Evidence, which is to be validated. The Evidence component is based on and extends the PO component (see clause 5.4.6), from which it inherits the subcomponents value and POFormat. In addition to these subcomponents, the Evidence component may contain the subcomponents POID and VersionID, which the Preservation Evidence belongs, if the POFormat of the provided PO supports versioning (see Annex E) and hence the PO provided in the ValidateEvidence operation may contain more than one version. 
Below follows a list of the sub-components that may be present within this component:
The value element shall be present and contain one instance of base64 encoded binary data, which contains the Preservation Evidence.
The POFormat element shall be present and contain one instance of a URI, which identifies the format of the Preservation Evidence. The present document specifies the following values for this component:     
urn:ietf:rfc:3161 for time-stamp tokens according to IETF RFC 3161 [8]
urn:ietf:rfc:4998 for evidence records according to IETF RFC 4998 [10]
urn:ietf:rfc:6283 for evidence records according to IETF RFC 6283 [11]
The optional POID element shall, if present, contain one instance of a string, which identifies the Preservation Object within a provided PO component.      
The optional VersionID element shall, if present, contain one instance of a string, which identifies a particular version of the Preservation Object provided within the PO component provided in the ValidateEvidence operation.      
[bookmark: _Toc510529802][bookmark: _Toc510639716][bookmark: _Toc516524089]5.4.3.2	XML Syntax
The XML type EvidenceType shall implement the requirements defined in the Evidence component.
The EvidenceType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<complexType name="EvidenceType">
  <simpleContent>
    <extension base="pres:POType">
      <attribute name="POID" type="string" use="optional"/>
      <attribute name="VersionID" type="string" use="optional"/>
    </extension>
  </simpleContent>
</complexType>
Each child element of EvidenceType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510529803][bookmark: _Toc510639717][bookmark: _Toc516524090]5.4.3.3	JSON Syntax
The EvidenceType JSON object shall implement in JSON syntax the requirements defined in the Evidence component.
The EvidenceType JSON element shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex C, and which is copied below for information.
"pres-EvidenceType": {
  "$xsd-full-type": "pres:EvidenceType saml-rw:EvidenceType",
  "type": "object",
  "properties": {
    "poformat": {
      "type": "string"
    },
    "value": {
      "type": "string"
    },
    "poFormat": {
      "type": "string"
    },
    "poId": {
      "type": "string"
    },
    "verId": {
      "type": "string"
    }
  },
  "minProperties": 1
}
Properties in the JSON schema above shall implement sub-component of Evidence component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	value
	value
	[]

	POFormat
	poFormat
	[]

	POID
	poId
	[]

	VersionID
	verId
	[]


     
[bookmark: SEC_Format_Component][bookmark: _Toc510639718][bookmark: _Toc516524091]5.4.4	Component Format
[bookmark: _Toc510452287][bookmark: _Toc510639719][bookmark: _Toc516524092]5.4.4.1	Semantics
The Format component is used for the specification of the input, output and evidence formats within an operational profile (see clause 5.4.8) of a Preservation Service.
Below follows a list of the sub-components that may be present within this component:
The FormatID element shall be present and contain one instance of a URI, which identifies the format of the component.      
The optional Transforms element shall, if present, contain a sub-component, which shall satisfy the requirements specified in clause 4.4.2 of OASIS DSS-X Core 2.0 [16]. 
The optional SupportedParameters element shall, if present, contain a sub-component, which shall satisfy the requirements specified in this document in clause 5.4.12. 
The optional Extension element may occur zero or more times containing a sub-component, which shall satisfy the requirements specified in clause 4.4.1 of OASIS DSS-X Core 2.0 [16].
The optional IsDefault element may be present and shall, if present, contain one instance of a boolean. Its default value is 'false'.      

[bookmark: _Toc510452288][bookmark: _Toc510639720][bookmark: _Toc516524093]5.4.4.2	XML Syntax
The XML type FormatType shall implement the requirements defined in the Format component.
The FormatType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<complexType name="FormatType">
  <sequence>
    <element name="FormatID" type="anyURI"/>
    <element name="Transforms" type="ds-rw:TransformsType" minOccurs="0" />
    <element name="SupportedParameters" type="pres:SupportedParametersType"
             minOccurs="0" maxOccurs="1" />
    <element name="Extension" type="dsb:AnyType" minOccurs="0"
             maxOccurs="unbounded"/>
  </sequence>
  <attribute name="IsDefault" type="boolean" use="optional" default="false" />
</complexType>
Each child element of FormatType XML element shall implement in XML syntax the sub-component that has a name equal to its local name. The element 'value' holding a URI is represented by the component's XML tag text content.      
[bookmark: _Toc510452289][bookmark: _Toc510639721][bookmark: _Toc516524094]5.4.4.3	JSON Syntax
The FormatType JSON object shall implement in JSON syntax the requirements defined in the Format component.
The FormatType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and is copied below for information.
"pres-FormatType": {
  "type": "object",
  "properties": {
    "transforms": {
      "$ref": "#/definitions/dsigrw-TransformsType"
    },
    "supportedParameters": {
      "$ref": "#/definitions/pres-SupportedParametersType"
    },
    "fid": {
      "type": "string"
    },
    "ext": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/dsb-AnyType"
      }
    },
    "def": {
      "type": "boolean"
    }
  }
}

Properties in the JSON schema above shall implement sub-component of Format component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	FormatID
	fid
	

	Transforms
	tfs
	

	SupportedParameters
	subpars
	

	Extension
	ext
	[]

	IsDefault
	def
	[]


     
[bookmark: SEC_Parameter_component][bookmark: _RefComp5F0A32E3][bookmark: _Toc516518988][bookmark: _Toc516524095]5.4.5	Component Parameter
[bookmark: _Toc516518989][bookmark: _Toc516524096]5.4.5.1	Semantics
The Parameter component is used in the definition of the SupportedParameters component (see clause 5.4.12), which in turn may be part of the Format component (see clause 5.4.4).
Below follows a list of the sub-components that may be present within this component:
The ParameterID element shall be present and contain one instance of a URI, which specifies the parameter.
[bookmark: _Toc516518990]The optional Extension element may occur zero or more times containing a sub-component according to clause 4.4.1 of OASIS DSS-X Core 2.0 [16].
[bookmark: _Toc516524097]5.4.5.2	 XML Syntax
The XML type ParameterType shall implement the requirements defined in the Parameter component.
The ParameterType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<complexType name="ParameterType">
  <sequence>
    <element name="ParameterID" type="anyURI"/>
    <element maxOccurs="unbounded" minOccurs="0" name="Extension" type="dsb:AnyType"/>
  </sequence>
</complexType>
Each child element of ParameterType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc516518991][bookmark: _Toc516524098]5.4.5.3	JSON Syntax
The ParameterType JSON object shall implement in JSON syntax the requirements defined in the Parameter component.
Properties of the JSON object shall implement the sub-components of Parameter using JSON-specific names mapped as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	ParameterID
	id
	[]

	Extension
	ext
	[]


The ParameterType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and is copied below for information.
"pres-ParameterType": {
  "type": "object",
  "properties": {
    "id": {
      "type": "string"
    },
    "ext": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/dsb-AnyType"
      }
    }
  }
}
     
[bookmark: SEC_PO_Component][bookmark: _RefComp14C4586A][bookmark: _Toc510526247][bookmark: _Toc510639726][bookmark: _Toc516524099]5.4.6	Component PO
[bookmark: _Toc510526248][bookmark: _Toc510639727][bookmark: _Toc516524100]5.4.6.1	Semantics
The PO component is a generic container object, which is used for conveying Preservation Objects. This generic component is used in several operations, such as PreservePO (see clause 5.3.3), RetrievePO (see clause 5.3.4), UpdatePOC (see clause 5.3.6) and ValidateEvidence (see clause 5.3.8). 
Below follows a list of the sub-components that may be present within this component:
The value element shall be present and contain one instance of base64 encoded binary data, which contains the Preservation Object.
The POFormat element shall contain one instance of a URI, which specifies the general type and format of the PO. Unlike specified otherwise, this element should indicate the MIME type of a Preservation Object.
The optional PODetail element may be present and shall, if present, contain one instance of a URI and is intended to be used to specify additional details in addition to the POFormat element. This element may convey the PRONOM Persistant Unique Identifier (PUID) [i.19] of the Preservation Object under consideration.
[bookmark: _Toc510526249][bookmark: _Toc510639728][bookmark: _Toc516524101]5.4.6.2	XML Syntax
The XML type POType shall implement the requirements defined in the PO component.
The POType XML element shall be defined as in XML Schema file (Preservation-API.xsd) provided in Annex C, and which is copied below for information.
<complexType name="POType">
  <simpleContent>
    <extension base="base64Binary">
      <attribute name="POFormat" type="anyURI" use="required"/>
      <attribute name="PODetail" type="anyURI" use="optional"/>
    </extension>
  </simpleContent>
</complexType>
Each child element of POType XML element shall implement in XML syntax the sub-component that has a name equal to its local name. The element 'value' holding the base64 content is represented by the component's XML tag text content.      
[bookmark: _Toc510526250][bookmark: _Toc510639729][bookmark: _Toc516524102]5.4.6.3	JSON Syntax
The POType JSON object shall implement in JSON syntax the requirements defined in the PO component.
The POType JSON object shall be defined as in JSON Schema file (Preservation-API.json) provided in Annex D, and is copied below for information.
"pres-POType": {
  "type": "object",
  "properties": {
    "poformat": {
      "type": "string"
    },
    "podetail": {
      "type": "string"
    },
    "value": {
      "type": "string"
    },
    "poFormat": {
      "type": "string"
    },
    "poDetail": {
      "type": "string"
    }
  }
}
Properties in the JSON schema above shall implement sub-component of PO component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	value
	value
	[]

	POFormat
	poFormat
	[]

	PODetail
	poDetail
	[]


     
[bookmark: SEC_PreservationStorageModel_component][bookmark: _Toc516524103]5.4.7	Component PreservationStorageModel
[bookmark: _Toc510452279][bookmark: _Toc510639723][bookmark: _Toc516524104]5.4.7.1	Semantics
The PreservationStorageModel component specifies the operation mode and storage model (see clause 4.2) of the operational profile (see clause 5.4.8) of the Preservation Service under consideration. As explained in clause 4.2 in more detail, there are the following three storage models:
WithStorage – for a Preservation Service with storage (see clause 4.2.1)
WithTemporaryStorage – for a Preservation Service with temporary storage (see clause 4.2.2)
WithoutStorage – for a Preservation Service without storage (see clause 4.2.3)

[bookmark: _Toc510452280][bookmark: _Toc510639724][bookmark: _Toc516524105]5.4.7.2	XML Syntax
The XML type PreservationStorgeModelType shall implement the requirements defined in the PreservationStorgeModel component.
The PreservationStorageModelType XML element shall be defined as in XML Schema file (Preservation-API.xsd)provided in Annex C, and which is copied below for information.
<simpleType name="PreservationStorageModelType">
  <restriction base="string">
[bookmark: _Hlk510471203]    <enumeration value="WithStorage"/>
    <enumeration value="WithTemporaryStorage"/>
    <enumeration value="WithoutStorage"/>
  </restriction>
</simpleType>
Each child element of PreservationStorageModelType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.
[bookmark: _Toc510452281][bookmark: _Toc510639725][bookmark: _Toc516524106]5.4.7.3	JSON Syntax
The component PreservationStorageModel is derived from the string type with the admissible values specified above.     
[bookmark: SEC_Profile_Element][bookmark: _Toc510639738][bookmark: _Toc516524107]5.4.8	Component Profile
[bookmark: _Toc510452271][bookmark: _Toc510475682][bookmark: _Toc510639739][bookmark: _Toc516524108]5.4.8.1	Semantics
The Profile component specifies the operational details of a Preservation Profile, as outlined in clause 4.3. 
Below follows a list of the sub-components that may be present within this component:
The Identifier element shall be present and shall be a URI according to IETF RFC 3986 [9], which uniquely identifies the preservation profile.
The optional Specification element may be present and shall, if present, be a URI according to IETF RFC 3986 [9]. This URI shall refer to a publicly available specification in which the preservation profile or a generalization thereof is described. 
The optional Description element may be present multiple times and shall, if present, describe the Preservation Profile in multiple languages, if required. The Description element is of type MultiLangStringType according to [7]. If the Specification element above is present, the Description element should focus on those aspects of the Preservation Profile, which are not yet specified in the referenced specification document in sufficient detail. 
The ProfileValidityPeriod element shall specify, in its child element ValidFrom, the point in time from which on the Preservation Profile has become active or will become active and optionally, in its child element ValidUntil, the point in time at which the preservation profile will become inactive, if required.
The PreservationStorageModel shall be present and specify the storage model of the Preservation Profile according to clause 4.2
The PreservationGoal shall be present and shall specify the Preservation Goal of the Preservation Profile. A Preservation Service may pursue different Preservation Goals, which in turn imply that certain operational tasks shall be implemented in addition to the basic preservation procedures for general data, which essentially provides a proof of existence of the SubPO submitted to the Preservation Service. Please refer to clause 4.3 for the Preservation Goals defined in the present document.
The SupportedOperations element shall be present and shall specify the set of operations supported by the preservation profile. The detailed structure of this element is specified in clause 5.4.11.
The optional InputFormat element shall be present for each supported input format supported by the Preservation Profile. All input formats, which require a special treatment by the Preservation Service beyond the obligatory base 64 decoding shall be specified here. The detailed structure of this element is specified in clause 5.4.4.
The OutputFormat element shall be present for each Preservation Object Container (POC) format supported by the Preservation Profile. The detailed structure of this element is specified in clause 5.4.4.
The EvidenceFormat element shall be present for each preservation evidence format supported by the preservation profile. The detailed structure of this element is specified in clause 5.4.4.
The PreservationEvidencePolicy element shall be present and shall specify the set of applicable policies of the preservation profile. This shall include the preservation evidence creation policy and a recommended preservation evidence validation policy and may include a signature augmentation policy and signature validation policy, if applicable.
The optional PreservationEvidenceRetentionPeriod element shall be present in case of preservation with temporary storage and specifies the period in which the asynchronously produced preservation evidences can be retrieved by the client. 
The optional Extension element may be used to extend the semantics of the Profile element. It may occur zero or more times containing a sub-component, which shall satisfy the requirements specified in clause 4.4.1 of OASIS DSS-X Core 2.0 [16].

[bookmark: _Toc510452272][bookmark: _Toc510475683][bookmark: _Toc510639740][bookmark: _Toc516524109]5.4.8.2	XML Syntax
The XML type ProfileType shall implement the requirements defined in the Profile component.
The ProfileType XML element shall be defined as in XML Schema file (Preservation-API.xsd)provided in Annex C, and which is copied below for information.
<complexType name="ProfileType">
  <sequence>
    <element name="Identifier" type="anyURI" />
    <element name="Specification" type="anyURI" minOccurs="0" maxOccurs="1" />
    <element name="Description" type="tsl:MultiLangStringType" minOccurs="0"
             maxOccurs="unbounded" />
    <element name="ProfileValidityPeriod" type="pres:ProfileValidityPeriodType"/>
    <element name="PreservationStorageModel"
             type="pres:PreservationStorageModelType" />
    <element name="PreservationGoal" type="anyURI" minOccurs="1"
             maxOccurs="unbounded" />
    <element name="SupportedOperations" type="pres:SupportedOperationsType"/>
    <element name="InputFormat" type="pres:FormatType" minOccurs="0"
             maxOccurs="unbounded" />
    <element name="OutputFormat" type="pres:FormatType" minOccurs="1"
             maxOccurs="unbounded" />
    <element name="EvidenceFormat" type="pres:FormatType" 
             maxOccurs="unbounded" />
    <element name="PreservationEvidencePolicy" type="pres:PolicyType"/>
    <element name="PreservationEvidenceRetentionPeriod" type="duration" 
             minOccurs="0" />
    <element name="Extension" type="dsb:AnyType" minOccurs="0"
             maxOccurs="unbounded" />
  </sequence>
</complexType>
Each child element of ProfileType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510452273][bookmark: _Toc510475684][bookmark: _Toc510639741][bookmark: _Toc516524110]5.4.8.3	JSON Syntax
The ProfileType JSON object shall implement in JSON syntax the requirements defined in the Profile component.
The ProfileType JSON object shall be defined as in JSON Schema file (Preservation-API.json)provided in Annex D, and which is copied below for information.
"pres-ProfileType": {
  "$xsd-full-type": "pres:ProfileType",
  "type": "object",
  "properties": {
    "id": {
      "type": "string"
    },
    "opMode": {
      "type": "string"
    },
    "pg": {
      "type": "string"
    },
    "if": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/pres-FormatType"
      }
    },
    "of": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/pres-FormatType"
      }
    },
    "pf": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/pres-FormatType"
      }
    },
    "pol": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/pres-PolicyType"
      }
    },
    "other": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/dsb-AnyType"
      }
    }
  },
  "required": ["id", "opMode", "pg", "if", "of", "ef", "pol"]
}
Properties in the JSON schema above shall implement sub-component of Profile component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	Identifier
	id
	[]

	Specification
	spec
	[]

	Description
	desc
	[]

	ProfileValidityPeriod
	pvp
	[]

	PreservationStorageModel
	psm
	[]

	PreservationGoal
	pg
	[]

	SupportedOperations
	sop
	[]

	InputFormat
	if
	[]

	OutputFormat
	of
	[]

	EvidenceFormat
	pf
	[]

	PreservationEvidencePolicy
	pepol
	[]

	PreservationEvidenceRetentionPeriod
	perp
	[]

	Extension
	ext
	[]



[bookmark: SEC_Status][bookmark: _Toc516524111]5.4.9	Component Status
[bookmark: _Toc516524112]5.4.9.1	Semantics
The Status component is used in the RetrieveInfo request (see clause 5.3.2) 
Below follows a list of the sub-components that may be present within this component:
The value element shall contain one instance of a string. Its value is limited to an item of the following set:
active – to indicate that only active Preservation Profiles shall be returned in RetrieveInfoResponse. This value is assumed as default, if the optional Status element is omitted in the RetrieveInfo call.
inactive – to indicate that only inactive Preservation Profiles shall be returned in RetrieveInfoResponse.
[bookmark: _Toc516524113]5.4.9.2	XML Syntax
The XML type StatusType shall implement the requirements defined in the Status component.
The StatusType XML element shall be defined as in XML Schema file (Preservation-API.xsd)provided in Annex C, and which is copied below for information.
<simpleType name="StatusType">
  <restriction base="string">
    <enumeration value="active"/>
    <enumeration value="inactive"/>
  </restriction>
</simpleType>
Each child element of StatusType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc516524114]5.4.9.3	JSON Syntax
The component Status is derived from the string type with the values specified above.
[bookmark: _Toc510454517][bookmark: _Toc510465297][bookmark: _Toc510454518][bookmark: _Toc510465298][bookmark: _Toc510454519][bookmark: _Toc510465299][bookmark: _Toc510454520][bookmark: _Toc510465300][bookmark: _Toc510454521][bookmark: _Toc510465301][bookmark: _Toc510454522][bookmark: _Toc510465302][bookmark: _Toc510454523][bookmark: _Toc510465303][bookmark: _Toc510454524][bookmark: _Toc510465304][bookmark: _Toc510454525][bookmark: _Toc510465305][bookmark: _Toc510454526][bookmark: _Toc510465306][bookmark: _Toc510454527][bookmark: _Toc510465307][bookmark: _Toc510454528][bookmark: _Toc510465308][bookmark: _Toc510454529][bookmark: _Toc510465309][bookmark: _Toc510454530][bookmark: _Toc510465310][bookmark: _Toc510454531][bookmark: _Toc510465311][bookmark: _Toc510454532][bookmark: _Toc510465312][bookmark: _Toc510454533][bookmark: _Toc510465313][bookmark: _Toc510454534][bookmark: _Toc510465314][bookmark: _Toc510454535][bookmark: _Toc510465315][bookmark: _Toc510454536][bookmark: _Toc510465316][bookmark: _Toc510454537][bookmark: _Toc510465317][bookmark: _Toc510454538][bookmark: _Toc510465318][bookmark: _Toc510454539][bookmark: _Toc510465319][bookmark: _Toc510454540][bookmark: _Toc510465320][bookmark: _Toc510454541][bookmark: _Toc510465321][bookmark: _Toc510454542][bookmark: _Toc510465322][bookmark: _Toc510454543][bookmark: _Toc510465323][bookmark: _Toc510454544][bookmark: _Toc510465324][bookmark: _Toc510454545][bookmark: _Toc510465325][bookmark: _Toc510454546][bookmark: _Toc510465326][bookmark: _Toc510454547][bookmark: _Toc510465327][bookmark: _Toc510454548][bookmark: _Toc510465328][bookmark: _Toc510454549][bookmark: _Toc510465329][bookmark: _Toc510454550][bookmark: _Toc510465330][bookmark: _Toc510454551][bookmark: _Toc510465331][bookmark: _Toc510454552][bookmark: _Toc510465332][bookmark: _Toc510454565][bookmark: _Toc510465345][bookmark: _Toc510454566][bookmark: _Toc510465346][bookmark: _Toc510454567][bookmark: _Toc510465347][bookmark: _Toc510454568][bookmark: _Toc510465348][bookmark: _Toc510454569][bookmark: _Toc510465349][bookmark: _Toc510454570][bookmark: _Toc510465350][bookmark: _Toc510454571][bookmark: _Toc510465351][bookmark: _Toc510454572][bookmark: _Toc510465352][bookmark: _Toc510454573][bookmark: _Toc510465353][bookmark: _Toc510454574][bookmark: _Toc510465354][bookmark: _Toc510454575][bookmark: _Toc510465355][bookmark: _Toc510454576][bookmark: _Toc510465356][bookmark: _Toc510454577][bookmark: _Toc510465357][bookmark: _Toc510454578][bookmark: _Toc510465358][bookmark: _Toc510454579][bookmark: _Toc510465359][bookmark: _Toc510454580][bookmark: _Toc510465360][bookmark: _Toc510454581][bookmark: _Toc510465361][bookmark: _Toc510454582][bookmark: _Toc510465362][bookmark: _Toc510454583][bookmark: _Toc510465363][bookmark: _Toc510454584][bookmark: _Toc510465364][bookmark: _Toc510454585][bookmark: _Toc510465365][bookmark: _Toc510454586][bookmark: _Toc510465366][bookmark: _Toc510454587][bookmark: _Toc510465367][bookmark: _Toc510454588][bookmark: _Toc510465368][bookmark: _Toc510454589][bookmark: _Toc510465369][bookmark: _Toc510454590][bookmark: _Toc510465370][bookmark: _Toc510454591][bookmark: _Toc510465371][bookmark: _Toc510454592][bookmark: _Toc510465372][bookmark: _Toc510454593][bookmark: _Toc510465373][bookmark: _Toc510454594][bookmark: _Toc510465374][bookmark: _Toc510454595][bookmark: _Toc510465375][bookmark: _Toc510454596][bookmark: _Toc510465376][bookmark: _Toc510454597][bookmark: _Toc510465377][bookmark: _Toc510454598][bookmark: _Toc510465378][bookmark: _Toc510454599][bookmark: _Toc510465379][bookmark: _Toc510454600][bookmark: _Toc510465380][bookmark: _Toc510454601][bookmark: _Toc510465381][bookmark: _Toc510454614][bookmark: _Toc510465394][bookmark: _Toc510454615][bookmark: _Toc510465395][bookmark: _Toc510454616][bookmark: _Toc510465396][bookmark: _Toc510454617][bookmark: _Toc510465397][bookmark: _Toc510454618][bookmark: _Toc510465398][bookmark: _Toc510454619][bookmark: _Toc510465399][bookmark: _Toc510454620][bookmark: _Toc510465400][bookmark: _Toc510454621][bookmark: _Toc510465401][bookmark: _Toc510454622][bookmark: _Toc510465402][bookmark: _Toc510454623][bookmark: _Toc510465403][bookmark: _Toc510454624][bookmark: _Toc510465404][bookmark: _Toc510454625][bookmark: _Toc510465405][bookmark: _Toc510454626][bookmark: _Toc510465406][bookmark: _Toc510454627][bookmark: _Toc510465407][bookmark: _Toc510454628][bookmark: _Toc510465408][bookmark: _Toc510454629][bookmark: _Toc510465409][bookmark: _Toc510454630][bookmark: _Toc510465410][bookmark: _Toc510454631][bookmark: _Toc510465411][bookmark: _Toc510454632][bookmark: _Toc510465412][bookmark: _Toc510454633][bookmark: _Toc510465413][bookmark: _Toc510454634][bookmark: _Toc510465414][bookmark: _Toc510454635][bookmark: _Toc510465415][bookmark: _Toc510454636][bookmark: _Toc510465416][bookmark: _Toc510454637][bookmark: _Toc510465417][bookmark: _Toc510454638][bookmark: _Toc510465418][bookmark: _Toc510454639][bookmark: _Toc510465419][bookmark: _Toc510454640][bookmark: _Toc510465420][bookmark: _Toc510454641][bookmark: _Toc510465421][bookmark: _Toc510454642][bookmark: _Toc510465422][bookmark: _Toc510454643][bookmark: _Toc510465423][bookmark: _Toc510454644][bookmark: _Toc510465424][bookmark: _Toc510454645][bookmark: _Toc510465425][bookmark: _Toc510454646][bookmark: _Toc510465426][bookmark: _Toc510454655][bookmark: _Toc510465435][bookmark: SEC_SubjectOfRetrieval][bookmark: _RefCompD652E350][bookmark: _Toc510530478][bookmark: _Toc510639746][bookmark: _Toc516524115][bookmark: _RefComp223332B3][bookmark: _Toc510529808]5.4.10	Component SubjectOfRetrieval
[bookmark: _Toc510530479][bookmark: _Toc510639747][bookmark: _Toc516524116]5.4.10.1	Semantics
The SubjectOfRetrieval component is used in the RetrievePO call to specify what should be the subject of the retrieval call. 
Below follows a list of the sub-components that may be present within this component:
The value element shall contain one instance of a string. Its value is limited to an item of the following set:
PO – indicates that only the Preservation Object is requested to be retrieved.
Evidence – indicates that only the Preservation Evidence is requested to be retrieved.
POwithEnvelopedEvidence – indicates that both the Preservation Object and the Preservation Evidence are to be retrieved, whereas the Preservation Object is in fact a Preservation Object Container, which contains the Preservation Evidence.
POwithDetachedEvidence – indicates that both the Preservation Object and the Preservation Evidence are to be retrieved as separate objects. 
[bookmark: _Toc510530480][bookmark: _Toc510639748][bookmark: _Toc516524117]5.4.10.2	XML Syntax
The XML type SubjectOfRetrievalType shall implement the requirements defined in the SubjectOfRetrieval component.
The SubjectOfRetrievalType XML element shall be defined as in XML Schema file (Preservation-API.xsd)provided in Annex C, and which is copied below for information.
<simpleType name="SubjectOfRetrievalType">
  <restriction base="string">
    <enumeration value="PO"/>
    <enumeration value="Evidence"/>
    <enumeration value="POwithEnvelopedEvidence"/>
    <enumeration value="POwithDetachedEvidence"/>
  </restriction>
</simpleType>
Each child element of SubjectOfRetrievalType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510530481][bookmark: _Toc510639749][bookmark: _Toc516524118]5.4.10.3	JSON Syntax
The SubjectOfRetrievalType JSON object shall implement in JSON syntax the requirements defined in the SubjectOfRetrieval component.
The SubjectOfRetrievalType JSON object shall be defined as in JSON Schema file (Preservation-API.json)provided in Annex D, and which is copied below for information.
"pres-SubjectOfRetrievalType": {
  "$xsd-full-type": "pres:SubjectOfRetrievalType",
  "type": "string",
  "enum": ["PO", "Evidence", "POwithEnvelopedEvidence", "POwithDetachedEvidence"]
}
Properties in the JSON schema above shall implement sub-component of SubjectOfRetrieval component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	value
	value
	[]


     
[bookmark: SEC_SupportedOperations_component][bookmark: _RefComp409B546A][bookmark: _Toc516524119][bookmark: _Toc510639750]5.4.11	Component SupportedOperations
[bookmark: _Toc516524120]5.4.11.1	Semantics
The SupportedOperations component is used within the Profile component (see clause 5.4.8) for the specification of the set of supported operations within a Preservation Profile.
For each operation supported by the Preservation Profile, the SupportedOperations component shall contain an Operation component, which is of type DescriptionType and hence may contain the following sub-components:
The Name element shall be present and indicate the name of the supported operation (see clause 5.3) or optional parameter (see Option component below). 
The optional Specification element shall, if present, contain a URI, which identifies the applicable specification.
The optional Schema element shall, if present, contain a URI, which identifies the applicable XML schema document, which specifies the structure of the supported operation or optional parameter.      
The optional Option element shall, if present, satisfy the requirements specified of the Description component. 
[bookmark: _Toc516524121]5.4.11.2	XML Syntax
The XML types SupportedOperationsType and DescriptionType shall implement the requirements defined in the SupportedOperations and Description component respectively.
The SupportedOperationsType and DescriptionType XML elements shall be defined as in XML Schema file (Preservation-API.xsd)provided in Annex C, and which is copied below for information.
<complexType name="SupportedOperationsType">
  <sequence>
    <element name="Operation" type="pres:DescriptionType" minOccurs="1" 
             maxOccurs="unbounded"/>
  </sequence>
</complexType>

<complexType name="DescriptionType">
  <sequence>
    <element name="Name" type="string"/>
    <element name="Specification" type="anyURI" minOccurs="0" maxOccurs="1" />
    <element name="Schema" type="anyURI" minOccurs="0" maxOccurs="1" />
    <element name="Option" type="pres:DescriptionType" minOccurs="0" 
             maxOccurs="unbounded" />
  </sequence>
</complexType>
Each child element of SupportedOperationsType and DescriptionType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.
[bookmark: _Toc516524122]5.4.11.3	JSON Syntax
The SupportedOperationsType and DescriptionType JSON object shall implement in JSON syntax the requirements defined in the SupportedOperations component and the Description component respectively.
SupportedOperationsType and DescriptionType shall implement the requirements defined in the SupportedOperations and Description component.
Properties of the JSON object shall implement the sub-components of SupportedOperations and Description using JSON-specific names mapped as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	Operation
	/
	[]

	Name
	name
	[]

	Specification
	spec
	[]

	Schema
	xsd
	[]

	Option
	opt
	[]


The SupportedOperationsType and DescriptionType JSON objects are defined in the JSON Schema file (Preservation-API.json)provided in Annex D, and which are copied below for information.
"pres-SupportedOperationsType": {
  "type": "object",
  "properties": {
    "operation": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/pres-DescriptionType"
      }
    }
  }
}

"pres-DescriptionType": {
  "type": "object",
  "properties": {
    "name": {
      "type": "string"
    },
    "spec": {
      "type": "string"
    },
    "xsd": {
      "type": "string"
    },
    "opt": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/pres-DescriptionType"
      }
    }
  }
}
     
[bookmark: SEC_SupportedParameters][bookmark: _RefCompB3EC288E][bookmark: _Toc516518984][bookmark: _Toc516524123]5.4.12	Component SupportedParameters
[bookmark: _Toc516518985][bookmark: _Toc516524124]5.4.12.1	Semantics
The SupportedParameters component is used within the Format component (see clause 5.4.4).
Below follows a list of the sub-components that may be present within this component:
The Parameter element shall occur 1 or more times containing a sub-component according to clause 5.4.5.     
[bookmark: _Toc516518986][bookmark: _Toc516524125]5.4.12.2	XML Syntax
The XML type SupportedParametersType shall implement the requirements defined in the SupportedParameters component.
The SupportedParametersType XML element shall be defined as in XML Schema file (Preservation-API.xsd)provided in Annex C, and which is copied below for information.
<complexType name="SupportedParametersType">
  <sequence>
    <element name="Parameter" type="pres:ParameterType" minOccurs="1" 
             maxOccurs="unbounded" />
  </sequence>
</complexType>
Each child element of SupportedParametersType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc516518987][bookmark: _Toc516524126]5.4.12.3	JSON Syntax
The SupportedParametersType JSON object shall implement in JSON syntax the requirements defined in the SupportedParameters component.
Properties of the JSON object SHALL implement the sub-components of SupportedParameters using JSON-specific names mapped as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	Parameter
	param
	[]


The SupportedParametersType JSON object is defined in the JSON Schema file (Preservation-API.json)provided in Annex D, and which is copied below for information.
"pres-SupportedParametersType": {
  "type": "object",
  "properties": {
    "param": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/pres-ParameterType"
      }
    }
  }
}

[bookmark: SEC_Component_Trace][bookmark: _Toc516524127]5.4.13	Component Trace
[bookmark: _Toc510529817][bookmark: _Toc510639759][bookmark: _Toc516524128]5.4.13.1	Semantics
The component Trace contains a sequence of Events (see clause 5.4.3) and is returned as response in the RetrieveTrace call (see clause 5.3.7).
Below follows a list of the sub-components that may be present within this component:
The optional Event element may occur zero or more times and shall, if present, contain a sub-component according to clause 5.4.3.
[bookmark: _Toc510529818][bookmark: _Toc510639760][bookmark: _Toc516524129]5.4.13.2	XML Syntax
The XML type TraceType shall implement the requirements defined in the Trace component.
The TraceType XML element shall be defined as in XML Schema file (Preservation-API.xsd)provided in Annex C, and which is copied below for information.
<complexType name="TraceType">
  <sequence>
    <element ref="pres:Event" minOccurs="0" maxOccurs="unbounded" />
  </sequence>
</complexType>
Each child element of TraceType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       
[bookmark: _Toc510529819][bookmark: _Toc510639761][bookmark: _Toc516524130]5.4.13.3	JSON Syntax
The TraceType JSON object shall implement in JSON syntax the requirements defined in the Trace component.
The TraceType JSON object is defined in the JSON Schema file (Preservation-API.json)provided in Annex D, and which is copied below for information.
"pres-TraceType": {
  "$xsd-full-type": "pres:TraceType",
  "type": "object",
  "properties": {
    "event": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/pres-EventType"
      }
    }
  }
}
Properties in the JSON schema above shall implement sub-component of Trace component mapped by names as shown in the table below.
	Element
	Implementing JSON member name
	Comments

	Event
	event
	[]


     
[bookmark: _Toc516524131]6.	Preservation object data formats and its registration
[bookmark: _Toc510639638][bookmark: _Toc516524132]6.1	General approach and types of preservation objects
An important property of the preservation service specified in the present document is that it is able to support different preservation schemes and preservation profiles (see clauses 4.3 and 5.4.8), which may use preservation objects in different formats. 
Among the preservation objects one may distinguish
· submission data objects, which are submitted to the preservation service,
· preservation evidences, which are produced by the preservation service and
· preservation object containers, which are retrieved from the preservation service. 
For these types of preservation objects the present clause specifies the applicable requirements and a related registration procedure. A template for the registration of preservation objects is provided in Annex A. A set of initially registered preservation object formats is provided in Annex B.
[bookmark: _Toc510639639][bookmark: _Toc516524133]6.2	Requirements for preservation object data formats
There are general and specific requirements for preservation object data formats.
[bookmark: SEC_General_Requirements][bookmark: _Toc516524134]6.2.1	General requirements
An admissible preservation object data format shall meet the following general requirements:
1. It shall be documented in a permanent and readily available public specification, in sufficient detail so that interoperability between independent implementations is possible. 
2. It shall have a unique identifier, which is assigned by ETSI upon registration and after review of the corresponding specification by experts.
NOTE:	This registration strategy corresponds to the “Specification Required” policy according to Section 4.6 of 
RFC 8126 [i.18].
[bookmark: _Toc516524135]6.2.2	Specific requirements for submission data objects
For submission data objects, the general requirements for preservation data objects (see clause 6.2.1) shall be fulfilled. 
[bookmark: _Toc516524136]6.2.3	Specific requirements for preservation evidences
For preservation evidences, the general requirements for preservation data objects (see clause 6.2.1) shall be fulfilled. 
[bookmark: _Toc516524137]6.2.4	Specific requirements for preservation object containers
For preservation object containers, the general requirements for preservation data objects (see clause 6.2.1) and the following requirements shall be fulfilled:
1. It shall allow to store one or more data objects. 
2. It may allow assigning further attributes to the contained data objects, which allow to distinguish between content data objects and meta data objects, which may describe the relationship between the different data objects, or indicate that the preservation service performed a certain transformation (e.g. encryption, decryption, canonicalization) before preservation. 
NOTE:	For the preservation of unencoded XML-based data objects, it is necessary to specify the CanonicalizationMethod according to clause 4.4.1 of [18]. 
3. It shall allow to store one or more preservation evidence objects, which protect a well-defined set of data objects in a well-defined manner.
4. It may contain an identifier, which allows to address the preservation object container within the scope of a specific preservation service.
5. It may support a versioning mechanism, which allows to maintain and preserve multiple versions of a preservation object container as outlined in Annex E. 
6. It may support a privacy-friendly mode in which the original data objects can be replaced by corresponding hash values and optional data object locators, which allow to retrieve hash values for additional hash algorithms from the client, if required.
7. It may support the inclusion of validation reports. 
[bookmark: _Toc510639640][bookmark: _Toc516524138]6.3	Registration procedure and template
In order to register a preservation object data format, one needs to send a corresponding application for registration to ETSI ESI in which it is specified whether and how the applicable requirements listed in clause 6.2 are fulfilled. 
Experts within ETSI ESI will review the application with respect to completeness and assess whether the corresponding specification of the preservation object format is sufficiently detailed so that interoperability between independent implementations is possible.
If this is the case, ETSI ESI will assign a unique identifier for the preservation object data format. If the application is not complete, or if the specification is not detailed enough, ETSI ESI will provide feedback, which allows to improve the application or specification respectively.
It is recommended to structure the application for registration as outlined in Annex A.

[bookmark: _Toc516524139][bookmark: _Hlk514517263]7.	Preservation schemes and its registration
[bookmark: _Toc516524140]7.1	Requirements for preservation scheme registration
An admissible preservation scheme (specification) shall meet the following general requirements:
1. A preservation scheme shall be documented in a permanent and readily available public specification, in sufficient detail so that interoperability between independent implementations is possible. 
2. A preservation scheme shall have a unique identifier, which is assigned by ETSI upon registration and after review of the corresponding specification by experts.
3. The preservation scheme specification shall specify the applicable preservation storage model of the preservation scheme.
4. The preservation scheme specification shall specify the set of preservation goals supported by the preservation scheme. 
5. The preservation scheme specification shall specify the set of operations supported by preservation service to realise the preservation scheme. 
6. The preservation scheme specification shall describe the process for generating and validating preservation evidences.
7. The preservation scheme specification shall describe how the monitoring of cryptographic algorithms and preservation evidences and the maintenance of preservation evidences takes place.
8. The preservation scheme specification may specify required or recommended formats of input and output parameters and related transformations of data, if applicable, for the implementation of the preservation scheme.
[bookmark: _Toc516524141]7.2	Registration procedure and template
In order to register a preservation scheme, one needs to send a corresponding application for registration to ETSI ESI in which it is specified whether and how the applicable requirements listed in clause 7.1 are fulfilled. 
Experts within ETSI ESI will review the application with respect to completeness and assess whether the corresponding specification of the preservation scheme is sufficiently detailed so that interoperability between independent implementations is possible and related policy requirements can be fulfilled.
If this is the case, ETSI ESI will assign a unique identifier for the preservation scheme. If the application is not complete, or if the specification is not detailed enough, ETSI ESI will provide feedback, which allows to improve the application or specification respectively.
It is recommended to structure the application for registration as outlined in Annex F.
Annex G contains initially registered preservation schemes.



[bookmark: _Toc451533958][bookmark: _Toc484178393][bookmark: _Toc484178423][bookmark: _Toc510639789][bookmark: _Toc516524142][bookmark: _Toc418757531][bookmark: _Toc486258501][bookmark: _Toc486258539][bookmark: _Toc486323652]Annex A (informative): Template for registration of preservation object format
[bookmark: _Toc516524143]A.1	Identifier
[bookmark: _Toc516524144]A.2	Specification
[bookmark: _Toc516524145]A.3	Main component
[bookmark: _Toc516524146]A.3.1	Semantics
[bookmark: _Toc516524147]A.3.2	Syntax
[bookmark: _Toc516524148]A.4	Sub-components
[bookmark: _Toc516524149]A.4.1	Component A
[bookmark: _Toc516524150]A.4.1.1	Semantics
[bookmark: _Toc516524151]A.4.1.2	Syntax
[bookmark: _Toc516524152]A.4.2	Component B
[bookmark: _Toc516524153]A.4.2.1	Semantics
[bookmark: _Toc516524154]A.4.2.2	Syntax
[bookmark: _Toc516524155]A.5	Fulfilment of requirements and other considerations
[bookmark: _Toc516524156]A.5.1	Data objects
[bookmark: _Toc516524157]A.5.2	Preservation evidence
[bookmark: _Toc516524158]A.5.3	Local identifiers
[bookmark: _Toc516524159]A.5.4	Versioning
[bookmark: _Toc516524160]A.5.5	Privacy considerations
[bookmark: _Toc516524161]A.5.6	Security considerations
[bookmark: _Toc516524162]A.5.7	Interoperability considerations




[bookmark: _Toc510639798][bookmark: _Toc516524163]Annex B (normative): Initially registered preservation object formats
Editor’s note:
This Annex is still work in progress and is currently discussed within LTP subgroup.

[bookmark: _Toc510639799][bookmark: _Toc516524164]B.1	Submission data object formats
The following submission data objects are registered by the present document:
[bookmark: _Toc510639800]<Please provide input here>!
[bookmark: _Toc516524165]B.2	Preservation evidence formats
The present document registers the following preservation evidence formats:
[bookmark: _Toc516524166]B.2.1	Evidence record according to IETF RFC 4998
[bookmark: _Hlk514516874]In line with IETF RFC 2648 [i.13] the ASN.1-based evidence record according to IETF RFC 4998 [10] is identified by urn:ietf:rfc:4998.
[bookmark: _Toc516524167]B.2.2	Evidence record according to IETF RFC 6283
In line with IETF RFC 2648 [i.13] the ASN.1-based evidence record according to IETF RFC 6283 [11] is identified by urn:ietf:rfc:6283.
[bookmark: _Toc516524168]B.2.3	Time-stamp token according to IETF RFC 3161
In line with IETF RFC 2648 [i.13] the ASN.1-based time-stamp token according to IETF RFC 3161 [8] is identified by urn:ietf:rfc:3161.
[bookmark: _Toc516524169]B.2.4	…
<Please provide input here>!
[bookmark: _Toc516524170]B.3	Preservation object container formats
[bookmark: _Toc516524171]B.3.1	Associated Signature Container Extended (ASiC-E)
[bookmark: _Toc516524172]B.3.1.1	Unique Identifier
[bookmark: _Hlk514508305]In line with the general rule specified in Annex Fehler! Verweisquelle konnte nicht gefunden werden., the Associated Signature Container Extended (ASiC-E) according to [5] (clause 4.4) is identified by the following URL:
https://www.iana.org/assignments/media-types/application/vnd.etsi.asic-e+zip 
[bookmark: _Toc516524173]B.3.1.2	Published Specification
[bookmark: _Hlk514508263]The published specification for the Associated Signature Container Extended (ASiC-E) is ETSI EN 319 162-1 [5]. 
[bookmark: SEC_General_Requirements_ASiC][bookmark: SEC_Component_ASiCManifest][bookmark: _Toc516524174]B.3.1.3	Main component (ASiC-E container and ASiCManifest)
[bookmark: _Toc516524175]B.3.1.3.1	Semantics
In order to serve as preservation object container, an ASiC-E container shall fulfil the following requirements:
1. The ASiC-E container shall contain one or more ASiCEvidenceRecordManifest files according to [5] whose names match "META-INF/ASiCEvidenceRecordManifest*.xml" and which contain an ASiCManifest element instance conformant to clause A.4 of [5] as specified below.
NOTE: In case of migration from one preservation service to another one, or in case a preservation service maintains multiple hash trees using different hash functions in parallel, there will be multiple ASiCEvidenceRecordManifest files.
2. For each ASiCEvidenceRecordManifest file there shall be exactly one evidence record file present in the META-INF folder of the ASiC-E container, which applies to all the data object files referenced by DataObjectReference elements within the ASiCManifest element. 
3. This evidence record file shall be named as follows
a) "*evidencerecord*.ers" containing an ASN.1-based evidence record according to IETF RFC 4998 [10] that applies to the file object specified in the ASiCEvidenceRecordManifest file; or
b) "*evidencerecord*.xml" containing an XML-based evidence record according to IETF RFC 6283 [11] that applies to the file object specified in the ASiCEvidenceRecordManifest file.
4. For each data object file, which is protected by an evidence record, there shall be a corresponding DataObjectReference element as specified in clause B.3.1.4.2.
5. The ASiCManifest element shall have the following sub-components:
The SigReference element shall contain one instance of a sub-component, which satisfies the requirements specified in clause B.3.1.4.1 and reference the evidence record file (see requirement Nr. 2 and Nr. 3 above).
The DataObjectReference element shall occur 1 or more times containing a sub-component, which satisfies the requirements specified in clause B.3.1.4.2 and refer to the data objects protected by the evidence record file (see requirement Nr. 2 and Nr. 3 above).
NOTE: Note, that an ASIC-E container may contain data objects, which are not protected by any evidence record. This is similar to an AdES digital signature, which may contain unsigned attributes or properties.
The optional ASiCManifestExtensions element shall satisfy the requirements specified in clause B.3.1.4.3 and can be used to convey additional components related to the ASiC-E container and the ASiCManifest component. 

[bookmark: _Toc516524176][bookmark: _Toc513968399]B.3.1.3.2	Syntax
The XML elements of this section are defined in the XML namespace 'http://uri.etsi.org/02918/v1.2.1#'.
The XML type ASiCManifestType shall implement the requirements defined in the ASiCManifest component.
The ASiCManifestType XML element shall be defined as in XML Schema file en_31916201v010101.xsd, which is part of [5], and is copied below for information.
<xsd:complexType name="ASiCManifestType">
  <xsd:sequence>
    <xsd:element name="SigReference" type="SigReferenceType"/>
    <xsd:element maxOccurs="unbounded" name="DataObjectReference"
                 type="DataObjectReferenceType"/>
    <xsd:element minOccurs="0" name="ASiCManifestExtensions"
                 type="ExtensionsListType"/>
  </xsd:sequence>
</xsd:complexType>

Each child element of ASiCManifestType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.

[bookmark: _Toc516524177]B.3.1.4	Sub-components
[bookmark: SEC_Component_SigReference][bookmark: _Toc516524178]B.3.1.4.1	Component SigReference
[bookmark: _Toc516524179]B.3.1.4.1.1	Semantics
Below follows a list of the sub-components that may be present within this component:
The URI element shall contain one instance of a URI, which points the evidence record file, which type is indicated by its file name and extension. As specified in requirement Nr. 3 of clause B.3.1.3, a file name and extension "*evidencerecord*.ers" indicates an ASN.1 based evidence record according to IETF RFC 4998 [10] and a file name and extension "*evidencerecord*.xml" indicates an XML based evidence record according to IETF RFC 6283 [11]. 
The optional MimeType element shall not be present.

[bookmark: _Toc516524180]B.3.1.4.1.2	Syntax
The XML type SigReferenceType shall implement the requirements defined in the SigReference component.
The SigReferenceType shall be defined as in XML Schema file en_31916201v010101.xsd, which is part of [5], and is copied below for information.
<xsd:complexType name="SigReferenceType">
  <xsd:attribute name="URI" type="xsd:anyURI" use="required"/>
  <xsd:attribute name="MimeType" type="xsd:string" use="optional"/>
</xsd:complexType>

Each child element of SigReferenceType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.
[bookmark: SEC_Component_DataObjectReference][bookmark: _Toc516524181]B.3.1.4.2	Component DataObjectReference
[bookmark: _Toc516524182]B.3.1.4.2.1	Semantics
Below follows a list of the sub-components that may be present within this component:
The DigestMethod element shall specify the hash algorithm used for the calculation of the DigestValue element and satisfy the requirements of [18] (clause 4.4.3.5). 
The DigestValue element shall contain the hash value of the data object under consideration and satisfy the requirements of [18] (clause 4.4.3.6). 
The optional DataObjectReferenceExtensions element shall contain one or more Extension elements according to clause B.3.1.4.3, if present. 
The URI element shall contain one instance of a URI, which references the data object file within the ASiC-E container. 
The optional MimeType element shall indicate the media type of the protected data object file, if it is present.
NOTE: Registered media types are listed at https://www.iana.org/assignments/media-types .
The optional Rootfile element shall contain one instance of a Boolean, if it is present. Rootfile, when set to "true" shall indicate that the protected data file object is a root file as per OCF [15], clause 3.5.1.

[bookmark: _Toc516524183]B.3.1.4.2.2	Syntax
The XML type DataObjectReferenceType shall implement the requirements defined in the DataObjectReference component.
The DataObjectReferenceType XML element shall be defined as in XML Schema file en_31916201v010101.xsd, which is part of [5], and is copied below for information.
<xsd:complexType name="DataObjectReferenceType">
  <xsd:sequence>
    <xsd:element name="DigestMethod" type="ds:DigestMethodType"/>
    <xsd:element name="DigestValue" type="ds:DigestValueType"/>
    <xsd:element minOccurs="0" name="DataObjectReferenceExtensions" type="ExtensionsListType"/>
  </xsd:sequence>
  <xsd:attribute name="URI" type="xsd:anyURI" use="required"/>
  <xsd:attribute name="MimeType" type="xsd:string" use="optional"/>
  <xsd:attribute name="Rootfile" type="xsd:boolean" use="optional"/>
</xsd:complexType>
Each child element of DataObjectReferenceType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.       

[bookmark: SEC_Component_ASicManifestExtension][bookmark: SEC_Component_ExtensionsList][bookmark: _Toc516524184]B.3.1.4.3	Component ExtensionsList
[bookmark: _Toc516524185]B.3.1.4.3.1	Semantics
The ExtensionsList component may be used to extend the semantics of the ASiCManifest component (see clause B.3.1.3) or the DataObjectReference component (see clause B.3.1.4.2). 
Below follows a list of the sub-components that may be present within the ExtensionsList component:
The Extension element shall occur 1 or more times and can be used to extend the semantic of the container schema defined in [5]. It shall contain any well-formed XML and an attribute Critical, which indicates whether the extension must be understood in a given application context. 
Editor’s note: 
The precise semantics of this attribute is not defined in EN 319 162-1. That a specific extension does not indicate its type is IMHO another problem of the current EN. Is there any chance to create an update of the ASiC-specification any time soon?
[bookmark: _Toc516524186]B.3.1.4.3.2	Syntax
The XML type ExtensionsListType shall implement the requirements defined in the ExtensionsList component.
The ExtensionsListType XML element shall be defined as in XML Schema file en_31916201v010101.xsd, which is part of [5], and is copied below for information.
<xsd:complexType name="ExtensionsListType">
  <xsd:sequence>
    <xsd:element maxOccurs="unbounded" name="Extension" type="ExtensionType"/>
  </xsd:sequence>
</xsd:complexType> 

<xsd:complexType name="ExtensionType">
  <xsd:complexContent>
    <xsd:extension base="AnyType">
      <xsd:attribute name="Critical" type="xsd:boolean" use="required"/>
    </xsd:extension>
  </xsd:complexContent>
</xsd:complexType>


Each child element of ExtensionsListType or ExtensionType XML element shall implement in XML syntax the sub-component that has a name equal to its local name.
[bookmark: _Toc516524187]B.3.1.5	Fulfilment of requirements and other considerations
[bookmark: _Toc516524188]B.3.1.5.1	Data objects
According to requirement Nr. 4 in clause B.3.1.3, there shall be a DataObjectReference element (see clause B.3.1.4.2) for each data object file in the ASiC-E container, which is protected by an evidence record. 
[bookmark: _Toc516524189]B.3.1.5.2	Preservation evidence
According to requirements Nr. 1 through Nr. 3 in clause B.3.1.3, an ASiC-E container shall contain one or more ASiCEvidenceRecordManifest files, which contain an ASiCManifest element, which refers within the SigReference element (see clause B.3.1.4.1) to an evidence record file, which contains an evidence record according to IETF RFC 4998 [10] or IETF RFC 6283 [11]. 
[bookmark: _Toc516524190]B.3.1.5.3	Local identifiers
The local identifier of the preservation object container within a specific preservation service may be provided in an Extension element within the ASiCManifestExtensions element (see clause B.3.1.3 and B.3.1.4.3), which contains a pres:POID element as used in clause 5.3.3.2.
[bookmark: _Toc516524191]B.3.1.5.4	Versioning
Versioning is not supported by ASiC-E based containers. 
Editor’s note:
It should be discussed whether there should be an extension defined here, which provides a meta-structure which takes care about versioning.
[bookmark: _Toc516524192]B.3.1.5.6	Privacy considerations
If it is necessary to remove certain data object files from an ASiC-E based preservation object container because of privacy considerations, the concerned data object files and possibly the related DataObjectReference elements (see clause B.3.1.4.2) can simply be deleted from the container. 
<Are there more privacy considerations? Please provide input here!>
[bookmark: _Toc516524193]B.3.1.5.7	Security considerations
Because an ASiCManifestExtensions element, one or more DataObjectReference elements and/or DataObjectReferenceExtensions elements or individual Extension elements contained therein can be removed from the ASiC-E container without being noticed, the preservation object container proposed here does not protect the integrity of the full collection, but only the individual data objects. ^
Editor’s note:
It should be discussed whether there should be an extension defined here, which provides such an integrity protection for the full collection.
<Are there more security considerations? Please provide input here!>
[bookmark: _Toc516524194]B.3.1.5.8	Interoperability considerations
< Are there interoperability considerations, which should be added here? Please provide input here!>



[bookmark: _Toc510639801][bookmark: _Toc516524195]Annex C (normative): XML Schema Document
Please refer to the XML Schema Document provided at https://docbox.etsi.org/ESI/ESI/05-CONTRIBUTIONS/2018/ESI(18)63_023_XML-Schema-for-Preservation-API-for-TS-119-512-as-of-2018-06.zip .


[bookmark: _Toc510639802][bookmark: _Toc516524196]Annex D (normative): JSON Schema Document
Editor’s note:
The JSON Schema Document will be provided in the next revision. In the meantime, please refer to the inline JSON structures and/or the XML Schema in Annex C.



[bookmark: _Toc510639803][bookmark: _Toc516524197]Annex E (informative): Versioning of a Preservation Object Container
A Preservation Object Container (POC) is a Container, which contains a set of Preservation Data Objects (PDO) and optionally related metadata, which provide information about the PDO, and optional Manifest files, which specifies its content.
If a POC supports versioning, there may be multiple VersionManifest files, whereas each such file corresponds to a single version of the POC, which comprises the set of Data Objects, which are explicitly referenced by the VersionManifest file. 
In this case, a Preservation Service with storage (see clause 4.2.1) which supports a POC-format with versioning, a new logical version of a POC can be created with the UpdatePOC-Request (see clause 5.5). In this case, the data in the POC, that has already been stored, is not changed, but a new logical version, which is described by a so called DeltaPOC-structure, is logically appended to the existing POC. 
The UpdatePOC function allows to provide a logical update of an existing POC, which is already stored within the Preservation Service. In doing so, each change to the stored POC necessarily creates a new logical version of the POC, which is logically appended to the existing POC to ensure accountability. With this function, existing Data Objects in the latest version of an existing POC may be logically updated or deleted or new PDOs may be added to an existing POC. Hence, the permissible changes to POCs with versioning are
(1) Adding a new version with additional or changed PDOs (e.g. content data objects, meta data objects, digital signatures, electronic time-stamps, evidence records, verification reports) to the POC,
(2) Logically deleting PDOs from the latest version of a POC by removing the corresponding pointers[footnoteRef:1] from the corresponding version-specific Manifest file. [1:  It should be noted that only the pointers to the PDOs are removed from the latest VersionManifest, but the referenced PDOs are kept in the POC.] 

For this purpose, the Client sends a “Delta Preservation Object Container” (DeltaPOC), which unambiguously specifies what needs to be changed (added, changed or deleted) in the latest version of an already stored POC. This is realised by the fact that the DeltaPOC contains a VersionManifest file corresponding to the new version of the POC. The POC is identified by a POID and the newly created version, which is “logically appended” to the already stored POC, is uniquely identified by the returned VersionID.

EXAMPLE: In this example it is assumed that the Client already has stored an XAIP-based POC as outlined in Figure 2 below. Let us assume that the submitted XAIP-based POC contained three PDOs (PO1=M1, PO2 =D1 and PO3=C1 ), which constitute the first version of the POC.  During the lifetime of this POC it happens that the PO2=D1 and  PO3 =C1 are not necessary anymore, but in addition a fourth PO4=D2 and fifth PO5=C2  need to be added to the preserved files. Such a change is possible using the UpdatePOC operation, which contains the POID and a suitable DeltaPOC, which is a PO with POFormat=http://uri.etsi.org/19512/poformat/application/vnd.bsi.delta-xaip. This DeltaPOC is outlined in Figure 3 and specifies the difference to the previous version of the POC. Hence, the DeltaPOC points to those POs, which already were available in the POC and still belong to the latest version of the POC (i.e. in our example M1), and the new POs, which need to be added to the POC (i.e. in our example the two additional Preservation Objects PO4=D2 and PO5=C2. After successfully creation of the new logical version of the POC, the Preservation Service returns the corresponding version number (VersionID).

[image: ]
Figure 3:  Example of an XAIP-based POC with one version comprising M1, D1, C1

[image: ]
Figure 4:  Example of “DeltaPOC”, which keeps M1, removes D1, C1 and adds D2, C2
[image: ]
Figure 5:  Example of an XAIP-based POC with two versions


[bookmark: _Toc516524198][bookmark: _Hlk514505101][bookmark: _Hlk514517308]Annex F (informative): Template for registration of preservation scheme
[bookmark: _Toc516524199]F.1	Identifier
[bookmark: _Toc516524200]F.2	Specification
[bookmark: _Toc516524201]F.3	Preservation Storage Model
[bookmark: _Toc516524202]F.4	Preservation Goals
[bookmark: _Toc516524203]F.5	Supported Operations
[bookmark: _Toc516524204]F.6	Generation and Validation of Preservation Evidences
[bookmark: _Toc516524205]F.7	Monitoring and Maintenance of Preservation Evidences
[bookmark: _Toc516524206]F.8	Input and Output Formats


[bookmark: _Toc516524207]Annex G (normative): Initially registered preservation schemes
[bookmark: _Toc516524208][bookmark: _Hlk515826890]G.1	Preservation scheme with storage and evidence records
Editor’s note: This scheme corresponds to Example 1 and 2 in Denis’ mail “[ESI_PRESERVATION] Rewording of the 5 EXAMPLES” (2018-05-16, 15:13).
[bookmark: _Toc516524209]G.1.1	Identifier
The preservation scheme with storage and evidence records is identified by the following URL:
http://uri.etsi.org/19512/scheme/withStorage+EvidenceRecords+Container
[bookmark: _Toc516524210]G.1.2	Specification
The preservation scheme with storage and evidence records is specified in the present document.
[bookmark: _Toc516524211]G.1.3	Preservation Storage Model
The present preservation scheme uses the preservation storage model with storage according to clause [xx].
[bookmark: _Toc516524212]G.1.4	Preservation Goals
The present preservation scheme supports the following preservation goals: 
· extending over long periods of time the validity status of digital signatures
· providing proofs of existence of data over long periods of time.
[bookmark: _Toc516524213]G.1.5	Supported Operations
The present preservation scheme supports the following operations
· PreservePO according to clause 5.3.3, which 
· contains 
· a Profile element, which indicates the applicable profile of the present preservation scheme, and 
· a sequence of PO and 
· returns a handle POID. 

· RetrievePO according to clause 5.3.4, which 
· contains 
· a POID, 
· a sequence of VersionID elements, if versioning (see Annex E) is supported, as specified in the Profile element provided by the preservation service,
· a SubjectOfRetrieval element, which allows to specify the subject of retrieval (see clause [xx]), 
· a POFormat element, which specifies the container format in which the requested preservation objects are to be returned and
· the EvidenceFormat, if not the default format is requested and
· returns a sequence of PO elements.

· DeletePO according to clause 5.3.5, which 
· contains 
· a POID, 
· a Mode element according to clause [xx], which specifies the deletion mode,
· an optional ClaimedRequestorName, which may be used to indicate who requested the deletion and
· an optional Reason parameter, which allows to provide information with respect to the deletion, and 
· returns the status of the operation.

· UpdatePOC according to clause 5.3.6, if this function is supported, as specified in the Profile element provided by the preservation service, which 
· contains 
· a POID, 
· a DeltaPOC element, which specifies the difference to the latest version of the stored preservation object container, and 
· returns the VersionID of the newly created version.

· RetrieveTrace according to clause 5.3.7, if this function is supported, as specified in the Profile element provided by the preservation service, which 
· contains 
· a POID and
· returns a Trace element according to clause [xx].

· ValidateEvidence according to clause 5.3.8, if this function is supported, as specified in the Profile element provided by the preservation service, which 
· contains 
· an Evidence element and 
· a sequence of PO elements and 
· returns 
· a POCReport, which contains the validation result and
· a ProofOfExistence element, which indicates at which point in time the provided PO elements existed based on the provided Evidence element.

· Search according to clause 5.3.9, if this function is supported, as specified in the Profile element provided by the preservation service, which 
· contains
· a Filter element, which allows to specify search criteria and
· returns
· a sequence of POID elements, which match the provided filter criteria.
[bookmark: _Toc516524214]G.1.6	Generation and Validation of Preservation Evidences
The present preservation scheme generates preservation evidences in form of evidence records according to IETF RFC 4998 [xx] and/or IETF RFC 6283 [xx], which are announced in the Profile/EvidenceFormat element as
· urn:ietf:rfc:4998 and/or
· urn:ietf:rfc:6283
For this purpose, the PreservePO function of the present preservation scheme distinguishes two types of SubPO:
· SubPO with one or more digital signatures (SubPOwithDS) and
· SubPO without digital signatures (SubPOwoDS).
For SubPOwithDS, the preservation service shall perform a signature validation according to a suitable signature validation policy and collect and store the necessary validation material and possibly missing certificates. 
For SubPOwoDS in certain formats, such as XML, it may be necessary to perform a canonicalization before hash values are calculated. 
As soon as all SubPO have been prepared accordingly, they are hashed with a suitable hash algorithm, inserted in a Merkle hash-tree as specified in IETF RFC 4998 [10] and/or IETF RFC 6283 [11] and protected by an initial archive time-stamp, using a suitable time-stamping authority according to the specified policy. 
The validation of the produced evidence records can be performed using a suitable validation policy, which in particular specifies the set of trust anchors and further validation constraints. 
Note, that the applied preservation evidence creation policy and a recommended preservation evidence validation policy is announced in the applicable Profile/PreservationEvidencePolicy element.
[bookmark: _Toc516524215]G.1.7	Monitoring and Maintenance of Preservation Evidences
Based on a suitable cryptographic policy, such as [6] for example, the preservation service performs time-stamp- or hash-tree-renewals as specified in IETF RFC 4998 [10] and/or IETF RFC 6283 [11].
[bookmark: _Toc516524216]G.1.8	Input and Output Formats
The input and output formats are specified in the Profile element of the preservation service.



[bookmark: _Toc516524217]G.2	Preservation scheme with …
Editor’s note: It is expected that there will be more pre-registered preservation schemes. Furthermore the ESI members are invited to provide their favourite preservation scheme as input here.




[bookmark: _Toc451533961][bookmark: _Toc484178396][bookmark: _Toc484178426][bookmark: _Toc510639804][bookmark: _Toc516524218]History
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