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1 Introduction

This document presents a very first (incomplete) proposal for the XML schema of the Validation Request message of the DSS protocol.

It also includes some explanatory text that, after being improved, modified and agreed could be incorporated in the protocol document.

2 Syntax for Validation Request Message

This clause describes in detail the DSS Validation Request message. 

2.1 The ValidationRequest element

ValidationRequest is the root element of the Validation Request message.

Below follows the schema definition for this element:

<xs:element name="ValidationRequest" 

   type="ValidationRequestType"/>

<xs:complexType name="ValidationRequestType">


<xs:sequence>



<xs:element ref="ElementContent"/>



<xs:element ref="ValidationRequestOptions"



   minOccurs="0"/>



<xs:element ref="ElementArguments" minOccurs="0"/>


</xs:sequence>


<xs:attribute name="requestRef" type="xs:string"


   use="required"/>


</xs:complexType>>

The ElementContent element contains the signature or the document enveloping the signature whose verification is requested.

The ValidationRequestOptions contains information on options of different types that the server has to take into account when validating the signature.

The ElementArguments contains additional information that the server may need for performing the validation.

The requestRef attribute contains a reference allowing ulterior referencing to this message.

2.2 The ElementContent element

As said before, this element contains the signature or the document enveloping the signature whose verification is requested to the server.

Below follows the schema definition for this element:

<xs:element name="ElementContent" type="ElementContentType"/>

<xs:complexType name="ElementContentType">


<xs:choice>



<xs:element name="CMSSignature" type="xs:base64Binary"/>



<xs:element name="PKCS7Signature" type="xs:base64Binary"/>



<xs:element name="SMIME" type="xs:base64Binary"/>



<xs:element ref="ds:Signature"/>



<xs:element name="EnvelopedXMLDSig" type="xades:AnyType"/>


</xs:choice>

</xs:complexType>
The CMSSignature element can contain the result of encoding in base 64 a CMS signature.

The PKCS7Siganture element can contain the result of encoding in base 64 a PCKS#7 signature

The SMIME element can contain a signed SMIME message.

The XMLDSIG element can contain a XMLDSIG signature.

The EnvelopedXMLDSIG element can contain a XML document enveloping a XMLDSIG signature.

2.3 The ValidationRequestOptions element

The ValidationRequestOptions element contains information on options of different types that the server has to take into account when validating the signature.

So far the following types of options have been identified:

· Instructions dealing with the validation process itself. Among other things, these options allow the requester to select what elements have to be validated.

· Instructions on what has to be returned in the server’s response.

· Instructions on additional processes that the server can be requested to perform. Among other things, these options would include the chain of operations.

NOTE: This last element would include what is currently being discussed on the list concerning to processing options….

NOTE: Additional options types could be added if identified…

Below follows the schema definition for this element:

<xs:element name="ValidationRequestOptions" type="ValidationRequestOptionsType"/>

<xs:complexType name="ValidationRequestOptionsType">


<xs:sequence>



<xs:element ref="ValidationOptions" minOccurs="0"/>



<xs:element ref="ValidationReturnOptions" minOccurs="0"/>



<xs:element ref="ValidationProcessingOptions" minOccurs="0"/>


</xs:sequence>

</xs:complexType>

NOTE: Additional text here to give details on the elements, although it would be somehow redundant…TBC

Clauses below give details on the contents of these elements.

2.3.1 The ValidationOptions element

The ValidationOptions element allows to include in the request message information that instruct the server on how to carry out the validation process.

Below follows the schema definition for this element:

<xs:element name="ValidationOptions" type="ValidationOptionsType"/>

<xs:complexType name="ValidationOptionsType">


<xs:sequence>



<xs:element ref="ValidationSelection" minOccurs="0"/>



<xs:element name="VerifyAtTime" type="xs:dateTime" minOccurs="0"/>



<xs:element name="ApplicationProfile" type="xs:string" minOccurs="0"/>


</xs:sequence>

</xs:complexType>

The ValidationSelection element contains information that instructs the server on what specific elements it has to validate.

The VerifyAtTime element allows the requester to ask the server to proceed to the verification at a point of time in the past.

The ApplicationProfile element allows the requester to instruct the server to follow a certain application profile for performing the validation.

NOTE: some of these elements could be attributes,  as the group prefers…

2.3.1.1 The ValidationSelection element

This element allows the requester to ask the server to perform the validation of the signature or certain references or both. 

It also allows the requester to identify which ds:Manifest elements the server has to validate.

It also allows the requester to request the validation of one of the different ds:Signature elements in one document.

Below follows the schema definition for this element:

<xs:element name="ValidationSelection" type="ValidationSelectionType"/>

<xs:complexType name="ValidationSelectionType">


<xs:sequence>



<xs:element name="SelectedSignature" type="SelectorType" minOccurs="0" maxOccurs="unbounded"/>



<xs:element name="SelectedReferences" type=" SelectorType " minOccurs="0" maxOccurs="unbounded"/>



<xs:element name="SelectedManifests" type=" SelectorType " minOccurs="0" maxOccurs="unbounded"/>


</xs:sequence>

</xs:complexType>

<xs:complexType name="SelectorType">


<xs:sequence>



<xs:element ref="ds:Transforms" minOccurs="0"/>


</xs:sequence>


<xs:attribute name="URI" type="xs:anyURI" use="optional"/>

</xs:complexType>

The element SelectedSignatures allows to identify which ds:Signature element of all the present in the submitted document has to be validated by the server. In case there is only one ds:Signature, this element will not appear.

The element SelectedReferences allows to identify those ds:Reference elements whose validation is explicitly requested by the requester.

The element SelectedManifests allows to identify those ds:Manifest elements whose validation is explicitly requested by the requester.

All these elements are of type SelectorType. They include the optional attribute URI that can be used to point to a certain element in the XML document submitted by the requester, whenever a simple URI is enough to identify such an element. They also include an optional element ds:Transforms to retrieve the corresponding element whenever a simple URI is not enough for that (for instance, when there are several ds:Reference elements and the requester wants the validation of some of them but not all). The ds:Transforms element will contain a XPath expression as specified in XMLDSIG for selecting such element.

NOTE: The idea is to give the requester two options: when the element to be validated can be pointed by a single URI, then use the attribute. But there will be occasions where this will not be possible: in such cases the requester can include a XPath expression, selecting for instance the ds:Signature number 3 in the enveloping message, and of that signature only validate the ds:Reference elements number 2 and 5, and the ds:Manifest number 1….All these elements can be retrieved by a XPath processor after processing the corresponding XPath expression

RULES: 

If SelectedSignature present: identifies one of the different ds:Signature in the enveloping document. If no SelectedReferences and SelectedManifests present, then a complete validation of EVERYTHING is requested.

If SelectedReferences present, then the requester wants only validation of the ds:References elements identified here

If SelectedManifests present, then the requester wants only validation of the ds:References elements identified here

2.3.2 The ValidationReturnOptions element

This element contains information of the information that the server has to include in the response to the validation request.

Below follows the schema definition for this element:

<xs:element name="ValidationReturnOptions" type="ValidationReturnOptionsType"/>

<xs:complexType name="ValidationReturnOptionsType">


<xs:sequence>



<xs:element name="Properties" type="PropertiesListType" minOccurs="0"/>


</xs:sequence>


<xs:attribute name="signerIdentity" type="xs:boolean" use="optional"/>


<xs:attribute name="signatureRequestorIdentity" type="xs:boolean" use="optional"/>


<xs:attribute name="transformedData" type="xs:boolean" use="optional"/>


<xs:attribute name="validationSteps" type="xs:boolean" use="optional"/>

</xs:complexType>

<xs:complexType name="PropertiesListType">


<xs:sequence>



<xs:element ref="PropertySelector" maxOccurs="unbounded"/>


</xs:sequence>

</xs:complexType>

<xs:element name="PropertySelector" type="SelectorType"/>

The element Properties contains a list of PropertySelector elements. The requester uses this element to identify all the properties whose values wants to be returned by the server in its response. They use the selection mechanism explained above to identify the properties to be returned.

The attribute signerIdentity set to true instructs the server to include in its response message the identity of the signer.

The attribute signatureRequestorIdentity set to true instructs the server to include in its response message the identity of requestor of the signature validated.

The attribute validationSteps set to true instructs the server to include in its response message details of the steps performed during validation.

NOTE: in the requirements document something is said of being able to specify the level of granularity. This could be obtained by defining an integer value indicating this level. This would mean to include a new type ValidationStepsRequestType that would include this level as integer. This would also mean to convert validationSteps attribute in ValidationSteps element of ValidationStepsRequestType. The presence of such element would indicate that the requester wants this information. Its absence would mean that not such info is requested.

2.3.3 The ValidationProcessingOptions element

This element allows the requester to instruct the server on additional processing that it has to be performed in addition to the validation.

<xs:element name="ValidationProcessingOptions" type="ValidationProcessingOptionsType"/>

<xs:complexType name="ValidationProcessingOptionsType">


<xs:choice>



<!—HERE ADD THE OUTCOME OF CURRENT DISCUSSIONS(


<xs:element name="other" type="xades:AnyType"/>


</xs:choice>

</xs:complexType>

NOTE:  the choice will be completed as required by the result of the discussions on the list

2.4 The ElementArguments element

This element contains additional information that the server will use in its validation processing. 

It can include detached documents of the signature to be validated, hash results (for those cases where the requester does not want to send the documents) and supporting information like CRLs, OCSP responses, certificate paths, etc.

NOTE: I have no time now of completing the text. I will provide more text next week.

<xs:element name="ElementArguments" type="ArgumentsType"/>

<xs:complexType name="ArgumentsType">


<xs:sequence>



<xs:element ref="Argument" maxOccurs="unbounded"/>


</xs:sequence>

</xs:complexType>

<xs:element name="Argument" type="ArgumentType"/>

<xs:complexType name="ArgumentType">


<xs:choice>



<xs:element name="Other" type="xades:AnyType"/>



<xs:element ref="DocsDigests" minOccurs="0"/>



<xs:element ref="SignedObjects" minOccurs="0"/>



<xs:element ref="ValidationRequestSupportInfo" minOccurs="0"/>


</xs:choice>

</xs:complexType>

TEXT TO BE PROVIDED

2.4.1 The DocsDigests element

TEXT TO BE PROVIDED

<xs:element name="DocsDigests" type="DocsDigestsType"/>

<xs:complexType name="DocsDigestsType">


<xs:sequence>



<xs:element name="TransfDocDigest" type="TransfDocDigestType" maxOccurs="unbounded"/>


</xs:sequence>

</xs:complexType>

<xs:complexType name="TransfDocDigestType">


<xs:sequence>



<xs:element name="RefOrderNumber" type="xs:integer" minOccurs="0"/>



<xs:element name="DigestValue" type="ds:DigestValueType"/>


</xs:sequence>

</xs:complexType>

TEXT TO BE PROVIDED

2.4.2 The SignedObjects element

TEXT TO BE PROVIDED

<xs:element name="SignedObjects" type="SignedObjectsType"/>

<xs:complexType name="SignedObjectsType">


<xs:sequence maxOccurs="unbounded">



<xs:choice>




<xs:element name="StringDoc" type="xs:string"/>




<xs:element name="BinaryDoc" type="xs:base64Binary"/>




<xs:element name="XMLDoc" type="xades:AnyType"/>



</xs:choice>


</xs:sequence>

</xs:complexType>


TEXT TO BE PROVIDED

2.4.3 The ValidationRequestSupportInfo element

TEXT TO BE PROVIDED

<xs:element name="ValidationRequestSupportInfo"/>

<xs:complexType name="ValidationRequestSupportInfoType">


<xs:sequence maxOccurs="unbounded">



<xs:element ref="xades:CertificateValues"/>



<xs:element ref="xades:RevocationValues"/>



<xs:element name="Other" type="xades:AnyType"/>


</xs:sequence>

</xs:complexType>
TEXT TO BE PROVIDED

Appendix A.  XML Schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="http://www.oasis-open.org/dss-tc/sigwebservicev.0.1#" xmlns="http://www.oasis-open.org/dss-tc/sigwebservicev.0.1#" xmlns:ds="http://www.w3.org/2000/09/xmldsig#" xmlns:xades="http://uri.etsi.org/01903/v1.1.1#" xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:import schemaLocation="D:\GRUPOS\OASIS\DSS-TC\ESQUEMAS\xmldsig-core-schema-local.xsd"/>


<xs:import schemaLocation="D:\GRUPOS\OASIS\DSS-TC\ESQUEMAS\XAdES.xsd"/>


<xs:import schemaLocation="D:\GRUPOS\OASIS\DSS-TC\ESQUEMAS\DSSTCESQ-SIGNREQUEST_v_0_1.xsd"/>


<!-- MENSAJE DE PETICION DE VALIDACION -->


<xs:element name="ValidationRequest" type="ValidationRequestType"/>


<xs:complexType name="ValidationRequestType">



<xs:sequence>




<xs:element ref="ElementContent"/>




<xs:element ref="ValidationRequestOptions" minOccurs="0"/>




<xs:element ref="ElementArguments" minOccurs="0"/>



</xs:sequence>



<xs:attribute name="requestRef" type="xs:string" use="required"/>


</xs:complexType>


<xs:element name="ElementContent" type="ElementContentType"/>


<xs:complexType name="ElementContentType">



<xs:choice>




<xs:element name="CMSSignature" type="xs:base64Binary"/>




<xs:element name="PKCS7Signature" type="xs:base64Binary"/>




<xs:element name="SMIME" type="xs:base64Binary"/>




<xs:element ref="ds:Signature"/>




<xs:element name="EnvelopedXMLDSIG" type="xades:AnyType"/>



</xs:choice>


</xs:complexType>


<xs:element name="ValidationRequestOptions" type="ValidationRequestOptionsType"/>


<xs:complexType name="ValidationRequestOptionsType">



<xs:sequence>




<xs:element ref="ValidationOptions" minOccurs="0"/>




<xs:element ref="ValidationReturnOptions" minOccurs="0"/>




<xs:element ref="ValidationProcessingOptions" minOccurs="0"/>



</xs:sequence>


</xs:complexType>


<xs:element name="ValidationOptions" type="ValidationOptionsType"/>


<xs:complexType name="ValidationOptionsType">



<xs:sequence>




<xs:element ref="ValidationSelection" minOccurs="0"/>




<xs:element name="VerifyAtTime" type="xs:dateTime" minOccurs="0"/>




<xs:element name="ApplicationProfile" type="xs:string" minOccurs="0"/>



</xs:sequence>


</xs:complexType>


<xs:element name="ValidationSelection" type="ValidationSelectionType"/>


<xs:complexType name="ValidationSelectionType">



<xs:sequence>




<xs:element name="SelectedSignature" type="SelectorType" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="SelectedReferences" type="SelectorType" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="SelectedManifests" type="SelectorType" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>


<xs:complexType name="SelectorType">



<xs:sequence>




<xs:element ref="ds:Transforms" minOccurs="0"/>



</xs:sequence>



<xs:attribute name="URI" type="xs:anyURI" use="optional"/>


</xs:complexType>


<xs:element name="ValidationReturnOptions" type="ValidationReturnOptionsType"/>


<xs:complexType name="ValidationReturnOptionsType">



<xs:sequence>




<xs:element name="Properties" type="PropertiesListType" minOccurs="0"/>



</xs:sequence>



<xs:attribute name="signerIdentity" type="xs:boolean" use="optional"/>



<xs:attribute name="signatureRequestorIdentity" type="xs:boolean" use="optional"/>



<xs:attribute name="transformedData" type="xs:boolean" use="optional"/>



<xs:attribute name="validationSteps" type="xs:boolean" use="optional"/>


</xs:complexType>


<xs:complexType name="PropertiesListType">



<xs:sequence>




<xs:element ref="PropertySelector" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>


<xs:element name="PropertySelector" type="SelectorType"/>


<xs:element name="ValidationProcessingOptions" type="ValidationProcessingOptionsType"/>


<xs:complexType name="ValidationProcessingOptionsType">



<xs:choice>




<!-- HERE ADD THE OUTCOME OF CURRENT DISCUSSIONS-->




<xs:element name="other" type="xades:AnyType"/>



</xs:choice>


</xs:complexType>


<xs:element name="ElementArguments" type="ArgumentsType"/>


<xs:complexType name="ArgumentsType">



<xs:sequence>




<xs:element ref="Argument" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>


<xs:element name="Argument" type="ArgumentType"/>


<xs:complexType name="ArgumentType">



<xs:choice>




<xs:element name="Other" type="xades:AnyType"/>




<xs:element ref="DocsDigests" minOccurs="0"/>




<xs:element ref="SignedObjects" minOccurs="0"/>




<xs:element ref="ValidationRequestSupportInfo" minOccurs="0"/>



</xs:choice>


</xs:complexType>


<xs:element name="DocsDigests" type="DocsDigestsType"/>


<xs:complexType name="DocsDigestsType">



<xs:sequence>




<xs:element name="TransfDocDigest" type="TransfDocDigestType" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>


<xs:complexType name="TransfDocDigestType">



<xs:sequence>




<xs:element name="RefOrderNumber" type="xs:integer" minOccurs="0"/>




<xs:element name="DigestValue" type="ds:DigestValueType"/>



</xs:sequence>


</xs:complexType>


<xs:element name="SignedObjects" type="SignedObjectsType"/>


<xs:complexType name="SignedObjectsType">



<xs:sequence maxOccurs="unbounded">




<xs:choice>





<xs:element name="StringDoc" type="xs:string"/>





<xs:element name="BinaryDoc" type="xs:base64Binary"/>





<xs:element name="XMLDoc" type="xades:AnyType"/>




</xs:choice>



</xs:sequence>


</xs:complexType>



<xs:element name="ValidationRequestSupportInfo"/>


<xs:complexType name="ValidationRequestSupportInfoType">



<xs:sequence maxOccurs="unbounded">




<xs:element ref="xades:CertificateValues"/>




<xs:element ref="xades:RevocationValues"/>




<xs:element name="Other" type="xades:AnyType"/>



</xs:sequence>


</xs:complexType>

</xs:schema>

Appendix B. Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that might be claimed to pertain to the implementation or use of the technology described in this document or the extent to which any license under such rights might or might not be available; neither does it represent that it has made any effort to identify any such rights. Information on OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS website. Copies of claims of rights made available for publication and any assurances of licenses to be made available, or the result of an attempt made to obtain a general license or permission for the use of such proprietary rights by implementors or users of this specification, can be obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent applications, or other proprietary rights which may cover technology that may be required to implement this specification. Please address the information to the OASIS Executive Director.

Copyright  © The Organization for the Advancement of Structured Information Standards [OASIS] 2002 and 2003. All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works that comment on or otherwise explain it or assist in its implementation may be prepared, copied, published and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and this paragraph are included on all such copies and derivative works. However, this document itself does not be modified in any way, such as by removing the copyright notice or references to OASIS, except as needed for the purpose of developing OASIS specifications, in which case the procedures for copyrights defined in the OASIS Intellectual Property Rights document must be followed, or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

6

¡Error! No se encuentra el origen de la referencia.


12

