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Scope of Profile

The purpose of this DSS profile is to support the centralised creation of digital signatures used to ensure the integrity and authenticity of content. This content is often executable on a computing device. The process of applying signatures to such content is commonly referred to as code-signing. 

Proposed Approach

First the main requirements from a code-signing perspective will be restated and captured by identifying various scenarios for code signing. The main objective of this step is to serve as a background and motivation for the choices made when compiling the code-signing profile.

Based on these requirements the core DSS profile will be profiled (and possibly extended where required) to support the use cases and resulting requirements. The profile will deal with generic code-signing concepts only.

Once the generic profile is identified specific code-signing schemes will be mapped to this profile. 
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Since there is no single code-signing scheme in operation today, the profile should map to multiple schemes. In addition it should be easy to add new schemes over time (it is not realistic that every kind of code signing scheme can be captured in a single attempt). As a consequence it is proposed that the code-signing profile is kept separate from code-signing mappings by documenting them separately. This imposes a document hierarchy that looks as follows:

Outline of Profile

The creation of digital signatures will be based on the DSS Signing protocol.

Both the <SignRequest> and <SignResponse> messages will be profiled or interpreted for the main code signing scenarios. Some additional optional inputs and outputs may be defined as part of the profile.
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