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Abstract:

This draft defines protocol profiles and processing profiles in environments where the client is either ignorant of signing/verification policy or does not have the authority to specify such policy. It is the server (or the infrastructure behind it) that maintains and specifies policy and so is ‘policy-wise’. This profile is abstract as it is not expected to be directly implementable but rather itself profiled by other implementable profiles.
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1 Introduction

The DSS signing and verifying protocols are defined in [DSSCore].  As defined in that document, these protocols have a fair degree of flexibility and extensibility.  This document defines protocol profiles of these protocols that limit their flexibility and extend them in concrete ways.  It also defines processing profiles that govern how clients and servers should behave when using these protocols, and signature profiles that govern the types of signatures used with these protocols.  

However, these profiles still leave certain things undefined.  Thus further profiles will build on the ones in this document to provide a basis for implementation and interoperability.

1.1 Notation

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",

"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as described in IETF RFC 2119 [RFC 2119].  These keywords are capitalized when used to unambiguously specify requirements over protocol features and behavior that affect the interoperability and security of implementations.  When these words are not capitalized, they are meant in their natural-language sense. 

This specification uses the following typographical conventions in text: <ns:Element>, Attribute, Datatype, OtherCode.

1.2 Namespaces

Conventional XML namespace prefixes are used in this document:

· The prefix dss: (or no prefix) stands for the DSS core namespace [Core-XSD].

· The prefix ds: stands for the W3C XML Signature namespace [XMLSig].

Applications MAY use different namespace prefixes, and MAY use whatever namespace defaulting/scoping conventions they desire, as long as they are compliant with the Namespaces in XML specification [XML-ns].

2 Profile Features

2.1 Identifier

urn:oasis:names:tc:dss:1.0:profiles:pws

Is this relevant? This identifier would not be used within <ServiceProfile>but rather by other profiles to refer to this abstract profile?

2.2 Scope

This document profiles the DSS signing and verifying protocol[s] defined in [DSSCore].

2.3 Relationship To Other Profiles

The profiles in this document are based on the [DSSCore].  The profiles in this document are abstract and not implementable directly, but are further profiled by other concrete profiles.

2.4 Signature Object

 This profile does not specify or constrain the type of signature object.

2.5 Transport Binding

This profile does not specify or constrain the transport binding.

2.6 Security Binding

This profile does not specify or constrain the security binding.

3 Profile of Signing Protocol

3.1 Element <SignRequest>

3.1.1 Element <OptionalInputs>

The folowing optional inputs MAY be sent by the client:

· Element <ServiceProfile>

· Element <ServicePolicy>

· Element <ClaimedIdentity>

· Element <Recipient>

3.1.1.1 External Policy Authority

Clients MUST NOT send the following optional inputs unless contained within a <ds:Signature> element created by a policy authority known and recognized by the DSS server:

· Element <SignatureType>

· Element <AddTimestamp>

· Element <IntendedAudience>

· Element <KeySelector>

· Element <SignedReferences>

· Element <Properties>

· Element <SignaturePlacement>

3.1.2 Element <InputDocuments>

For XML documents, the client MUST only send <Document> input documents - the client MUST NOT send <DocumentHash> input documents.

3.2 Element <SignResponse>

3.2.1 Element <Result>

This profile defines no additional <ResultMinor> codes.

3.2.2 Element <OptionalOutputs>

This profile does not specify or constrain the optional outputs returned by the server.

3.2.3 Element <SignatureObject>

This profile does not specify or constrain the type of signature object returned by the server.

4 Profile of Verifying Protocol

4.1 Element <VerifyRequest>

4.1.1 Element <OptionalInputs>

The client MUST NOT send any optional inputs unless these inputs are contained within a <ds:Signature> element created by a policy authority known and recognized by the DSS server.

· Element <VerifyManifests>

· Element <VerificationTime>

· Element <AdditionalKeyInfo>

· Element <ReturnProcessingDetails>

· Element <ReturnSigningTime>

· Element <ReturnTimestampTime>

· Element <ReturnSignerIdentity>

· Element <ReturnUpdateSignature>

· Element <ReturnTransformedDocument>

4.1.2 Element <SignatureObject>

The client MUST send a <SignatureObject> element.
4.1.3 Element <InputDocuments>

This profile does not specify or constrain the type of input documents.

4.2 Element <VerifyResponse>

4.2.1 Element <Result>

This profile defines no additional <ResultMinor> codes.

4.2.2 Element <OptionalOutputs>

This profile does not specify or constrain the optional outputs returned by the server.

5 Profile of Server Processing Rules

In addition to the basic processing steps defined in [DSSCore], a DSS Server should validate any <ds:Signature> element according to section 3.2.2 in [XMLSig].
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Appendix B. Notices
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