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Introduction

As financial institutions increasingly conduct more business electronically, it is correspondingly becoming more important to ensure that there is a secure, standardize methodology to prove what and when digital data was created, transmitted, received, modified or stored.  The duality of proving the “what” and the “when” necessitates that the methodology provides the ability to verify the integrity of the digital data and the time of the digital event.  Such a time stamp must therefore be issued from a trustworthy authority, whose time originates from a trustworthy source, and whose time stamp is irrefutably verifiable.  Such a methodology is applicable for financial institutions, their business partners, retailers and third party financial service providers.  

There are numerous examples of financial applications where an electronic message (e.g., stock transaction, money transfers, document filing, clearing and settlement transaction) needs a time stamp that cannot be undetectably tampered with and offers an evidentiary trail of authenticity.  

It is likewise essential, from the standpoint of legal sufficiency, to provide the non‑reputable time when a financial transaction has been digitally signed, that is there must be proof that the time of the digital signature is in fact the actual time when the document was signed. 

This American National Standard defines the requirements to securely operate a Time Stamp Authority that issues Time Stamp Tokens, provides recommendations to other Time Stamp Entities to manage Time Stamp Tokens, describes Time Stamp Token techniques, and offers a comprehensive set of control objectives and evaluation criteria to assess Time Stamp Entities that is suitable for use by a professional audit practitioner.  

However, this Standard does not guarantee that a particular implementation is secure.  It is the responsibility of the financial institution or integrator to put an overall process in place with the necessary controls to ensure that the process is securely implemented.  Furthermore, the controls should include the application of appropriate audit tests in order to verify compliance with this Standard. 

The user's attention is called to the possibility that compliance with this standard may require use of an invention covered by patent rights.  By publication of this standard, no position is taken with respect to the validity of this claim or of any patent rights in connection therewith. The patent holder has, however, filed a statement of willingness to grant a license under these rights on reasonable and nondiscriminatory terms and conditions to applicants desiring to obtain such a license. Details may be obtained from the standards developer. 

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the Accredited Standards Committee X9 Incorporated, Financial Industry Standards, P. O. Box 4035, Annapolis, MD 21403

This Standard was processed and approved for submittal to ANSI by the Accredited Standards Committee on Financial Services, X9. Committee approval of the Standard does not necessarily imply that all the committee members voted for its approval

The X9 Committee had the following members:

[To Be Provided by X9 Secretariat] 

The X9F Subcommittee on Information Security had the following members:

[To Be Provided by X9 Secretariat] 

The X9F4 Working Group on Applications Security had the following members:

[To Be Provided by X9 Secretariat] 

Trusted Time Stamp

for the Financial Services Industry
1 Scope

This standard specifies the minimum security requirements for the effective use of time stamps in a financial services environment. Within the scope of this Standard the following topics are addressed:
· Requirements for the secure management of the Time Stamp Token across its life cycle, comprised of the generation, transmission and storage, validation, and renewal processes.  The requirements in this Standard identify the means to securely and verifiably distribute time from a national time source down to the application level.
· Requirements for the secure management of a Time Stamp Authority (TSA)

· Requirements of a TSA to ensure that an independent third party can audit and validate the controls over the use of a time stamp process

· Techniques for the coding, encapsulation, transmission, storage, integrity and privacy protection of time stamp data

· Usage of time stamp technology

Items considered out of scope and not addressed in this Standard include the following:

· Requirements for a National Timing Authority imposed by the International Timing Authority  


Application specific requirements and limitations for employing time stamp technology

· The individual’s privacy and ownership of time stamp data

Although this standard focuses on the financial services industry, it may be applied to other applications where the management and security of time stamps are necessary.
2 Normative References

The following referenced documents are indispensable for the application of this document. For dated references, only the edition cited applies. Nevertheless, parties to agreements based on this document are encouraged to consider applying the most recent edition of the referenced documents indicated below. For undated references, the latest edition of the referenced document (including any amendments) applies.

2.1. ANS X9.19-1996 Financial Institution Retail Message Authentication

2.2. ANS X9.30-1997 Public Key Cryptography Using Irreversible Algorithms for the Financial Services Industry, Part 1: The Digital Signature Algorithm (DSA)

2.3. ANS X9.30-1997  Public Key Cryptography Using Irreversible Algorithms for the Financial Services Industry, Part 2: The Secure Hash Algorithm (SHA)

2.4. ANS X9.31-1998 Public Key Cryptography Using Reversible Algorithms for the Financial Services Industry:  The RSA Signature Algorithm 

2.5. ANS X9.49-? Secure Remote Access to Financial Services (for risk assessment methodology)

2.6. ANS X9.57 Certificate Management (for PKI requirements)

2.7. ANS X9.62-1998 Public Key Cryptography for the Financial Services Industry: The Elliptic Curve Digital Signature Algorithm (ECDSA) 

2.8. ANS X9.73-2002 Cryptographic Message Syntax (CMS) 

2.9. ANS X9.82-draft Random Number Generation (may need to remove for X9 ballot) 

2.10. ANS X9.96-2003 XML Cryptographic Message Syntax (XCMS) 

2.11. ISO/IEC FDIS 18014-1 Information technology - Security
techniques - Time stamping services - Part 1: Framework (27n3038.pdf)
2.12. ISO/IEC FCD 18014-2 Information technology - Security
techniques - Time stamping services - Part 2: Framework Mechanisms producing
independent tokens (27n3040.pdf)

2.13. ISO/IEC WD 18014-3 Information technology - Security
techniques - Time stamping services - Part 3: Information technology -
Security techniques - Time stamping services - Part 3: Mechanisms producing
linked tokens (27n2914.pdf)
2.14. ISO 15782 :2003, Certificate Management For Financial Services – Part 1: Public Key Certificates 

2.15. ISO 8601-2000 Data Elements in Interchange Formats – Information Interchange – Representation of Dates and Times (www.bipm.fr) 

2.16. ISO/IEC 8824-1 | ITU-T Recommendation X.680, Information Technology - Abstract Syntax Notation One (ASN.1): Specification of Basic Notation 

2.17. ISO/IEC 8824-2 | ITU-T Recommendation X.681, Information Technology - Abstract Syntax Notation One (ASN.1): Information Object Specification 

2.18. ISO/IEC 8824-3 | ITU-T Recommendation X.682, Information Technology - Abstract Syntax Notation One (ASN.1): Constraint Specification 

2.19. ISO/IEC 8824-4 | ITU-T Recommendation X.683, Information Technology - Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 Specifications 

2.20. ISO/IEC 8825-1 | ITU-T Recommendation X.690, Information Technology - ASN.1 Encoding Rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER) 

2.21. ISO/IEC 8825-4 | ITU-T Recommendation X.693, Information Technology - ASN.1 Encoding Rules: Specification of XML Encoding Rules (XER) 

[[ISO ab‑c:199x, General title of series of parts — Part c: Title of part.]]

[[SO xyz (all parts), General title of the series of parts .]]

3 Terms and Definitions

3.1 Access Control

The collection of all controls used to assure that persons would have access only to information processing facilities for which they are authorized.

3.2 Aggregation

The process of linking a group of data items together at once, producing a verifiable cryptographic link between each data item and the rest of the group.

3.3 Asymmetric Key Pair

A pair of related keys where the private key defines the private transformation and the public key defines the public transformation.

3.4 Asymmetric Signature System

A system based on asymmetric techniques whose private transformation is used for signing and whose public transformation is used for verification.

3.5 Certification Authority (CA) 

An entity trusted by one or more entities to create and assign certificates.

3.6 Certification Path 

An ordered sequence of certificates of entities which, together with the public key of the initial entity in the path, can be processed to obtain the public key of the final entity in the path

3.7 Chain

The verifiable cryptographic binding between a data item and the rest of the data items participating in an aggregation. The chain consists of a sequence of linking operations that authenticate the participation of the selected data item in the aggregation

3.8 Cipher Block Chaining (CBC)

Symmetric cipher encryption mode, defined in ANSI X3.106-1983, Data Encryption Algorithm - Modes of Operation

3.9 Coordinated Universal Time (UTC)

Time scale maintained by the Bureau International des Poids et Mesures (International Bureau of Weights and Measures) and the International Earth Rotation Service which forms the basis of a coordinated dissemination of standard frequencies and time signals

3.10 Credential

A set of access permissions

3.11 Cryptography 

The discipline which embodies principles, means and methods for the transformation of data in order to hide its information content, prevent its undetected modification, prevent its unauthorized use or a combination thereof.

3.12 Data Integrity 

A property whereby data has not been altered or destroyed.

3.13 Data Origin Authentication

The process of a receiver verifying that the sender is who he claims to be.

3.14 Digital Signature 

A cryptographic transformation of data which, when associated with a data unit, provides the services of:

· Origin authentication,

· Data integrity, and

· Signer non-repudiation.

3.15 Entity

A legal entity, individual, or device.  Note that the tie source, time stamp requestor, the time stamp authority, relying party, application server, etc. are all entities.

3.16 Evidence

Written, verbal, or electronic information, and/or artifacts that confirm or substantiate known or suspected events

3.17 Hash Algorithm or Hash Function

A function which maps a bit string of arbitrary length to a fixed-length bit string and satisfies the following properties:

· It is computationally infeasible to find any input which maps to any pre-specified output;

· It is computationally infeasible to find any two distinct inputs, which map to the same output.

Note: In this standard hash functions are also referred to as hash algorithms

3.18 Hash Value

The string of bits which is the output of a hash function

3.19 Key Management 

The generation, storage, secure distribution and application of keying material in accordance with a security policy

3.20 Link

A data item providing an irreversible and collision-resistant cryptographic statement attesting to the existence of at least two other data items

3.21 Message Authentication Code (MAC)

A data item derived from a message using symmetric cryptographic techniques and a secret key. It is used to check the integrity and origin of a message by any entity holding the secret key.

3.22 National Measurement Institute (NMI)

A national body (e.g., NIST, USNO) that provides certified time measurements and calibrations. 

3.23 Nonce

A non-repeating value, such as a counter, used in key management protocols to thwart replay and other types of attack 

3.24 Private Key 

In an asymmetric (public) key cryptosystem, that key of an entity's key pair that is usable only by that entity. 

3.25 Public Key 

In an asymmetric (public) key cryptosystem, that key of an entity’s key pair which is publicly known.

3.26 Public Key Certificate

The public key and identity of an entity together with some other information rendered unforgeable by signing the certificate with the private key of the certifying authority which issued that certificate.

3.27 Relying Party

Recipient of a time stamp token who relies on that time stamp token.

3.28 Sequence Number

A time variant parameter whose value is taken from a specified sequence which is non-repeating within a certain time period.

3.29 Time Stamp

A time variant parameter which denotes a point in time with respect to a common time reference.

3.30 Time Stamp Authority (TSA)

Authority which issues time stamp tokens

3.31 Time Stamp Policy (TSP)

Statement of the policy that a time entity (i.e., Time Source, TSA, Requestor, Verifier) employs in using time stamp tokens

3.32 Time Stamp Practice Statement (TSPS)

Statement of the practices that a time entity (i.e., Time Source, TSA, Requestor, Verifier) employs in using time stamp tokens

3.33 Time Stamp Requestor

An entity which possesses data it wants to be time stamped.   Note: A requester may also be a Trusted Third Party including a time stamping authority.

3.34 Time Stamp Service

A service providing evidence that a data item existed at a certain point in time.

3.35 Time Stamp Token

Data object that binds a representation of data to a particular time, thus establishing evidence that the data existed at that point that time
3.36 Time Stamp Verifier

An entity which possesses data and wants to verify that it has a valid time stamp bound to it. The verification process may be performed by the verifier itself or by a Trusted Third Party.

3.37 Time Variant Parameter

A data item used by an entity to verify that a message is not a replay, such as a random number, a sequence  number, or a time stamp.

4 Symbols and Abbreviated Terms

4.1 ASN.1

Abstract Syntax Notation One

4.2 CMS

Cryptographic Message Syntax

4.3 Data Element
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	A single box represents a single data element.  Solid lines indicate a mandatory data element, and dotted lines indicate an optional data element.  


4.4 Data Structure
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	A shadowed box represents a data structure consisting of two or more data elements.  Solid lines indicate a mandatory data structure, and dotted lines indicate an optional data structure. 


4.5 DER

Distinguished Encoding Rules

4.6 IEC

International Electrotechnical Commission

4.7 MAC

Message Authentication Code

4.8 NIST

National Institute of Science and Technology

4.9 PKI

Public Key Infrastructure

4.10 Set of Data Structures
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	A series of shadowed boxes represent one or more data structures.  Solid lines indicate mandatory data structures, and dotted lines indicate optional data structures. 


4.11 SHA-1

Secure Hash Algorithm

4.12 TSA

Time Stamp Authority

4.13 TST

Time Stamp Token

4.14 UTC

Coordinated Universal Time

4.15 XER

XML Encoding Rules

4.16 XML

Extensible Markup Language

5 Time Stamp Framework

5.1 Time Stamp Architecture

Figure 1 - Time Stamp Entities shows the overall time stamp architecture and the relationship to the four entities addressed in this standard; Time Source Entities, Time Stamp Authority, Requestor, and Verifier.
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Figure 1 - Time Stamp Entities
Time Source Entity – any National Measurement Institute (e.g., NIST) or other Master Clocks upstream from a TSA that provides time calibration services.  The time source for any National Measurement Institute (NMI) is the International Time Authority (ITA).  The Bureau International des Poids et Mesures (BIPM) near Paris, France is the official ITA who calibrates the clocks of each NMI.  Each NMI subsequently calibrates the clocks of other Master Clocks (MC) or Time Stamp Authorities (TSA).  The time sources to the TSA are considered “upstream” and the time calibration recipients beginning from the ITA are considered “downstream.”  

Time Stamp Authority – entity that issues time stamp tokens that can be internal to a financial institution or an external 3rd party.  An internal  TSA means that the financial institution controls the TSA operations.  

Time Stamp Token Requestor – entity (e.g., client, server) that submits a request and receives a Time Stamp Token (TST) from a TSA.  The request contains a hash value of the digital data to be time stamped.  The TST is composed of the submitted hash value, the TSA time element, and a cryptographic binding of the hash value to the time element, which provides authentication of the TSA to the requestor and the verifier.  

Time Stamp Verifier – entity that verifies a time stamp token.  A verifier can be a relying party, who by presumption has a financial liability related to the validity of the time stamp token.  A verifier could also be a regulatory body needing to validate the time stamp as part of an investigation.  Note that relying parties can perform the time stamp token validation or employ third party verification service providers. 

The requestor submits a request to the TSA and receives a response containing a Time Stamp Token.  The request contains a hash value of the digital data to be time stamped.  The returned TST is composed of the submitted hash value , the TSA time element, and a cryptographic binding (e.g., digital signature) of the hash value to the time element, which provides authentication of the TSA to the requestor and the verifier. 

The verifier may be the requestor or any other third party such as a relying party needing to validate the Time Stamp Token and consequently the data content.  All relying parties are verifiers, but not all verifiers are necessarily relying parties.  Verifiers may employ third party service providers to validate the time stamp token validation.

5.2 Time Stamp Applications

For purposes of this standard, two applications are recognized – time stamp tokens are generated for either unsigned data or signed data.  Applications that use time stamp tokens on unsigned digital data (refer to Figure 2 - Time Stamp Token on Digital Data) provide evidence to a verifier that the underlying digital data existed since the time stamp was generated.  A time stamp on unsigned digital data can, in certain instances, also provide entity (rather than individual) or institutional authorship, depending upon the content of the digital data. 

	Time Stamp Token on Digital Data
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	Requestor generates hash value (Hash) on the digital data, and submits a request with the hash value (Hash) to the TSA for a Time Stamp Token (TST). 
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	The TSA generates Time Stamp Token (TST) which contains the hash value (Hash), the time stamp (Time) and a cryptographic binding (Crypto).  The TSA returns a response containing the Time Stamp Token (TST) to the Requestor, who now has evidence that the digital data existed at some time (Time).  


Figure 2 - Time Stamp Token on Digital Data

Figure 3 – Time Stamp Token on Signed Digital Data shows the requestor generating a digital signature on the digital data.  The requestor submits a request to the TSA and receives a response containing a Time Stamp Token.  The request contains a hash value of the signed digital data to be time stamped.  The TST is composed of the submitted hash value, the TSA time element, and a cryptographic binding (e.g., digital signature) of the hash value to the time element, which provides authentication of the TSA to the requestor and the verifier.  

	Time Stamp Token on Signed Digital Data
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	Requestor generates a digital signature (Sign) on digital data and generates a hash value (Hash) on the signed digital data, and submits a request to the TSA for a Time Stamp Token (TST).
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	The TSA generates Time Stamp Token (TST) which contains the hash value (Hash), the time stamp (Time) and a cryptographic binding (Crypto).  The TSA returns a response containing the Time Stamp Token (TST) to the Requestor, who now has evidence that the digital data existed at some time (Time).  


Figure 3 – Time Stamp Token on Signed Digital Data

In this application, the time stamp provides evidence to a verifier and a PKI relying party that the digital signature (Sign) existed since the Time Stamp Token (TST) was generated.  All challenges (or repudiation) to which digital signatures are susceptible still apply, with one exception.  This exception is, assuming no challenges (such as fraud, duress, etc.) are asserted, that an individual and other relying parties can assert that the digital signature existed at the time the Time Stamp Token  was issued.  

A digital signature can be applied to digital data after the issuance of a timestamp token, but this is outside the scope of this standard, and in general it only indicates that the digital signature existed at some untrustworthy point in time following the issuance of a timestamp token.  

Figure 4 – Multiple TSTs With Multiple Signed Digital Data shows an enhanced application where multiple tokens are issued on the same digital data but with different digital sigatures.  Requestor One (R1) generates a digital signature (R1) on digital data (A) and obtains a time stamp (T1) of the signed digital data (A+S1).  Similarly, requestor two (R2) generates a digital signature (R2) on the same digital data (A) and obtains another time stamp (T2) of the signed digital data (A+S2).  The verifier can then rely on when the two digital signatures (S1 and S2) were generated on the same digital data (A). 

	Multiple TSTs With Multiple Signed Digital Data
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	Requestor 1 generates a digital signature (S1) on digital data (A) and generates a hash value (H1) on the signed digital data, and submits a request with the hash value (H1) to the TSA for a Time Stamp Token (TST). 
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	Requestor 1
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	The TSA generates Time Stamp Token (TST-1) which contains the hash value (H1), the time stamp (T1) and a cryptographic binding (C1).  The TSA returns a response containing the Time Stamp Token (TST-1) to Requestor 1, who now has evidence that the digital data (A) was digitally signed (S1) at some time (T1).  
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	Requestor 1 sends the digital data (A), his digital signature (S1) and the Time Stamp Token (TST-1) to Requestor 2 for further process under some contractual business agreement. 
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	Requestor 2 generates a digital signature (S2) on digital data (A) and generates a hash value (H2) on the signed digital data, and submits a request with the hash value (H2) to the TSA for a Time Stamp Token (TST). 
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	The TSA generates Time Stamp Token (TST-2) which contains the hash value (H2), the time stamp (T2) and a cryptographic binding (C2).  The TSA returns a response containing the Time Stamp Token (TST-2) to Requestor 2, who now has evidence that the digital data (A) was digitally signed (S2) at some time (T2).  
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	Verifier
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	Requestor 2 sends the following information to a third party Verifier:  the digital data (A), Requestor 1’s digital signature (S1) and Time Stamp Token (TST-1), and Requestor 2’s digital signature (S2) and Time Stamp Token (TST-2).  The Verifier validates the TSA’s cryptographic bindings (C1) and (C2), and the Requestors’ digital signatures (S1) and (S2), which provides evidence that Requestor 1 signed the digital data (A) at time T1 and that Requestor 2 signed the same digital data (A) at a later time T2.  


Figure 4 – Multiple TSTs With Multiple Signed Digital Data

In this application, the time stamps provides evidence to a verifier who is also a PKI relying party that the digital signatures (S1 and S2) on the same digital data (A) existed since the Time Stamp Tokens (TST-1 and TST-2) were generated.  However, the Time Stamp Tokens are on different digital data (A+S1 and A+S2).  As with a single Time Stamp Token on signed digital data, all challenges (or repudiation) to which digital signatures are susceptible still apply, with the exception that assuming no challenges (such as fraud, duress, etc.) are asserted, an individual and other relying parties can assert that the digital signature existed at the time the timestamp token was issued.

5.3 Non-Repudiation Considerations Relating to Time Stamp Tokens

Digital data has three parameters that define its trustworthiness: integrity, authenticity, and timeliness.  Integrity provides evidence that the data has not been modified or substituted from its original state to the current state.  Authenticity provides evidence that the data originates from an authenticated entity (not necessarily a trusted entity).  Timeliness provides evidence that the data generating event occurred at a given point in time.  The ability to prove integrity and authenticity to a third party is the financial industry accepted definition of non-repudiation.  

Message authentication codes (MAC) and keyed hash functions use a symmetric cryptographic key that is shared by the sender and receiver to verify integrity and authenticity.  The sender generates a  “check” value (MAC or keyed hash value) of the digital data, sends the digital data and “check” value to the receiver, who re-generates the same “check” value to verify that the two match.  If they match, the receiver then knows that the digital data has not been modified or substituted.  In so doing, since only the sender and receiver share the symmetric key, the receiver implicitly authenticates the sender.  However, given that both parties can generate the “check” value, the integrity and authenticity is not provable, nor can it be necessarily relied upon, by any party including the data generating parties themselves.  

A digital signature uses an asymmetric key pair where the sender has the private key and the receiver has the public key to verify integrity and authenticity.  The sender generates a digital signature of the digital data, sends the digital data and digital signature to the receiver, who verifies the sender’s digital signature using the public key.  If the signature verifies, similar to a MAC, the receiver then knows that the digital data has not been modified or substituted.  Since the digital signature could have only been generated using the private key, and since only the sender has the private key, the integrity and authenticity is arguably provable to a third party.  

However, neither the symmetric nor the asymmetric cryptographic mechanisms described provide timeliness.  The timing of the data generating events, such as the generation of the digital data or the generation of the digital signature itself, cannot be verified.  If a time stamp is included as part of the digital data, some evidence is provided as to when the data generating event occurred.  If, however, the clock used to generate the time stamp is under the control of the data event generator, the time stamp and therefore its timeliness is easily subject to manipulation and is therefore suspect.  Only a time stamp token can provide timeliness that is verifiable and provable to a third party.  

A time stamp token on digital data provides integrity and timeliness provable to a third party, whereas a digital signature on digital data provides integrity and authenticity to a third party.  The authenticity of a subscriber’s public key is ensured using a public key certificate issued by a trusted Certification Authority (CA) whose own digital signature on the certification containing the subscriber’s identity and public key, provides a verifiable binding of the subscriber’s identity to his public key.  A relying party can verify the subscriber’s public key certificate using the CA’s public key, and in so doing trust the subscriber’s public key and thus “rely” on the subscriber’s digital signature on the digital data.  Further, the same relying party can verify the TSA’s cryptographic binding on the Time Stamp Token containing a hash of the digitally signed data and the time stamp, and is so doing “rely” on the time as to when the subscriber signed the digital data.  Thus, a Time Stamp Token on digitally signed data provides all three trustworthiness parameters; integrity, authenticity and timeliness, all provable to a relying party, which enhances the digital signature technology claim towards non-repudiation.

6 Trusted Time Stamp Requirements

6.1 General Requirements

The general requirements are: 

· Digital data shall be provided from the Requestor to the TSA in such a way that it is not disclosed.

· Time stamping shall be done on the hash value of the data.

· The TST shall contain sufficient information to allow any verifier to verify the token at a later point in time.

· Only approved cryptographic algorithms (e.g., hash algorithms, digital signature, MAC) as specified in an X9 standard or in the X9 Repository shall be used.

6.2 Requirements for Time Source Entity (TSE)

The requirements for the TSE are:

· The TSE shall generate an audit trail of the calibration process in accordance with Section 7.1.  This requirement relates to the concept of a “trusted chain of time.”

· The TSE shall mutually authenticate itself with the downstream TSE or TSA.  Refer to Annex E for details.

· The time sources shall be traceable to an UTC National Measurement Institute.

· Time source practices shall comply with the environmental control objectives specified in Annex D.1 Environmental Controls.

· The time source clock accuracy shall be maintained to within ±300 milliseconds.

· The time source shall have a unique identifier.  This requirement also relates to a “trusted time chain.”

· The downstream entity shall authenticate the upstream TSE before performing calibration.

· The upstream TSE should authenticate the downstream entity before performing calibration.

· Cryptographic keys used in the calibration process shall meet or exceed the applicable FIPS 140-2 Level 3 security requirements.

· The TSE shall generate a calibration audit trail in accordance with Section 7.1.

6.3 Requirements for TSA

6.3.1 TSA TST Requirements

The TST requirements are:

· Time source practices shall comply with the control objectives specified in Annex D.2 Environmental Controls, Annex D.3 Key Management Controls, and Annex D.4 Time Management Controls.

· The TSA clock shall be calibrated by a time source entity meeting the requirements as specified in X9.95 section 6.2.

· The TSA shall specify its clock accuracy in its TSPS (e.g., ±500 milliseconds).

· The TSA clock accuracy shall be maintained according to its TSPS.

· The TSA shall apply the time from a calibrated clock to its time stamp tokens.

· The TSA shall mutually authenticate the upstream TSE before performing calibration.

· The TSA shall validate the time stamp token request as defined in section 7.2.

· The TSA shall generate a Time Stamp Token as defined in section 7.4 and the appropriate method in Section 8.

· The TSA shall generate a Time Stamp Response as defined in Section 7.3 and the appropriate method in Section 8.

· The TSA shall have a unique identifier in order to secure the management of the Time Stamp Token from its generation across its life cycle and thus to provide a trusted time chain.

· The TSA shall generate a unique sequence number for each Time Stamp Token per the same unit of time.

· The TSA shall operate under a Time Stamp Policy (TSP) and Time Stamp Practices Statement (TSPS), and shall provide a mechanism that associates the TSP/TSPS to a time stamp token that the relying party can validate.

· The TSA shall not include any requestor identification in the time stamp token or in the response message.

· The TSA shall manage its keys in accordance with X9 standards.

· The TSA shall provide a response as defined in section 8 for every valid request as defined in section 7.2.

· The TSA shall cryptographically bind the hash value, hash algorithm identifier, and the nonce (if present) in the request to the time value in the generated TST.

· The TSA shall ensure that all requirements on TSA are implemented as applicable to the selected TSP.

· The TSA shall ensure conformance with the TSP and TSPS, even when the TSA functionality is undertaken by a third party.

· The TSA should have a risk assessment carried out to evaluate business assets, and threats to those assets, in order to determine the necessary security controls and operational procedures.

· The TSA shall disclose if it has been evaluated to be conformant with the identified TSP.

· Note: It is also recommended that the TSA includes in its disclosure statement availability of its service, for example, the expected mean time between failure of the time stamping service, the mean time to recovery following a failure, and provisions made for disaster recovery including backup services.

· If the time stamp provider's clock is detected as being out of the stated accuracy then time stamp tokens shall not be issued.

· The name of the issuing TSA should be identified in the time stamp token. This identification could be done in the TSA name identifier, via the policy identifier, or via the key management scheme.

6.3.2 TSA Renewal Requirements

A renewal is the extension of the validity of an existing time stamp token.  Requirements for renewal include those in Section 6.3.1 and the following:

· The TSA should consider and specify in his TSP and TSPS whether it supports renewals, and if not, how renewals will be processed, that is, either reject the renewal request, or process it as a TST request (ignoring the renewal extension) and generate the TST response.

6.4 Requirements for TST Requestor

6.4.1 Requestor TST Requirements

The TST requirements are:

· The requestor shall only use an approved X9 hash algorithm as specified in an ANSI X9 standard or in the X9 Repository (www.x9.org).

· The requestor shall generate and submit the time stamp token request as defined in section 7.2.

· The requestor should validate the Time Stamp Response syntax.  Refer to section 9.
· The requestor should validate the TSTinfo.  Refer to section 9.
· The requestor should verify the TST as defined in section 8.  Refer to section 9.
· The requestor shall manage cryptographic keys in accordance with X9 Standards.

· The requestor shall validate the authenticity of the TSA as part of the enrollment process and before receiving a time stamp token.

· The requestor shall retain a copy of the current TST for as long as it is needed for some business purpose, which includes regulatory requirements, or compliance with company policy.  In a financial services setting, time stamps on documents such as mortgages may require long term storage of the TST. Previous TSTs may be retained or deleted as necessary, according to company policy.
6.4.2 Requestor Renewal Requirements

A renewal is the extension of the validity of an existing time stamp token.  Requirements for renewal include those in Section 6.4.1 and the following:
· The requestor shall generate an submit the renewal request as defined in Sections 7.2 and 7.6.3

· The requestor shall ensure that the hash on the digital data in the renewal request is the same as the hash contained in the TST carried in the renewal extension.

· The requestor should verify the TST carried in the renewal extension prior to submitting the request message to the TSA.

· The requestor should validate that the TST response contains the previous TST carried in the renewal extension.

6.5 Requirements for TST Verifier

6.5.1 Verifier TST Requirements

The TST requirements are:

· The verifier shall insure that the time stamp token corresponds to the data by generating a hash value of the data using the same hash algorithm as indicated in the time stamp token, and comparing the generated hash value with the hash value contained in the time stamp token.

· The verifier shall validate the time stamp token using the appropriate time stamp method as indicated in the time stamp token as defined in section 8 Time Stamp Methods.

· The verifier shall communicate with any appropriate external parties' time as needed by the time stamp method as indicated in the time stamp token as defined in section 8.

· The verifier shall use the TST according to the appropriate TSA's TSP and TSPS.

· The verifier shall manage cryptographic keys in accordance with X9 Standards.

· The verifier shall validate the authenticity of the TSA as part of the subscription process and before validating a time stamp token.

· The verifier should support security mechanisms (e.g., encryption) to provide privacy of the digital data with the relying party.

6.5.2 Verifier Renewal Requirements

A renewal is the extension of the validity of an existing time stamp token.  Requirements for renewal include those in Section 6.5.1 and the following:

· The verifier should validate all TSTs including the one or more embedded TSTs, depending upon the relying party's business needs.

· The verifier shall clearly communicate to the relying party the validation results of all the TSTs including the one or more embedded TSTs.

7 Time Stamp Objects

7.1 Calibration Log

7.1.1 Calibration Log Object

**

No object has been defined for the calibration log, however, the following data elements shall be present:

· Upstream TSE organization identity (e.g., organization name)

· Upstream TSE device identity, if applicable

· UTC time for the calibration

· Downstream TSE or TSA organization identity

· Downstream TSE or TSA device identity, if applicable

· Accuracy of the downstream calibrated clock, expressed in milliseconds

· There shall be mechanisms in place to maintain the integrity and accuracy of the calibration log.

For example, paper based reports should be on the time source entity’s letter head, complete with ink signatures of the responsible individual(s).  Electronic reports should be digitally signed or have a MAC to provide data integrity and the time source entity’s authenticity.  Further, all reports should have a relatively unique identifier (e.g., report number) and include the date of issuance. 

· The calibration log shall be retained for the duration of the life cycle of the calibrated clock.
For example, when a TSA service provider successfully migrates from an older clock to a newer clock, and the older clock is de-installed and its service is terminated, the calibration logs for the older clock can be destroyed.

7.1.2 Calibration Log OID

trustedTime OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)


dod(6) internet(1) mgmt(4) enterprises(1) 601 10}

id-old-timingMetrics OBJECT IDENTIFIER ::= {trustedTime 1}

id-ttVerResp OBJECT IDENTIFIER ::= {trustedTime 2}

ttiPolicy OBJECT IDENTIFIER ::= {trustedTime 3}

id-timingAttributes OBJECT IDENTIFIER ::= {trustedTime 4}

serviceClass OBJECT IDENTIFIER ::= {ttiPolicy 1}

id-timingMetrics OBJECT IDENTIFIER ::= {id-timingAttributes 1}

id-timingPolicy OBJECT IDENTIFIER ::= {id-timingAttributes 2}

oldtimingMeticsObj OBJECT-TYPE

     SYNTAX TimingMetrics

     ACCESS read-write

     STATUS mandatory

     ::= { id-old-timingMetrics }

timingMeticsObj OBJECT-TYPE

     SYNTAX SET OF TimingMetrics

     ACCESS read-write

     STATUS mandatory

     ::= { id-timingMetrics }

timingPolicyObj OBJECT-TYPE

     SYNTAX SET OF TimingPolicy

     ACCESS read-write

     STATUS mandatory

     ::= { id-timingPolicy }

7.1.3 Calibration Log ASN.1

TimingMetrics ::= SEQUENCE {

ntpTime

BigTime, -- time at which certification took place

offset

BigTime, -- current lower clock offset

delay

BigTime, -- path propagation delay

expiration
BigTime,

leapEvent
SET OF LeapData OPTIONAL

}

TimingPolicy ::= SEQUENCE {

-- QOS Operational Paramters

policyID     SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER,

maxOffset    [0] BigTime OPTIONAL,

maxDelay     [1] BigTime OPTIONAL

}

BigTime ::= SEQUENCE {

major                   INTEGER,

fractionalSeconds       INTEGER, -- microseconds 0 to 999999

sign                    INTEGER OPTIONAL

};

LeapData ::= --snacc isPdu:"TRUE" -- SEQUENCE {

leapTime        BigTime,

action          INTEGER

};

7.1.4 Calibration Log XML

7.2 Time Stamp Request

7.2.1 Time Stamp Request Object

The time stamp request message is used by the requestor entity to request a time stamp token from the TSA.
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The ASN.1 and XML encoding are provided in the subsequent subsections.

7.2.2 Time Stamp Request ASN.1

The ASN.1 syntax for a time stamp request type TimeStampReq is defined as follows:

TimeStampReq ::= SEQUENCE {

    version


Version,

    messageImprint 
MessageImprint,

    reqPolicy 

TSAPolicyId OPTIONAL,

    nonce 


INTEGER OPTIONAL,

    certReq


BOOLEAN DEFAULT FALSE,

    extensions

[0] Extensions OPTIONAL }

The version component of a value of type TimeStampReq indicates the version number of the time stamp request; it shall be set to one for this standard.

Version ::= INTEGER { v1(1) }

The messageImprint component of a value of type TimeStampReq is a value of type MessageImprint, defined as follows:

MessageImprint ::= SEQUENCE {

    hashAlgorithm 
DigestAlgorithmIdentifier,

    hashedMessage 
OCTET STRING }

where

DigestAlgorithmIdentifier ::= AlgorithmIdentifier {{ DigestAlgorithms }}

DigestAlgorithms ALGORITHM ::= {

    { OID id-sha1    PARMS NullParms }  |

    { OID id-sha256                  }  |

    { OID id-sha384                  }  |

    { OID id-sha512                  },

    ...  -- Expect additional digest algorithms --

}

NullParms ::= NULL

The hashAlgorithm component of a value of type MessageImprint denotes the object identifier for the hash algorithm being used to hash the data to be time stamped, while the hashedMessage component is the resulting value of type OCTET string.

The reqPolicy component of a value of type TimeStampReq indicates the service policy under which the time stamp token shall be issued by the TSA. 

TSAPolicyId ::= POLICY.&id({TSAPolicies})

    TSAPolicies POLICY ::= {

    --

    ...  -- Any supported TSA policy -- }

The nonce component of a value of type TimeStampReq denotes a large random number; it serves to identify the specific time stamp request and tie it to the corresponding time stamp token generated by the TSA.

The certReq component of a value of type TimeStampReq is applicable to TSAs that issue timestamp token using the SignedData encapsulation.  If set to TRUE, it signals the TSA to provide certificate information in its response. 

The extensions component of a value of type MessageImprint contains any extensions required to properly fulfill the requested time stamping operation.  [Maybe move!!: A TSA that recognizes an extension shall process the extension regardless of the value of the criticality flag.  A TSA that does not recognize a non-critical extension shall ignore it and shall not return an error for this.  A TSA shall return a failure code (unacceptedExtension) if it encounters a critical extension it does not recognize.]

7.2.3 Time Stamp Request XML

An example of a value of type TimeStampReq encoded according to XER encoding rules is shown below:
<TimeStampReq>

<version>1</version>

<messageImprint>

   <hashAlgorithm>

      <algorithm>1.3.14.3.2.26</algorithm>

      <parameters><NullParms/></parameters>

   </hashAlgorithm>

   <hashedMessage>

      E1E6DA9045BFD6919F6AC2A13D20FB2F259B60DA 

   </hashedMessage>

</messageImprint>

…

</TimeStampReq>

7.3 Time Stamp Response

7.3.1 Time Stamp Response Object

The time stamp response message is generated by the TSA and returned to the requestor entity by the TSA in response to a received timestamp request message.

The ASN.1 and XML encoding are provided in the subsequent subsections.[image: image55.wmf]Time Stamp
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7.3.2 Time Stamp Response ASN.1

The ASN.1 syntax for a time stamp response message type TimeStampResp is defined as follows:

TimeStampResp ::= SEQUENCE {


status


PKIStatusInfo,


timeStampToken

TimeStampToken OPTIONAL }

The status component of a value of type TimeStampResp denotes the result of the TSA operation in response to a time stamp request message; it is a value of type PKIStatusInfo, defined as follows:

PKIStatusInfo ::= SEQUENCE {

      status        

PKIStatus,

      statusString  

PKIFreeText     OPTIONAL,

      failInfo      

PKIFailureInfo  OPTIONAL }

where

PKIStatus ::= INTEGER {

-- granted



(0),

-- grantedWithMods

(1),

-- rejection


(2),

-- waiting



(3),

-- revocationWarning

(4),

      -- revocationNotification
(5) }

PKIFailureInfo ::= BIT STRING {


badAlg



(0),

-- unrecognized or unsupported Algorithm Identifier

badRequest



(2),

-- transaction not permitted or supported

 
badDataFormat


(5),

 
-- the data submitted has the wrong format

 
timeNotAvailable


(14),

 
-- the TSA's service is not available

 
unacceptedPolicy


(15),

 
-- the requested policy is not supported by the TSA

 
unacceptedExtension

(16),

 
-- the requested extension is not supported by the TSA

 
addInfoNotAvailable

(17),

 
-- the additional information requested could not be understood

 
-- or is not available

 
systemFailure


(25)

-- the request cannot be handled due to system failure

PKIFreeText ::= SEQUENCE SIZE(1..MAX) OF UTF8String

}

If the status component of a value of type TimeStampResp contains a value of type PKIStatusInfo whose status component is equal to the value zero or one, a timeStampToken component shall be present within the value of type TimeStampResp; in all other cases, a timeStampToken component shall not be present within the value of type TimeStampResp.
If a timeStampToken component is not present within the value of type TimeStampResp, the status component of the value of type TimeStampResp contains a value of type PKIStatusInfo whose failInfo component shall be present and denote the reason the time stamp request was rejected,; in that case, the statusString component may be used to include reason text, such as "messageImprint field is not correctly formatted".

7.3.3 Time Stamp Response XML

An example of a value of type TimeStampResp encoded according to XER encoding rules is shown below:
<TimeStampResp>

<status>

   <status>granted</status>

</status>

<timeStampToken> … </timeStampToken>

</TimeStampResp>

7.4 Time Stamp Token

The timestamp token encapsulates a time stamp info object.  The type of encapsulation used depends on the time stamp method employed by the TSA in generating the cryptographic binding for the timestamp token.  The possible types of encapsulation for the methods described in Section 9 are: signed data, authenticated data and digested data.

The ASN.1 syntax for a time stamp token type TimeStampToken is defined as follows:

TimeStampToken ::= SEQUENCE {

    contentType 
CONTENT.&id({Contents}), 

    content [0]
EXPLICIT CONTENT.&Type ({Contents}{@contentType}) }

CONTENT = TYPE-IDENTIFIER

The TimeStampToken type is a sequence of two components, contentType and content, which are defined in terms of the &id and &Type components of the information object class CONTENT.  This class is based on the built-in TYPE-IDENTIFIER class defined in n Annex A of ITU-T Recommendation X.681 (Annex A of ISO/IEC 8824-2 [??]) as follows: 

TYPE-IDENTIFIER ::= CLASS {

    &id    OBJECT IDENTIFIER UNIQUE,

    &Type

} WITH SYNTAX { &Type IDENTIFIED BY &id }

where the &id component is defined as a value of type OBJECT IDENTIFIER, and the &Type component is defined to be an open type, which if not constrained can be any ASN.1 type.

The values of the components contentType and content in type TimeStampToken are constrained by the information object set Contents according to the time stamp method used.  The type Contents is defined as follows:

Contents CONTENT ::= {

  { SignedData IDENTIFIED BY id-signedData }

  { AuthenticatedData IDENTIFIED BY id-ct-authData }

  { DigestedData IDENTIFIED BY id-digestedData }

  
--


...  -- Expect additional time-stamp encapsulations --

}

The Contents set contains four information objects, each uniquely identified by an object identifier value. These objects form a table constraint binding the components of type TimeStampToken, and associate each identifier with a single type. For example, when the contentType is identified by id-signedData, the content must be a value of type SignedData, or the TimeStampToken is not valid.  The four types of content specified in the Contents information object set are the familiar Cryptographic Message Syntax (CMS) types defined in X9.73:2003 SignedData, AuthenticatedData, DigestedData, as well as the data type ETSTInfo defined in this standard. The SignedData type is used when time stamp methods using digital signatures are employed, the AuthenticatedData type is used when a time stamp method using MACs is used, and the DigestedData type is used when linked time stamp methods are used. 

7.5 Time Stamp Info

7.5.1 Time Stamp Info Object

The time stamp info object is generated by the TSA in the process of generating the time stamp token.

The ASN.1 and XML encoding are provided in the subsequent subsections.[image: image56.wmf]Hash algorithm object identifier and hash value of the data to b

e time stamped

Service policy used for the issuance of the time stamp token

extension

extension

extension

extension

extension

extension

request policy

message imprint

message imprint

Time Stamp

Info

Time Stamp

Info

version

serial number

nonce

generalized time

time accuracy

time accuracy

ordering

tsa

Version number

Unique number for each time stamp token issued by the TSA

Time value

OPTIONAL Accuracy of the time value against UTC

DEFAULT Ordering according to time value and time accuracy

OPTIONAL Random number identifying the corresponding time stamp 

request

OPTIONAL TSA name

OPTIONAL Extensions specifying additional hashes, requested

time stamping methods or renewal requests

Hash algorithm object identifier and hash value of the data to b

e time stamped

Service policy used for the issuance of the time stamp token

extension

extension

extension

extension

extension

extension

extension

extension

extension

extension

extension

extension

request policy

message imprint

message imprint

Time Stamp

Info

Time Stamp

Info

version

serial number

nonce

request policy

message imprint

message imprint

Time Stamp

Info

Time Stamp

Info

version

serial number

nonce

generalized time

time accuracy

time accuracy

ordering

tsa

Version number

Unique number for each time stamp token issued by the TSA

Time value

OPTIONAL Accuracy of the time value against UTC

DEFAULT Ordering according to time value and time accuracy

OPTIONAL Random number identifying the corresponding time stamp 

request

OPTIONAL TSA name

OPTIONAL Extensions specifying additional hashes, requested

time stamping methods or renewal requests


7.5.2 Time Stamp Info ASN.1

The ASN.1 syntax for a time stamp info type TSTInfo is defined as follows:

TSTInfo ::= SEQUENCE {


version


Version,


policy


TSAPolicyId,


messageImprint

MessageImprint,


serialNumber

SerialNumber,


genTime


GeneralizedTime,


accuracy


Accuracy OPTIONAL,


ordering


BOOLEAN DEFAULT FALSE,


nonce



Nonce OPTIONAL,


tsa



[0] EXPLICIT GeneralName OPTIONAL,


extensions


[1] Extensions OPTIONAL

}

The version component of a value of type TSTInfo indicates the version number of the time stamp info; it shall be set to one for this standard.

Version ::= INTEGER { v1(1) }

The policy component of a value of type TSTInfo indicates the TSA policy under which the time stamp info is provided by the TSA.  If a policy component was present in the corresponding time stamp request message submitted by the requestor, the policy component shall have the same value, otherwise an error (unacceptedPolicy) shall be returned in the time stamp response message.

The messageImprint component of the a value of type TSTInfo is a value of type MessageImprint.  This component shall have the same value as the messageImprint component in the corresponding time stamp request message submitted by the requestor.

The serialNumber component of a value of type TSTInfo contains a large integer assigned by the TSA to each time stamp token; it shall be unique for each time stamp token issued by the TSA.

SerialNumber ::= INTEGER  -- Expect large values
The genTime
component of a value of type TSTInfo contains a value of type GeneralizedTime and represents the time value assigned by the TSA.  The data type GeneralizedTime is a combination of the basic format for calendar dates in complete representation and the basic format for the coordinated universal time according to ISO 8601: Data elements and interchange formats – information interchange – Representation of dates and times. This format has the following form:

CCYYMMDDhhmmss[.ff]Z

where each of the characters with the exception of the last is a substitute for a single digit:

    CC represents the centuries (19-99),

    YY represents the years (00-99),

    MM represents the actual month (01-12),

    DD represents the actual day of the month (01-31),

    hh represents the actual hour of the day (00-23),

    mm stands for the minutes of the hour (00-59), and

    ss represents the seconds of the minute (00-59).

    ff is an abbreviation for fractions of a second without trailing 0.

The Character Z (Zulu Time) stands for Universal Time Coordinated (UTC).

The accuracy
component of a value of type TSTInfo is a value of type Accuracy; it indicates the accuracy of the genTime component of the value of type TSTInfo as compared with UTC.

Accuracy ::= SEQUENCE {

    seconds

INTEGER OPTIONAL,

    millis

[0] INTEGER (1..999) OPTIONAL,

    micros
[1] INTEGER (1..999) OPTIONAL }

(ALL EXCEPT ({- none; at least one component shall be present -}))

The ordering
component of a value of type TSTInfo is a value of type BOOLEAN; if set to true, it indicates that every time stamp token issued by the same TSA can be ordered according to the value of the genTime component of the corresponding value of type TSTInfo, regardless of the value of the accuracy component.

The nonce component of a value of type TSTInfo shall be present if a nonce component was present in the corresponding time stamp request message submitted by the requestor; in that case, it shall have the same value as the nonce component in the corresponding time stamp request message.

The tsa component of a value of type TSTInfo provides a name for the TSA that issued the time stamp token; in the case of a SignedData encapsulation for time stamp tokens, the value of the tsa component shall match one of the subject names in the corresponding signing certificate.

The extensions component of a value of type TSTInfo contains additional information that was either included in the extensions component of the time stamp request message submitted by the requestor, or additional information that was generated by the TSA. 

7.5.3 Time Stamp Info XML  **Dimitri

7.6 Extensions

7.6.1 Hash Extension

A hash extension value enables the submission by the requestor of multiple hash values derived from the same data.  If this extension is present in the time stamp request message submitted by the requestor to the TSA and the TSA is able to process it, it shall also be present as a component of the resulting time stamp info object generated by the TSA encapsulated in the time stamp token returned to the requestor.  If this extension is present in the time stamp request message and the TSA is able to process it, the TSA shall cryptographically bind both the hash value in the messageImprint component of the value of type TimeStampReq as well as the hash values included in this extension to the time value it assigns to the resulting time stamp info object.

The ASN.1 syntax for a hash extension type extHash is defined as follows:

extHash EXTENSION ::= { 


SYNTAX ExtHash IDENTIFIED BY tsp-ext-hash 

}

tsp-ext-hash OBJECT IDENTIFIER ::= { tsp-ext 1 }

ExtHash ::= SEQUENCE SIZE(1..MAX) OF MessageImprint 

7.6.2 Method Extension

A method extension value allows the requestor to indicate to a specific TSA which time stamp method to use in forming the resulting time stamp token.  If this extension is present in the time stamp request message submitted by the requestor to the TSA and the TSA is able to process it, the TSA shall attempt to fulfill the request for the specified method, or return an error in the resulting time stamp response message indicating that the method is not available.  If the requestor specifies more than one time stamp method in an extension, the TSA shall select one of the suggested methods for use in forming the time stamp token.  If this extension is not present, the TSA uses its default time stamp method.

The ASN.1 syntax for a method extension type extHash is defined as follows:

extMethod EXTENSION ::= { 


SYNTAX ExtMethod IDENTIFIED BY tsp-ext-meth

}

tsp-ext-meth OBJECT IDENTIFIER ::= { tsp-ext 2 }

ExtMethod ::= SEQUENCE SIZE(1..MAX) OF Method

Method ::= METHOD.&id({Methods})

7.6.3 Renewal Extension

An renewal extension value allows the requestor to indicate to the TSA that the current time stamp request message is a request for the renewal of a time stamp token on data that were already time stamped in the past, so that the validity period of the existing time stamp token is effectively extended.  If this extension is present in the time stamp request message submitted by the requestor to the TSA and the TSA is able to process it, it shall also be present as a component of the resulting time stamp info object generated by the TSA encapsulated in the time stamp token returned to the requestor.

The ASN.1 syntax for a renewal extension type extRenewal is defined as follows:

extRenewal EXTENSION ::= { 


SYNTAX ExtRenewal IDENTIFIED BY tsp-ext-renewal 

}

tsp-ext-renewal OBJECT IDENTIFIER ::= { tsp-ext 3 }

ExtRenewal ::= TimeStampToken

7.7 Verification Request

The verification request message is used by the verifier entity to request verification services from the TSA.

7.7.1 Verification Request Object

The ASN.1 and XML encoding are provided in the subsequent subsections.[image: image57.wmf]Time stamp token being verified
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7.7.2 Verification Request ASN.1

The ASN.1 syntax for a verification request message type VerifyReq is defined as follows:

VerifyReq ::= SEQUENCE {


version

Version,


tst


TimeStampToken,


requestID

[0] OCTET STRING OPTIONAL }

The version component of a value of type VerifyReq indicates the version number of the verification request message; it shall be set to one for this standard.

Version ::= INTEGER { v1(1) }
The tst component of a value of type VerifyReq contains the time stamp token being verified.

The requestID component of a value of type VerifyReq is used to tie the verification request message with the corresponding verification response issued by the TSA.

7.7.3 Verification Request XML **

7.8 Verification Response

7.8.1 Verification Response Object
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The verification response message is generated by the TSA and returned to the verifier entity by the TSA in response to a received verification request message.

The ASN.1 and XML encoding are provided in the subsequent subsections.

7.8.2 Verification Response ASN.1

The ASN.1 syntax for a verification response message type VerifyResp is defined as follows:

VerifyResp ::= SEQUENCE {


version

Version,


status

PKIStatusInfo,


tst


TimeStampToken,


requestID

[0] OCTET STRING OPTIONAL

}

The version component of a value of type VerifyResp indicates the version number of the verification response message; it shall be set to one for this standard.

Version ::= INTEGER { v1(1) }

The status component of a value of type VerifyResp indicates the result of the verification of the timestamp token by the TSA.

The tst component of a value of type VerifyResp contains the time stamp token that was included in the corresponding verification request message.
The requestID of a value of type VerifyResp shall be present if a component requestID was present in the value of type VerifyReq message submitted by the verifier; in that case, it shall have the same value as the corresponding component in the verification request message.

7.8.3 Verification Response XML **

7.9 Logging

At a minimum, the log should contain the following items:

· Organization identity generating the log

· UTC time for the logged event

· TSA name, if available

· Time Stamp Info serial number

· Event sequence number

· Event description

· For the upstream TSE's benefit, the TSE should consider recording the time calibration event for reasons of business issues or other liabilities.

· The downstream TSE and TSA shall record the time calibration event. Refer to Section 7.1 for logging information and requirements.  For the TSA’s benefit, the TSA should consider recording rejection messages for reasons of business issues and other liabilities.

· For the TSA's benefit, the TSA should consider recording the TST request and/or the TST response to provide a log trail of the time stamping events.

· The TSA shall log the TST generation event and shall retain the log according to the TSA policy.

· For the Requestor's benefit, the Requestor should consider recording the TST request and/or the TST response in addition to retaining the TST itself.  Refer to Section 6.4.1 for storage requirements.

· For the relying party's benefit, the relying party should consider recording the verification request and/or the verification response due to business implications or liabilities.

· For the verifier's benefit, the verifier should consider recording the verification request and/or the verification response due to business implications or liabilities.
8 Time Stamp Methods 

8.1 Digital Signature Method

8.1.1 General

In this time stamp method, the TSA uses the private key of an asymmetric key pair to digitally sign the time stamp info object encapsulated in the time stamp token.  The time stamp token verification is carried out by performing signature verification using the corresponding public key.  The signing key shall be reserved specifically for the purpose of issuing time stamp tokens.  

This method may require the use of a PKI (Public Key Infrastructure) in order to authenticate the public key of the TSA and its associated usage.  When a PKI is being used that complies to version three X.509  certificates [X9.73:2003], the corresponding certificate for the TSA shall identify the TSA and shall contain only one instance of the extended key usage field extension as defined in […RFC2459] with KeyPurposeID having value id-kp-timeStamping, and this extension shall be critical.  The value of id-kp-timeStamping is defined as follows:  

id-kp-timeStamping OBJECT IDENTIFIER ::= { iso(1)

                   identified-organization(3) dod(6)

                   internet(1) security(5) mechanisms(5) pkix(7)

                   kp (3) timestamping (8) }

8.1.2 Time Stamp Request

The requestor may specify this method in its time stamp request by using the ExtMethod extension specified in the extensions field of the time stamp request object with the following object identifier:

tsp-itm-ds OBJECT IDENTIFIER ::= { iso(1)

           standard(0) time-stamp(18014) 

           itm(2) ds(1) }

8.1.3 Time Stamp Token Generation

8.1.3.1 TST Generation ASN.1

The time stamp token produced using this time stamp method is a sequence of two components, contentType and content, which are defined in Section 7.4 in terms of the &id and &Type components of an information object class of value: 

{SignedData IDENTIFIED BY id-signedData}

The contentType component of the time stamp token contains the value id-signedData, defined as follows:

id-signedData OBJECT IDENTIFIER ::= { iso(1) 

              member-body(2) us(840) rsadsi(113549) pkcs(1) 

              pkcs7(7) 2 }

The content component of the time stamp token contains a value of type SignedData, described in [X9.73:2003] as follows:

SignedData ::= SEQUENCE {

    version             CMSVersion,

    digestAlgorithms    DigestAlgorithmIdentifiers,

    encapContentInfo    EncapsulatedContentInfo,

    certificates        [0] CertificateSet OPTIONAL,

    crls                [1] CertificateRevocationLists OPTIONAL,

    signerInfos         SignerInfos }

CMSVersion ::= INTEGER { v95(95) } (v95,...)

The version component of type CMSVersion in this standard has value v95. The extension marker “…” allows any other version identifier to be used in an application.

The digestAlgorithms component of the SignedData data type is a value of type DigestAlgorithmIdentifiers, that is, a collection of zero or more message digest algorithm identifiers. Each element in the collection identifies the message digest algorithm and any associated parameters used by one or more signer. Only ANSI X9 approved digest algorithms are supported. The associated ASN.1 types are defined as follows:

DigestAlgorithmIdentifiers ::= SET SIZE(0..MAX) OF DigestAlgorithmIdentifier 

DigestAlgorithmIdentifier ::= AlgorithmIdentifier {{ DigestAlgorithms }}

DigestAlgorithms ALGORITHM ::= {

... -- Expect additional objects --

}

The encapContentInfo component of the SignedData data type is a value of type EncapsulatedContentInfo, which identifies and optionally carries the signed content.  Type EncapsulatedContentInfo is a sequence of two components, eContentType and eContent, which are constrained by an information object class of type Contents.  The associated ASN.1 data types are defined as follows:

EncapsulatedContentInfo::= SEQUENCE {


EcontentType
CONTENT.&id({EContents}),


eContent 

[0] EXPLICIT CONTENT.&Type({EContents}{@eContentType})}

EContents CONTENT ::= {


{ ETSTInfo IDENTIFIED BY id-ct-TSTInfo },


--


...     -- Expect additional content types – 

}

ETSTInfo ::= OCTET STRING (CONTAINING TSTInfo ENCODED BY der)
id-ct-TSTInfo OBJECT IDENTIFIER ::= {


iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)



pkcs-9(9) smime(16) ct(1) 4   

}

The eContentType component of the EncapsulatedContentInfo data type is the object identifier value id-ct-TSTInfo, identifying the eContent component as a value of type ETSTInfo.  In this standard, the eContent component of the EncapsulatedContentInfo data type is always present and contains a value of type TSTInfo encapsulated in an octet string.  The eContent component may contain data encoded using any ASN.1 encoding rules.  For example, the value of type TSTInfo may be encoded using the binary Distinguished Encoding Rules (DER) defined in X.690 [??], or encoded as XML markup using the XML Encoding Rules (XER) defined in X.693 [??].  In either case, data type ETSTInfo will contain the complete encoding of a value of type TSTInfo, including any ASN.1 tag and length octets. 

The certificates component of the SignedData data type is a value of type CertificateSet, an optional collection of one or more certificates. Because of the use of implicit tagging and context specific tags, this type can be treated as an opaque string in this standard. The details of the definition depend on the encoding rules used to form a message of this type as they are defined in [XML CMS, X9.96 ??] and X9.73 CMS standards.  The certificates used in this standard are always signed binary objects, whose digital signatures have been calculated over values encoded using the Distinguished Encoding Rules (DER) of ASN.1 using the schema defined for these types in X9.73. In order to verify the signatures on these objects, their original encodings must be maintained. If the time stamp tokens are generated using XML markup, the values in the certificates component of type CertificateSet must be Base64 [??] armored to minimize their size while preserving their original binary encodings. Any combination of X9.68 [??] domain certificates, X.509 certificates and attribute certificates may be included in a value of type CertificateSet, and they may appear in any order. There may be more or fewer certificates than needed for any purpose. Certificates are provided as needed to support key management techniques used in this standard. Use of the certificates component to distribute certificates is not required as they may be obtained by other means. Only version one X9.68 domain certificates, version three X.509 certificates and version two attribute certificates are supported in this standard.

The crls component of the SignedData data type is a value of type CertificateRevocationLists, an optional collection of one or more certificate revocation lists. Because of the use of implicit tagging and context specific tags, this type can be treated as an opaque string in this standard. The details of the definition depend on the encoding rules used to form a message of this type as they are defined in the [XML X9.96 ??] and X9.73 CMS standards.  The CRLs used in this standard are always signed binary objects, whose digital signatures have been calculated over values encoded using the Distinguished Encoding Rules (DER) of ASN.1 using the schema defined for these types in X9.73. In order to verify the signatures on these objects, their original encodings must be maintained. If the time stamp tokens are generated using XML markup, the values in the crls component of type  CertificateRevocationLists must be Base64 armored to minimize their size while preserving their original binary encodings.  Any number of CRLs may be included in the crls component, and they may appear in any order. There may be more or fewer CRLs than needed for any purpose. CRLs are provided as needed to support certificate validation. Use of the crls component to distribute CRLs is not required as CRLs may be obtained by other means. Only version two certificate revocation lists are supported in this standard.

The signerInfos component of the SignedData data type is a value of type SignerInfos, which is defined as follows:

SignerInfos ::= SET OF SignerInfo

SignerInfo ::= SEQUENCE {

    version             CMSVersion,

    sid                 SignerIdentifier,

    digestAlgorithm     DigestAlgorithmIdentifier,

    signedAttrs         [0] IMPLICIT SignedAttributes OPTIONAL,

    signatureAlgorithm  SignatureAlgorithmIdentifier,

    signature           SignatureValue,

    unsignedAttrs       [1] IMPLICIT UnsignedAttributes OPTIONAL }

The version component of data type CMSVersion in this standard has value v95, but other values may be used in an application.

The sid component of the SignerInfo data type identifies the signer’s certificate, and by association the signer’s public key. The  sid component is a value of type SignerIdentifier, which is defined as: 

SignerIdentifier ::= CHOICE {

   issuerAndSerialNumber  IssuerAndSerialNumber,

   subjectKeyIdentifier   [0] SubjectKeyIdentifier,

   certHash               [73] EXPLICIT Hash }

Type SignerIdentifier data type provides three choice alternatives for identifying the signer’s public key – issuerAndSerialNumber, subjectKeyIdentifier, and certHash. 

The issuerAndSerialNumber choice alternative of type SignerIdentifier identifies the signer’s X.509 certificate by the certificate’s issuer distinguished name and serial number. X9.68 domain certificates are uniquely identified by their owner names and do not have an issuer distinguished name and serial number, so this choice alternative may not be used to identify X9.68 certificates. 

Type IssuerAndSerialNumber data type is defined as:

IssuerAndSerialNumber ::= SEQUENCE {

   issuer        Name,

   serialNumber  CertificateSerialNumber }

The subjectKeyIdentifier choice alternative of type SignerIdentifier identifies the signer’s certificate by the X.509 or X9.68 domain certificate subjectKeyIdentifier extension value.  

SubjectKeyIdentifier ::= OCTET STRING

The certHash choice alternative of type SignerIdentifier can be used to identify any certificate format using the hash value of the entire certificate. This alternative is a value of type Hash defined as:

Hash ::= CHOICE {

   ietf       OCTET STRING,

   withAlgID  DigestInfo }

Type Hash offers two choice alternatives: the ietf alternative requires a SHA-1 hash algorithm, and the withAlGID alternative allows any X9 approved hash algorithm to be used.

The digestAlgorithm component of the SignerInfo data type identifies the X9 approved message digest algorithm used by the content signer, and any associated algorithm parameters.

The signedAttrs component of the SignerInfo data type is a collection of attributes that are signed along with the eContent.  This component shall be present and contain at least the following two attributes: a ContentType attribute having as its value id-ct-TSTInfo (the content type of the EncapsulatedContentInfo value being signed, and a MessageDigest attribute, having as its value the message digest of the eContent.  In addition, if the corresponding time stamp request object contained a certReq component whose value was TRUE, the signedAttrs component shall contain a SigningCertificate attribute with value the certificate identifier (ESSCertID) of the TSA's certificate.  The associated ASN.1 types from X9.73:2003 are defined as follows:

SignedAttributes ::= SET SIZE(1..MAX) OF Attribute {{Signed}}

Signed ATTRIBUTE ::={

    { WITH SYNTAX ContentType ID id-contentType } |

    { WITH SYNTAX MessageDigest ID id-messageDigest } |

    { WITH SYNTAX SignaturePurposes ID id-signaturePurpose } |

    { WITH SYNTAX SigningTime ID id-signingTime } |

    { WITH SYNTAX SigningCertificate ID id-signingCertificate } |

    { WITH SYNTAX OtherSigningCertificate ID id-otherSigningCert } |

    { WITH SYNTAX BiometricSyntax ID id-biometricSyntax } |

    { WITH SYNTAX MsgSequenceNo ID id-msgSequenceNo } |

    { WITH SYNTAX OCTET STRING ID id-contentIdentifier },

... -- Expect additional objects --

}

Attribute { ATTRIBUTE:IOSet } ::= SEQUENCE {

type ATTRIBUTE.&id({IOSet}),

values SET OF ATTRIBUTE.&Type({IOSet}{@type})

}

The signatureAlgorithm component of type SignerInfo identifies the X9 approved signature algorithm and any associated parameters used by the content signer to generate the digital signature.

SignatureAlgorithmIdentifier ::= AlgorithmIdentifier {{ SignatureAlgorithms }}

SignatureAlgorithms ALGORITHM ::= { ...  -- Expect additional objects -- }

The signature component of type SignerInfo is the digital signature on the eContent value (and any signed attributes) using the signer’s digestAlgorithm and private key.

SignatureValue ::= OCTET STRING

The unsignedAttrs component of type SignerInfo is a collection of attributes that are not signed.

8.1.3.2 TST Generation XML

A value of type TimeStampToken using the signature mechanism provided by SignedData can be encoded using XML markup as:

<TimeStampToken>
   <contentType> ??? </contentType>

   <content>

      <SignedData>
         <version> 95 </version>
         <digestAlgorithms>
            <DigestAlgorithmIdentifier>
               <algorithm> 1.3.14.3.2.26 </algorithm>
               <parameters> <NullParms/> </parameters>
            </DigestAlgorithmIdentifier>
         </digestAlgorithms>
         <encapContentInfo>
            <eContentType> 1.2.840.113549.1.9.16.1.4 </eContentType>

            <eContent>

               <ETSTInfo>
                  <TSTInfo>
                     <version> 1 </version>
                     <policy> ??? </policy>
                     <messageImprint>
                        <hashAlgorithm>
                           <algorithm> 1.3.14.3.2.26 </algorithm>
                           <parameters> <NullParms/> </parameters>
                        </hashAlgorithm>
                        <hashedMessage>
                           E1E6DA9045BFD6919F6AC2A13D20FB2F259B60DA

                        </hashedMessage>
                     </messageImprint>
                     <serialNumber> 2918993887266 </serialNumber>
                     <genTime> 19801004132100.3Z </genTime>
                  </TSTInfo>
               </ETSTInfo>
            </eContent>
         </encapContentInfo>
         <signerInfos>
            <SignerInfo>
               <version> 95 </version>
               <sid>
                  <certHash>
                     <withAlgID>
                        <hashAlgorithm>
                           <algorithm> 1.3.14.3.2.26 </algorithm>
                           <parameters> <NullParms/> </parameters>

                        </hashAlgorithm>

                        <digest>

                          E6E66A9245BCD6749F43C1A16D270BAF249B70CA

                        </digest>

                     </withAlgID>

                  </certHash>

               </sid>

               <digestAlgorithm>

                  <algorithm> 1.3.14.3.2.26 </algorithm>

                  <parameters> <NullParms/> </parameters>

               </digestAlgorithm>

               <signatureAlgorithm>

                  <algorithm> 1.2.840.10040.4.3 </algorithm>

                  <parameters> <NullParms/> </parameters>

               </signatureAlgorithm>

               <signature>

                  302C02144F9CA4507E2638AE9B632A3698A7AE84858F13

                  3802140BD484312B36B090D2DF8B8A4719353F9A1EFAA5

               </signature>

            </SignerInfo>

         </signerInfos>

      </SignedData>

   </content>

</TimeStampToken>

Here the value in the <version> elements identifies this value of type SignedData as conforming to the requirments of this standard. The <digestAlgorithms> element shows a single digest algorithm is used, a SHA-1 hash algorithm.

8.1.4 Time Stamp Token Verification

The validity of a time stamp token shall be verified by checking that:

· the time stamp token shall be syntactically well-formed;

· the value of the messageImprint component of the time stamp info object encapsulated in the time stamp token shall match the value of a messageImprint computed at Tv  over the data subject to scrutiny;

· the value of the messageImprint component of every ExtHash extension in the time stamp info object encapsulated in the time stamp token shall match the value of a messageImprint computed at Tv  over the data subject to scrutiny;

The TST digital signature is verified in accordance with the appropriate X9 digital signature standards [X9.30, X9.31, X9.62] and certificate management standard [X9.57].

8.1.5 Compatibility with RFC 3161 (may be Compatibility with Other Standards because need ISO and placed elsewhere)

tbd

8.2 MAC Method

8.2.1 General

In this time stamp method, the TSA uses a secret key to cryptographically bind the time stamp info object encapsulated in the time stamp token with a message authentication code (MAC).  The time stamp token verification is done by authenticating the MAC.  The TSA is needed to carry out the verification, and the TSA has to be thoroughly trusted since there is no external evidence that might detect fraud.  The secret key used to compute the MAC is kept secret. The secret key used for each timestamp token shall be available for later verification.  The secret key used for a time stamp token may be specific to that time stamp token, or common to a range of time stamp tokens.

Every exchange of information between the different entities (requestor, verifier, and TSA) requires data integrity and data origin authentication protection. This protection may be provided by any means, for example over a secured channel, or using public keys that do not need to last longer than the transaction lapse.

8.2.2 Time Stamp Token Request

The requestor shall specify this method in its time stamp request using the ExtMethod extension specified in the extensions field of the time stamp request object with the following object identifier:

tsp-itm-mac OBJECT IDENTIFIER ::= { iso(1)

            standard(0) time-stamp(18014) 

            itm(2) mac(2) }

8.2.3 Time Stamp Token Generation

The time stamp token generated using this time stamp method is a sequence of two components, contentType and content, which are defined in Section 7.4 in terms of the &id and &Type components of an information object class of value: 

{AuthenticatedData IDENTIFIED BY id-authData}

The contentType component of the time stamp token contains the value id-authData, defined as follows:

id-authData OBJECT IDENTIFIER ::= { iso(1) 

            member-body(2) us(840) rsadsi(113549) pkcs(1) 

            pkcs9(9) ct(1) 2 }

The content component of the time stamp token contains a value of type AuthenticatedData, described in [X9.73:2003] as follows:

AuthenticatedData ::= SEQUENCE {

    version             CMSVersion,

    originatorInfo      [0] IMPLICIT OriginatorInfo OPTIONAL,

    recipientInfos      RecipientInfos,

    macAlgorithm        MessageAuthenticationCodeAlgorithm,

    digestAlgorithm     [1] DigestAlgorithmIdentifier OPTIONAL,

    encapContentInfo    EncapsulatedContentInfo,

    authAttrs           [2] IMPLICIT AuthAttributes OPTIONAL,

    mac                 MessageAuthenticationCode,

    unauthAttrs         [3] IMPLICIT UnauthAttributes OPTIONAL }

The version component of type CMSVersion in this standard has value v95, but other values may be used in an application.

The originatorInfo component optionally provides information about the originator.  For this standard, this component is not present.

The recipientInfos component is a collection of per-recipient information objects.  For this standard, this component contains an empty set of values of type RecipientInfo:

RecipientInfos ::= SET SIZE(0) OF RecipientInfo

The macAlgorithm component is a message authentication code (MAC) algorithm identifier.  It identifies the MAC algorithm, along with any associated parameters, used by the originator.  Only ANSI X9 approved MAC algorithms are supported.   

MessageAuthenticationCodeAlgorithm::= MACAlgorithmIdentifier

MACAlgorithmIdentifier ::= AlgorithmIdentifier {{ MACAlgorithms }}

MACAlgorithms ALGORITHM ::= {

       --

   ... –- Expect additional MAC algorithms –

}

The digestAlgorithm component identifies the message digest algorithm, and any associated parameters, used to compute a message digest on the encapsulated content if authenticated attributes are present.  If the digestAlgorithm component is present, then the authAttrs field shall also be present.

The encapContentInfo component is defined in exactly the same way as the identically named component of the SignedData data type in section 8.1.4.  
The authAttrs component of the AuthenticatedData data type is a collection of attributes that are authenticated along with the eContent component of the EncapContentInfo.  This component shall be present and contain at least the following two attributes: a ContentType attribute having as its value id-ct-TSTInfo (the content type of the EncapsulatedContentInfo value being signed, and a MessageDigest attribute, having as its value the message digest of the eContent.   The associated ASN.1 types from X9.73:2003 are defined as follows:

The mac component is the message authentication code computed over the eContent value (and any authenticated attributes).

MessageAuthenticationCode::= OCTET STRING

The unauthAttrs component is an optional collection of attributes that are not authenticated.
For a given time stamp info object, the TSA calculates a message authentication code (MAC) on the content being authenticated. The input to the MAC calculation includes the value of the eContent octet string component of the encapContentInfo encapsulating a value of type TSTInfo, along with the the authenticated attributes.  Only the octets comprising the value of the eContent shall be processed by the MAC algorithm; the tag and the length shall be omitted.  The input to the MAC calculation process also includes an authentication key that is secret. The details of the MAC calculation depend on the MAC algorithm employed by the TSA. 

For time stamp tokens issued by TSAs using this time stamping method, the tsa and extensions fields of TSTInfo shall be present. The tsa field is required for timestamp token verification; the extensions field is required to carry the identification of the method used.

8.2.4 Time Stamp Token Verification

The validity of a time stamp token shall be verified by checking that:

· the time stamp token is syntactically well-formed;

· the value of the messageImprint component of the time stamp token matches the value of a messageImprint computed at verification time over the data subject to scrutiny;

· the value of the messageImprint component of every ExtHash extension in the time stamp token matches the value of a messageImprint computed at verification time over the data subject to scrutiny, and

· the policy under which the time stamp token is issued is acceptable for the intended usage.

Furthermore, the verifier shall carry out a verification protocol exchange with the issuing TSA using a data integrity and data origin authentication protected channel.  The input to the MAC verification process carried out by the TSA includes the input data as described in subsection 8.1.3 and the secret key used by the TSA to authenticate the time stamp token. The details of the MAC verification process depend on the MAC algorithm employed.

The TSA shall be auditable by third parties, under prior agreement, to certify appropriate security of activity logs and secret keys.

8.3 Linked Token Method

8.3.1 General

In this time stamp method, the TSA uses hash functions to link and cryptographically bind the time stamp info object encapsulated in a the time stamp token with previously issued time stamp tokens.  The TSA performs such a linking operation either for a single time stamp info object at a time, or for multiple time stamp info objects that are assigned the same time value at once. When multiple time stamp info objects are linked at once, the TSA performs an aggregation operation, followed by a linking operation.  The TSA maintains the input and output values of the linking operation and performs publishing operations on the output values, resulting in values derived from them being published on widely available media to achieve a widely witnessed time stamp process.  Each time stamp token contains data authenticating its participation in the TSA’s aggregation and linking operations.  The TSA is needed to carry out the verification.

Every exchange of information between the different entities (requestor, verifier, and TSA) requires data integrity and data origin authentication protection. This protection may be provided by any means, for example over a secured channel, or using public keys that do not need to last longer than the transaction lapse.

8.3.2 Time Stamp Token Request

The requestor entity shall specify this method in its time stamp request using the ExtMethod extension specified in the extensions field of the time stamp request object with the following object identifier:

tsp-req-link OBJECT IDENTIFIER ::= { iso(1)

             standard(0) time-stamp(18014) 

             lt(3) link(1) }

8.3.3 Time Stamp Token Generation

The time stamp token generated using this time stamp method is a sequence of two components, contentType and content, which are defined in Section 7.4 in terms of the &id and &Type components of an information object class of value: 

{DigestedData IDENTIFIED BY id-digestedData}
The contentType component of the time stamp token contains the value id-digestedData, defined as follows:

id-digestedData OBJECT IDENTIFIER ::= { iso(1) 

                member-body(2) us(840) rsadsi(113549) pkcs(1) 

                pkcs7(7) 5 }

The content component of the time stamp token contains a value of type DigestedData, described in [X9.73:2003] as follows:

DigestedData ::= SEQUENCE {

    version             CMSVersion,

    digestAlgorithm     DigestAlgorithmIdentifier, 

    encapContentInfo    EncapsulatedContentInfo,

    digest              Digest }

The version component of type CMSVersion in this standard has value v95, but other values may be used in an application.

The digestAlgorithm component identifies the algorithm used to compute the digest component of the DigestedData data type.  For this standard, this component contains the value tsp-digestedData, defined as follows:

tsp-digestedData ::= OBJECT IDENTIFIER { iso(1)

                     standard(0) time-stamp(18014) 

                     lt(3) digestedData(8) }
The encapContentInfo component is defined in exactly the same way as the identically named component of the SignedData data type in section 8.1.4.  

The digest component is an octet string containing a value of data type BindingInfo that is generated over the eContent value in encapContentInfo in conjunction with other aggregation and linking data generated by the TSA.  

The BindingInfo data type is defined as follows:

BindingInfo ::= SEQUENCE {

    version       Version,

    msgImprints   MessageImprints,

    aggregate     [0] Chains OPTIONAL,

    links         Links,

    publish       [1] Chains OPTIONAL,

    extensions    [2] Extensions OPTIONAL }

The version component of a value of type BindingInfo indicates the version number of the binding info object; it shall be set to one for this standard.

The msgImprints component of a value of type BindingInfo is a collection of message digests.  For a value of type BindingInfo that is associated with a given eContent value encapsulating a value of type TSTInfo, this component shall be a collection of message digests computed over the value eContent and shall be used as input to the aggregation and linking operation performed by the TSA for the time value indicated in TSTInfo.

The aggregate component of a value of type BindingInfo is a collection of values of type Chain.  For a value of type BindingInfo that is associated with a given eContent value encapsulating a value of type TSTInfo, this component shall be the defined according to the aggregation operation performed by the TSA for the time value indicated in TSTInfo. 

The links component of a value of type BindingInfo is a collection of values of type Link.  For a value of type BindingInfo that is associated with a given eContent value encapsulating a value of type TSTInfo, this component shall be the defined according to the linking operation performed by the TSA for the time value indicated in TSTInfo. 

The publish component of a value of type BindingInfo is a collection of values of type Chain.  For a value of type BindingInfo that is associated with a given eContent value encapsulating a value of type TSTInfo, this component shall be the defined according to the publishing operation performed by the TSA for the time period properly containing the time value indicated in TSTInfo. 

The extensions component of a value of type BindingInfo contains additional information that is generated by the TSA.

Additional ASN.1 data types are defined below.

The Chain data type represents a sequence of steps defined for an aggregation or publishing operation.  A computation operation on a value of type Chain,if applicable, produces as a result the octet string of the corresponding aggregation or publishing operation.

Chains ::= SEQUENCE SIZE (1..MAX) OF Chain 

Chain ::= SEQUENCE {

    algorithm    ChainAlgorithmIdentifier,

    links        Links

}

ChainAlgorithmIdentifier = AlgorithIdentifier {{ ChainAlgorithms }}

ChainAlgorithms ALGORITHM ::= {

    ---

    … --- Expect additional chain algorithms ---

}

The algorithm component of a value of type Chain is an algorithm identifier that identifies the algorithm to be used for computing the result for the corresponding operation as applied to the value of the links component.

The Link data type represents a single linking operation or a single step of either an aggregation or a publishing operation.  A computation operation on a value of type Link, if applicable, produces as a result the octet string of the corresponding single linking operation or of the single step of either an aggregation or a publishing operation.

Links ::= SEQUENCE SIZE (1..MAX) OF Link

Link ::= SEQUENCE {

    algorithm    [0] LinkAlgorithmIdentifier OPTIONAL,

    identifier   [1] INTEGER OPTIONAL,

    members      Nodes

}

LinkAlgorithmIdentifier = AlgorithIdentifier {{ LinkAlgorithms }}

LinkAlgorithms ALGORITHM ::= {

    ---


… --- Expect additional link algorithms ---

}

The algorithm component of a value of type Link is an algorithm identifier that identifies the algorithm to be used for computing the result of the corresponding operation as applied to the value of the members component.  If the algorithm component is not present, the algorithm used to compute the resulting link is specified at a higher level, for example, within the algorithm component of a value of type Chain in the case of the computation of a value of type Chain.

The identifier component, if present, allows for the results of the corresponding operation on the value of type Link to be referenced as input to other operations, for example, within a computation of a value of type Chain.

The Node data type is a represents a single input element to a single linking operation or to a single step of either an aggregation or a publishing operation.

Nodes ::= SEQUENCE SIZE (1..MAX) OF Node

Node ::= CHOICE {

    imprints
[0] Imprints,

    reference     [1] INTEGER

}

Imprints::=  SEQUENCE SIZE (1..MAX) OF Imprint

Imprint ::= OCTET STRING

The Imprints choice alternative of the Node type contains the actual data to be used as input to the corresponding operation.

The reference choice alternative of the Node type contains an integer whose value identifies a value of type Link within the same context to be used as input to the corresponding operation.  In this case, the value of the reference component corresponds to the value of the identifier component in the value of type Link whose result is to be included in the current operation.  A value of zero in the reference component indicates that the input data to the operation is to be obtained from a source external to the local group of values of type Link being computed; the specific source is defined at a higher level.

The extName extension is defined as an extension for values of type BindingInfo, and may be used to identify steps of the overall time stamp token generation process for auditing or record-keeping purposes.  This extension may be used when the time stamp token generation process is implemented by a cooperating set of distinct processes.  The associated ASN.1 types are defined as follows:

extName EXTENSION ::= { SYNTAX ExtName IDENTIFIED BY tsp-ext-name }
ExtName ::= GeneralName
tsp-ext-name ::= OBJECT IDENTIFIER { iso(1)

             standard(0) time-stamp(18014) 

             lt(3) name(5) }

The extTime extension is defined as an extension for values of type BindingInfo, and may be used to record time values at which each step of the overall time stamp token generation process occurred for auditing or record-keeping purposes.  This extension may be used when the time stamp token generation process is implemented by a cooperating set of distinct processes.  The associated ASN.1 types are defined as follows:
extTime EXTENSION ::= { SYNTAX ExtTime IDENTIFIED BY tsp-ext-time }
ExtTime ::= GeneralizedTime

tsp-ext-time ::= OBJECT IDENTIFIER { iso(1)

             standard(0) time-stamp(18014) 

             lt(3) time (6) }

For a given time stamp info object, the TSA encapsulates the time stamp info into a value of type EncapsulatedContentInfo and generates a value of type BindingInfo whose msgImprints component is set to a collection of message digests computed over the eContent component of encapContentInfo. The msgImprints component is used as input for the aggregation and linking operation of the TSA for the time value indicated in the timestamp info and the remaining components of the value of type BindingInfo are computed based on the results of the aggregation and linking operation performed by the TSA.  The details of the BindingInfo calculation depend on the aggregation and linking algorithms employed by the TSA.  The generated value of type BindingInfo is stored in the digest component of the resulting value of type DigestedData.   

Additional information about the aggregation, linking and publishing operations of a TSA implementing this timestamping method are detailed in Annex L [???].

For timestamp tokens issued by TSAs using this timestamping method, the tsa and extensions fields of TSTInfo shall be present. The tsa field is required for timestamp token verification. The extensions field is required to carry the identification of the method used.

8.3.4 Time Stamp Token Verification

The validity of a time stamp token shall be verified by checking that:

· the time stamp token is syntactically well-formed;

· the value of the messageImprint component of the time stamp token matches the value of a messageImprint computed at verification time over the data subject to scrutiny;

· the value of the messageImprint component of every ExtHash extension in the time stamp token matches the value of a messageImprint computed at verification time over the data subject to scrutiny, and

· the policy under which the time stamp token is issued is acceptable for the intended usage.

Furthermore, the verifier shall carry out a verification protocol exchange with the issuing TSA using a data integrity and data origin authentication protected channel.  The TSA shall verify the contents of the BindingInfo data structure encapsulated in the time stamp token against the results of the linking operations maintained by the TSA.  

The input and output values of the linking operations maintained by the TSA shall be auditable by third parties, under prior agreement, to algorithmically verify the correctness of the TSA’s linking and publishing operations.

8.4 Linked and Signed Method

8.4.1 General

In this time stamp method, the TSA uses hash functions to link and cryptographically bind the time stamp info object encapsulated in the time stamp token with previously issued time stamp tokens in a way similar to the linked time stamp method described in subsection 8.3.  In addition, the TSA uses the private key of an asymmetric key pair to digitally sign the time stamp info object encapsulated in the time stamp token, and includes in the signed attributes the data authenticating the time stamp info object’s participation in the TSA’s aggregation and linking operation for the time value contained in it.  The TSA maintains the input and output values of the linking operation and performs publishing operations on the output values, resulting in values derived from them being published on widely available media to achieve a widely witnessed time stamp process.  Each time stamp token contains data authenticating its participation in the TSA’s aggregation and linking operations.  The time stamp token verification is carried out either by performing signature verification using the corresponding public key and/or by carrying out a verification protocol exchange with the issuing TSA.

8.4.2 Time Stamp Token Request

The requester entity shall specify this timestamping method using the ExtMethod extension specified in the extensions field of the timestamp request object with the following object identifier:

tsp-req-link-ds OBJECT IDENTIFIER ::= { iso(1)

                standard(0) time-stamp(18014) 

                lt(3) link-ds(2) }

8.4.3 Time Stamp Token Generation

The timestamp token produced using this time stamp method is a sequence of two components, contentType and content, which are defined in Section 7.4 in terms of the &id and &Type components of an information object class of value: 

{SignedData IDENTIFIED BY id-signedData}

The contentType component of the time stamp token contains the value id-signedData, defined as follows:

id-signedData OBJECT IDENTIFIER ::= { iso(1) 

              member-body(2) us(840) rsadsi(113549) pkcs(1) 

              pkcs7(7) 2 }

The content component of the time stamp token contains a value of type SignedData, described in [X9.73:2003] as follows:

SignedData ::= SEQUENCE {

    version             CMSVersion,

    digestAlgorithms    DigestAlgorithmIdentifiers,

    encapContentInfo    EncapsulatedContentInfo,

    certificates        [0] CertificateSet OPTIONAL,

    crls                [1] CertificateRevocationLists OPTIONAL,

    signerInfos         SignerInfos }

All components are defined as for the SignedData type in Section 8.1.3.

For a given time stamp info object, the TSA encapsulates the time stamp info into a value of type EncapsulatedContentInfo and generates a value of type BindingInfo whose msgImprints component is set to a collection of message digests computed over the eContent component of encapContentInfo. The msgImprints component is used as input for the aggregation and linking operation of the TSA for the time value indicated in the timestamp info and the remaining components of the value of type BindingInfo are computed based on the results of the aggregation and linking operation performed by the TSA.  The details of the BindingInfo calculation depend on the aggregation and linking algorithms employed by the TSA.  The generated value of type BindingInfo shall be encapsulated in the values component of a value of type Attribute defined as:

{WITH SYNTAX BindingInfo ID tsp-signedData }

where the value tsp-signedData is defined as follows:

tsp-signedData ::= OBJECT IDENTIFIER { iso(1)

             standard(0) time-stamp(18014) 

             lt(3) signedData(9) }
This attribute shall be included in the signedAttrs component of the SignerInfo in the SignedData value generated by the TSA, and is thus protected by the signature component of the SignerInfo value generated by the TSA. 

For time stamp tokens issued by TSAs using this time stamp method, the tsa and extensions fields of TSTInfo shall be present. The tsa field is required for time stamp token verification according to the aggregation and linking operation of the TSA. The extensions field is required to carry the identification of the method used.

8.4.4 Time Stamp Token Verification

The validity of a time stamp token shall be verified by checking that:

· the time stamp token is syntactically well-formed;

· the value of the messageImprint component of the time stamp token matches the value of a messageImprint computed at verification time over the data subject to scrutiny;

· the value of the messageImprint component of every ExtHash extension in the time stamp token matches the value of a messageImprint computed at verification time over the data subject to scrutiny, and

· the policy under which the time stamp token is issued is acceptable for the intended usage.

Furthermore, the verifier may carry out a verification protocol exchange with the issuing TSA using a data integrity and data origin authentication protected channel.  The TSA shall authenticate the contents of the BindingInfo data structure encapsulated in the time stamp token against the results of the linking operations maintained by the TSA.  The result of the linking operations maintained by the TSA shall be auditable by third parties, under prior agreement, to algorithmically verify the correctness of the TSA’s linking and publishing operations.

The verifier entity may also perform signature verification of the time stamp token in ways similar to the time stamp method using digital signatures (section 8.1.4).

9 Time Stamp Message Flows

9.1 General

This section (i) describes the time calibration processes and provides a general definition for a verifiably traceable calibration, (ii) describes timestamp token transaction flows and provides the mandatory TSA and requestor process tables, and (iii) describes timestamp token verification transaction flows and provides the mandatory verification service provider process table.  The TSA, requestor and verification service provider process tables provide assurance towards entity and system interoperability.

9.2 Time Calibration Messages

Frequency is the rate of occurrence of a repetitive event [B.2].  Average frequency over a time interval can be measured very precisely.  Time interval is one of the four basic standards of measurement (the others are length, mass, and temperature) and can be measured with the most resolution and the least uncertainty.  Devices that produce a known frequency are called frequency standards.  These devices must be calibrated so that they remain within the tolerance required by the user’s application.  Frequency calibrations measure the performance of a device under test (DUT) against an established reference frequency standard to determine the difference.  Further, the reference frequency standard used for the calibration must be traceable.  The ISO International System of Units Guide – International Vocabulary of Basic and General Terms in Metrology defines traceability as “The property of the result of a measurement or the value of a standard whereby it can be related to stated references, usually national or international standards, through an unbroken chain of comparisons all having stated uncertainties.”  

For example, the National Institute of Standards and Technology (NIST) and the Unites States Naval Observatory (USNO) individually calibrate their clocks to the International Time Authority (ITA) and synchronize their clocks with each other to within 100 nanoseconds [B.4].  NIST provides the Automated Computer Time Service (ACTS) and the Internet Time Service (ITS).  The ACTS clock(s) are calibrated against the NIST clock(s) and the ITS clock(s) are calibrated against the ACTS clock(s).  Both the ACTS and the ITS are for use by a third party to calibrate its device under test (DUT) clock [B.5]. 
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Figure 5 - NIST Traceable Calibration

Further, the Department of Defense provides the Global Positioning System (GPS).  The GPS clock(s) are calibrated against the USNO clock(s).  NIST provides the Frequency Measurement & Analysis Service (FMAS), which is a hardware and software package for use by a third party to calibrate its device under test (DUT) clock against the GPS clock(s), and monitors each FMAS package for accuracy [B.2].  

All three third party calibrations (i.e., ACTS, ITS, FMAS) are ultimately traceable to NIST and the ITA as the reference frequency standard [B.3], however this American National Standard requires that the reference frequency standard be verifiably traceable.  The communication between the time source entity and the device under test providing time calibration services consists of the following steps:
	Time Source Entity
	
	Device Under Test

	1. Reference Frequency Standard
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	2. Time Frequency Calibration



	3. Time Calibration Report
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	4. Time Clock Adjustment




1.
The time source entity provides a reference frequency standard to the device under test. 

2.
The device under test performs a time frequency calibration during which the time source entity may monitor the calibration process [B.2]. 

3.
The time source entity provides a time calibration report [B.1] to the device under test.  

4.
The device under test may adjust its clock to within its stated policy and practice parameters.

9.3 Time Stamp Acquisition Messages

9.3.1 Timestamp Token Request

The communication between the requestor entity and the TSA providing time-stamping services for a timestamp token request message consists of the following steps:

	Requestor
	
	TSA

	1. TimeStampReq generation.
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	2. TimeStampReq submission.
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	3. TimeStampReq verification.
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1. The requestor entity shall generate a value of type TimeStampReq as defined in Section 7.x for the data being timestamped.  Specifically, the data being timestamped shall be hashed using one of the hash algorithms defined in [X9 …].  The messageImprint field of the timestamp request object shall be set to the value of an object of type MessageImprint, defined as a sequence of two fields:  the object identifier for the hash algorithm being used, and the OCTET string value of the resulting hash value.  The requestor entity may insert a nonce value in the timestamp request object.  The nonce value is a large random number and its use is recommended for detecting replay attacks.  The requestor entity may set other fields of the timestamp request object appropriately (for example, by specifying a specific timestamping method, or the TSA policy under which the timestamp token should be issued).

2. The requestor entity shall submit the value of type TimeStampReq to the TSA.  Depending on the requested timestamping method as specified in the timestamp request object, communication between the requestor entity and the TSA may require data integrity and data origin authentication protection. This protection may be provided by any means, for example over a secured channel, or using public keys that do not need to last longer than the transaction lapse.

3. The TSA shall verify that the timestamp request object received is syntactically well-formed and that the policy for the issuance of the timestamp token, if specified, is acceptable.  

	Requestor
	
	TSA

	
	
	4. TSTInfo generation
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4. If this is the case, the TSA shall generate a value of type TSTInfo for the received request.  Specifically, the TSA will insert a value of type MessageImprint reproducing the corresponding value of type MessageImprint in the received timestamp request object.  The TSA shall insert a serial number and a time value of type GeneralizedTime, and optionally, accuracy and ordering information. The TSA shall specify the policy under which the timestamp token is issued; if a policy field was present in the received timestamp request object and its value is acceptable by the TSA, this policy value shall be reproduced in the generated timestamp information object. If a nonce value was present in the received timestamp request object, this value shall be reproduced in the generated timestamp information object.  The TSA may reproduce in the timestamp information object the extensions included in the timestamp request object and may insert other extensions.  The TSA may insert a value of type GeneralName for the TSA name.

	TSA Processing Status
	PKI Status
	PKI Free Text
	PKI Failure Info

	TSA System Unavailable 
	Rejected
	-
	Time Not Available 

	Time Stamp Request Syntax Error
	Rejected
	-
	Bad Data Format

	Invalid Version Number 
	Rejected
	-
	Bad Request

	Invalid Hash Algorithm Identifier 
	Rejected
	-
	Bad Algorithm

	Invalid Policy 
	Rejected
	-
	Unacceptable Policy 

	Invalid Certificate Request 
	Rejected
	-
	Added Info Not Available

	Unknown Critical Extensions 
	Rejected
	-
	Unacceptable Extension

	TSA System Failure
	Rejected
	-
	System Failure 

	Issue Time Stamp Token 
	Granted
	-
	- 


Table 1 - TSA Actions

The TSA may experience system outages, discern syntax or semantic errors in the timestamp request object, or encounter internal system failure during the TSTInfo generation.  Table 1 - TSA Actions shows the TSA actions to generate a proper TST response message. 

9.3.2 Timestamp Token Response

The communication between the TSA providing time-stamping services and the requestor entity for a timestamp token response message consists of the following steps:

	Requestor
	
	TSA

	7. TimeStampResp verification.
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	6. TimeStampResp return. 
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	5. TimeStampResp generation. 
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5. The TSA shall perform additional operations on the generated value of type TSTInfo and encapsulate the results and the DER-encoded value of the TSTInfo data structure in a timestamp token.  The additional operations and encapsulation method are dependent on the specific timestamping method practiced by the TSA, and have the effect of cryptographically binding the submitted messageImprint and nonce in the timestamp request object to the time value assigned by the TSA.

6. The TSA shall return the timestamp token to the requestor entity.

7. The requestor entity shall verify that the received timestamp token is well-formed and correct.

	Requestor Processing Status
	Log Event
	Retry Logic
	Exception Processing

	TST Response: Rejected 
	Log
	W ( seconds, R ( 3
	Rth retry 

	TST Response: Granted
	-
	-
	-

	· Syntax Error
	Log
	W = 0, R = 1
	2nd retry 

	· TSTinfo Mismatch
	Log
	W = 0, R = 1
	2nd retry

	· TST Verification Failure 
	Log
	W = 0, R = 1
	2nd retry 

	· TST Verification OK 
	- 
	-
	- 


Table 2 - Requestor Actions

The requestor may receive a rejected or granted TST response.  Table 2 - Requestor Actions shows the requestor actions for handling the TST response.  W is the recommended waiting time (e.g., measured in seconds) for the requestor’s retry logic, and R is the requestor’s recommended number of retries.  Exception processing is wholly dependent upon the requestor’s application (e.g., log the event, use alternate time source, proceed without a time stamp) and occurs on the final failed retry.

9.4 Time Stamp Verification Messages

9.4.1 Timestamp Token Verification

Depending on the timestamping method used for issuing a given timestamp token, the verifier entity may be required to carry out a verification protocol exchange with a verification service provider(s), whom may also be the original issuing TSA.  Verification is a two-step process:

· Validate the TSTInfo object contained within the Timestamp Token, and 

· Validate the Timestamp Token 

TSTInfo validation may be performed by the verifier and/or a verification service provider as follows: 

· The Version component should be syntactically and semantically correct. 

· The TSAPolicyId component should be syntactically and semantically correct. 

· The GeneralizedTime component should be syntactically correct. 

· The Accuracy component should be syntactically and semantically correct. 

Timestamp Token validation may be performed by the verifier or a verification service provider, and is dependent upon the timestamping method.

9.4.2  Timestamp Token Verification Request

The communication between the verifier entity and the verification service provider for a timestamp token verification request message consists of the following steps: 

	Verifier
	
	Verification Service Provider

	1. VerifyReq generation. 
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	2. VerifyReq submission. 
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	3. VerifyReq verification. 
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1. The verifier entity shall generate a value of type VerifyReq as defined in [Section 7.7] for the timestamp token subject to scrutiny.  Specifically, the tst field of the verification request object shall be set to the value of the timestamp token.  The verifier identity may optionally insert a request-identifying string in the requestID field of the verification request object.

2. The verifier entity shall submit the value of type VerifyReq to the verification service provider.  Communication between the verifier entity and the verification service provider requires data integrity and data origin authentication protection. This protection may be provided by any means, for example over a secured channel, or using public keys that do not need to last longer than the timestamp verification transaction.

3. The verification service provider shall validate that the verification request object received is syntactically well-formed and that the timestamp token included in the verification request object was issued by this TSA, as specified by the tsa field of the encapsulated timestamp information object.

	Verifier
	
	Verification Service Provider

	
	
	4. VerifyReq validation. 
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4. The verification service provider shall perform a validation process for the timestamp token.  The verification process is dependent on the specific timestamping method practiced by the TSA for the issuance of the timestamp token. 

	Verification Service Provider (VSP) Processing Status
	PKI Status
	PKI Free Text
	PKI Failure Info

	VSP System Unavailable 
	Rejected
	-
	Verification Not Available **

	Time Stamp Request Syntax Error
	Rejected
	-
	Bad Data Format

	Invalid Version Number 
	Rejected
	-
	Bad Request

	Invalid Hash Algorithm Identifier 
	Rejected
	-
	Bad Algorithm

	Invalid Policy 
	Rejected
	-
	Unacceptable Policy 

	Invalid Certificate Request 
	Rejected
	-
	Added Info Not Available

	Unknown Critical Extensions 
	Rejected
	-
	Unacceptable Extension

	VSP System Failure
	Rejected
	-
	System Failure 

	Timestamp Token Unverified
	Failed **
	- 
	Verification Failure **

	Timestamp Token Verified 
	Granted
	-
	- 


Table 3 - Verification Service Provider Actions

The verification service provider may experience system outages, discern syntax or semantic errors in the timestamp request object, or encounter internal system failure during the TSTInfo generation.  Table 3 - Verification Service Provider Actions shows the verification service provider actions to generate a proper timestamp token verification response message. 

**
JJS NOTE: The PKIStatus and PKIFailureInfo values for timestamp verification are similar but not exactly the same as for timestamp token issuance.  We need to add some definitions!!
9.4.3  Timestamp Token Verification Response

The communication between the verifier entity and the verification service provider for a timestamp token verification response message consists of the following steps: 

	Verifier
	
	Verification Service Provider

	7. VerifyResp verification. 
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	6. VerifyResp return. 
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	5. VerifyResp generation. 
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5. The verification service provider shall generat a value of type VerifyResp.  The tst field of the returned verification response object shall be identical to the tst field of the submitted verification request object.  If the verification request object included a requestID field, this field shall be reproduced in the verification response object.

6. The verification service provider shall return the timestamp token to the verifier entity.

The verifier entity shall validate that the received timestamp token is well-formed and correct

Annex A: (Normative) ASN.1 Module Using 2002 Syntax

A.1 ASN.1 Module
TrustedTimeStamp -- { Need an OID here } --
   DEFINITIONS IMPLICIT TAGS ::= BEGIN

-- EXPORTS All; --

IMPORTS

   -- ISO/IEC 9594-8 | ITU-T Rec. X.509 AuthenticationFramework --

   EXTENSION, Extensions
      FROM AuthenticationFramework {
         joint-iso-itu-t ds(5) module(1) authenticationFramework(7) 4 }

   -- ISO/IEC 9594-8 | ITU-T Rec. X.509 CertificateExtensions --

   GeneralName
      FROM CertificateExtensions {
         joint-iso-itu-t ds(5) module(1) certificateExtensions(26) 4 }

   AuthenticatedData, SignedData
      FROM CryptographicMessageSyntax {
         iso(1) member-body(2) us(840) rsadsi(113549) 
            pkcs(1) pkcs-9(9) smime(16) modules(0) cms(1) };


TimeStampReq ::= SEQUENCE {
   version         Version,
   messageImprint  MessageImprint,
   reqPolicy       TSAPolicyId  OPTIONAL,
   nonce           Nonce  OPTIONAL,
   certReq         BOOLEAN  DEFAULT FALSE,
   extensions      [0] Extensions  OPTIONAL
}

MessageImprint ::= SEQUENCE {
   hashAlgorithm  DigestAlgorithmIdentifier,
   hashedMessage  OCTET STRING
}

DigestAlgorithmIdentifier ::= AlgorithmIdentifier {{ DigestAlgorithms }}

DigestAlgorithms ALGORITHM ::= {
   { OID sha1 PARMS NULL },
   --
   ... -- Expect additional digest algorithms --
}

TSAPolicyId ::= POLICY.&id({TSAPolicies})

TSAPolicies POLICY ::= {
   --
   ... -- Any supported TSA policy --
}

TimeStampResp ::= SEQUENCE {
   status          PKIStatusInfo,
   timeStampToken  TimeStampToken  OPTIONAL
}

PKIStatusInfo ::= SEQUENCE {
   status        PKIStatus,
   statusString  PKIFreeText  OPTIONAL,
   failInfo      PKIFailureInfo  OPTIONAL
}

PKIStatus ::= INTEGER {
   granted                (0), -- request is completely granted
   grantedWithMods        (1), -- modifications were necessary, requester is
                               -- responsible for asserting the differences
   rejection              (2), -- request not fulfilled, the failure code
                               -- provides additional information
   waiting                (3), -- request not yet processed, requester                                  -- receives a receipt that the request has been received
   revocationWarning      (4), -- a revocation is imminent
   revocationNotification (5)  -- a revocation has occurred
}

PKIFreeText ::= SEQUENCE SIZE(1..MAX) OF UTF8String

PKIFailureInfo ::= BIT STRING {
   badAlg               (0), -- unrecognized or unsupported   AlgorithmIdentifier
   badRequest           (2), -- transaction not permitted or supported
   badDataFormat        (5), -- data submitted has the wrong format
   timeNotAvailable    (14), -- TSAs service is not available
   unacceptedPolicy    (15), -- requested TSA policy is not supported
   unacceptedExtension (16), -- requested TSA extension is not supported 
   addInfoNotAvailable (17), -- requested additional information not  available
   systemFailure       (25) -- system failure
}

TimeStampToken ::= SEQUENCE {
   contentType  CONTENT.&id({Contents}),
   content      [0] EXPLICIT CONTENT.&Type({Contents}{@contentType})
}

Contents CONTENT ::= {
   time stamp-mechanism-signature  |
   time stamp-mechanism-MAC        |
   time stamp-mechanism-archival,
   --
   ... -- Expect additional time stamp mechanisms --
}

-- Time stamp mechanism information objects --

time stamp-mechanism-signature CONTENT ::= {
   SignedData IDENTIFIED BY id-signedData
}

time stamp-mechanism-MAC CONTENT ::= {
   AuthenticatedData IDENTIFIED BY id-ct-authData
}

time stamp-mechanism-archival CONTENT ::= {
   ETSTInfo IDENTIFIED BY id-data
}

ETSTInfo ::= OCTET STRING (CONTAINING TSTInfo ENCODED BY der)

TSTInfo ::= SEQUENCE {
   version         Version,
   policy          TSAPolicyId,
   messageImprint  MessageImprint,
   serialNumber    SerialNumber,
   genTime         GeneralizedTime,
   accuracy        Accuracy  OPTIONAL,
   ordering        BOOLEAN DEFAULT FALSE,
   nonce           Nonce  OPTIONAL,
   tsa             [0] EXPLICIT GeneralName  OPTIONAL,
   extensions      [1] Extensions  OPTIONAL
}

Version ::= INTEGER { v1(1) }

SerialNumber ::= INTEGER -- Expect large values --

Accuracy ::= SEQUENCE {
   seconds  INTEGER OPTIONAL,
   millis   [0] INTEGER(1..999)  OPTIONAL,
   micros   [1] INTEGER(1..999)  OPTIONAL
}
 (ALL EXCEPT({ -- no components present -- }))

Ordering ::= BOOLEAN

Nonce ::= INTEGER -- Expect large values --

-- Time stamping extensions --

TSExtensions EXTENSION ::= {
   extHash    |
   extMethod,
   --
   ... -- Expect additional extensions --
}

extHash EXTENSION ::= {
   SYNTAX ExtHash IDENTIFIED BY tsp-ext-hash
}

ExtHash ::= SEQUENCE SIZE(1..MAX) OF MessageImprint

extMethod EXTENSION ::= {
   SYNTAX ExtMethod IDENTIFIED BY tsp-ext-meth
}

ExtMethod ::= SEQUENCE SIZE(1..MAX) OF Method

Method ::= METHOD.&id({Methods})

Methods METHOD ::= {
   --
   ... -- Any time stamping method --
}

EncapsulatedContentInfo::= SEQUENCE {
   eContentType  CONTENT.&id({EContents}),
   eContent      [0] EXPLICIT CONTENT.&Type({EContents}{@eContentType})
}

EContents CONTENT ::= {
   { ETSTInfo IDENTIFIED BY id-ct-TSTInfo },
   --
   ... -- Expect additional content types --
}

-- Supporting definitions --

AlgorithmIdentifier { ALGORITHM:IOSet } ::= SEQUENCE {
   algorithm   ALGORITHM.&id({IOSet}),
   parameters  ALGORITHM.&Type({IOSet}{@algorithm})  OPTIONAL
}

ALGORITHM ::= CLASS {
   &id    OBJECT IDENTIFIER  UNIQUE,
   &Type  OPTIONAL
}
 WITH SYNTAX { OID &id [PARMS &Type] }

CONTENT ::= TYPE-IDENTIFIER -- ISO/IEC 8824-2, Annex A --

OIDS ::= CLASS {
   &id OBJECT IDENTIFIER  UNIQUE
}
 WITH SYNTAX { OID &id }

POLICY ::= OIDS -- Supported TSA policies --

METHOD ::= OIDS -- TSA Methods

-- Information object identifiers

tsp-ext-hash OBJECT IDENTIFIER ::= {
   iso(1) standard(0) time stamp(18014)
      extensions(1) hash(1)
}

tsp-ext-meth OBJECT IDENTIFIER ::= {
   iso(1) standard(0) time stamp(18014)
      extensions(1) meth(2)
}

der OBJECT IDENTIFIER ::= {
   joint-iso-itu-t asn1(1) ber-derived(2) distinguished-encoding(1)
}

sha1 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) oiw(14) secsig(3) 2 26
}

pkcs7 OBJECT IDENTIFIER ::= {
   iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) 
      pkcs7(7)
}

id-data OBJECT IDENTIFIER ::= { pkcs7 data(1) }

id-signedData OBJECT IDENTIFIER ::= { pkcs7 signedData(2) }

smime OBJECT IDENTIFIER ::= {
   iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) 
      pkcs9(9) smime(16)
}

id-ct-authData OBJECT IDENTIFIER ::= { smime ct(1) authData(2) }

id-ct-TSTInfo OBJECT IDENTIFIER ::= { smime ct(1)tstInfo(4) }

-- Verification of a timestamp token --

VerifyReq ::= SEQUENCE {
   version    Version,
   tst        TimeStampToken,
   requestID  RequestID  OPTIONAL
}

VerifyResp ::= SEQUENCE {
   version    Version,
   status     PKIStatusInfo,
   tst        TimeStampToken,
   requestID  RequestID  OPTIONAL
}

RequestID ::= OCTET STRING (SIZE(1..MAX))


END  -- TrustedTimeStamp --


Annex B: Will be Control Objectives (D)

Annex C: (Informative) Time Stamp Policy and Time Stamp Practice Statement 

C.1 Overview 

The Time Stamp Policy (TSP) states the goals of “what” is to be achieved, whereas the Time Stamp Practice Statement (TSPS) states the performance of “how” the goals will be fulfilled.  Furthermore, the TSP is considered a public document, certainly available to anyone upon request, whereas the TSPS contain more sensitive information and may be restricted to customers, business partners or prospective clients.  Each time stamp entity (i.e., Time Source, TSA, Requestor, and Verifier) is expected to have some Time Stamp Policy declarations, whereas only the TSA is expected to produce a TSPS.  Further, each time stamp entity is also expected to have detailed time stamp procedures that are internal to the organization.  

The Time Stamp Policy (TSP) declares what assertions the Time Stamp Authority (TSA) is making.  It specifies what warranties the TSA offers that these assertions are true, and what liabilities will be assumed or allocated by the TSA in the event that an assertion is discovered to be untrue.  It also specifies any limitations to these liabilities, the maximum liabilities per Time Stamp Token (TST) or per transaction, and specifies the types of transactions in which the warranties are in effect.  The TSP also specifies procedures for submission of claims and for resolution of disputes, and it specifies any conditions the participants  should fulfill or actions a Verifier should perform before being authorized to rely on a TST and its assertions. 

The purpose of the Time Stamp Practice Statement (TSPS) is to clearly define the general procedures and practices performed by the TSA in fulfilling the roles and functions of the TSA.  A TSPS may take the form of a declaration by the TSA of the details of its trustworthy system and the practices it employs in its operations to securely issue and manage its Time Stamp Tokens (TST).  Portions of a Time Practice Statement may also be included as part of the contract between the TSA and the Requestor.  

C.2 Time Stamp Policy (TSP) 

C.2.1 Environmental Policies

The Time Stamp Policy should contain declarations regarding environmental controls, that include but are not limited to the following assertions: 

Security Policy
The organization maintains controls to provide reasonable assurance that the organization’s Time Stamp Policy (TSP) and Time Stamp Practice Statement (TSPS) are maintained by a recognized policy management authority. 

Security Organization
The organization maintains controls to provide reasonable assurance that: 

· Management direction and support for information security is provided; 

· Information security is properly managed within the organization; 

· The security of facilities, systems and information assets accessed by third parties is maintained; and

· The security of information is maintained when the responsibility for functions has been outsourced to another organization or entity. 

Asset Classification and Management
The organization maintains controls to provide reasonable assurance that business assets and information receive an appropriate level of protection.

Personnel Security
The organization maintains controls to provide reasonable assurance that personnel and hiring practices enhance and support the trustworthiness of the organization's operations.

Physical and Environmental Security
The organization maintains controls to provide reasonable assurance that:

· Physical access to facilities housing time stamp systems is limited to properly authorized individuals and facilities are protected from environmental hazards;

· Loss, damage or compromise of assets and interruption to business activities are prevented; and 

· Compromise or theft of information and information processing facilities are prevented.

Operations Management
The organization maintains controls to provide reasonable assurance that:

· The correct and secure operation of the organization's information processing facilities is ensured;

· The risk of systems failure is minimized;

· The integrity of systems and information is protected against viruses and malicious software;

· Damage from security incidents and malfunctions is minimized through the use of incident reporting and response procedures; and

· Media are securely handled to protect media from damage, theft and unauthorized access.

System Access Management
The organization maintains controls to provide reasonable assurance that system access is limited to properly authorized individuals. 

Systems Development and Maintenance
The organization maintains controls to provide reasonable assurance that systems development and maintenance activities are properly authorized to maintain system integrity.

Business Continuity Management

The organization maintains controls to provide reasonable assurance of continuity of operations in the event of a disaster or key compromise.

Monitoring and Compliance
The organization maintains controls to provide reasonable assurance that:

· The organization complies with legal requirements;

· Compliance with the organization’s security policies and procedures is ensured; 

· The effectiveness of the system audit process is maximized and interference to/from the system audit process is minimized; and

· Unauthorized system usage is detected.
Event Journaling
The organization maintains controls to provide reasonable assurance that:

· Significant environmental, key management, and time stamp information life cycle events are accurately and completely logged;

· The confidentiality and integrity of current and archived event journals are maintained;

· Event journals are completely and confidentially archived in accordance with disclosed business practices; and

· Event journals are reviewed periodically by authorized personnel.
Other topics and more details regarding environmental controls may be included in the Time Stamp Policy declarations, particularly for those time stamp entities (i.e., Time Source, Requestor and Verifier) that do not support or maintain a Time Practice Statement.  

C.2.2 Key Management Policies

The Time Stamp Policy should contain declarations regarding key management controls, that include but are not limited to the following assertions: 

Key Generation
The organization maintains controls to provide reasonable assurance that keys are generated in accordance with industry standards.

Key Storage, Backup and Recovery
The organization maintains controls to provide reasonable assurance that private keys remain confidential and maintain their integrity.

Key Distribution
The organization maintains controls to provide reasonable assurance that the integrity and authenticity of keys are maintained during initial and subsequent distribution.

Key Usage
The organization maintains controls to provide reasonable assurance that keys are used only for their intended functions in their intended locations.

Key Destruction and Archival
The organization maintains controls to provide reasonable assurance that: 

· Keys are completely destroyed at the end of the key pair life cycle; and

· Archived keys remain confidential and are never put back into production.

Cryptographic Device Controls
The organization maintains controls to provide reasonable assurance that: 

· Access to cryptographic hardware is limited to properly authorized individuals; and 

· Cryptographic hardware is functioning correctly.
Other topics and more details regarding key management controls may be included in the Time Stamp Policy declarations, particularly for those time stamp entities (i.e., Time Source, Requestor and Verifier) that do not support or maintain a Time Practice Statement.  

C.2.3 Time Management Policies

The Time Stamp Policy should contain declarations regarding time management controls, that include but are not limited to the following assertions: 

Time Calibration
The organization maintains controls to provide reasonable assurance that its time calibration processes are reliable. 

Time Stamp Token Request
The organization maintains controls to provide reasonable assurance that its TST request handling is reliable. 

Time Stamp Token Response
The organization maintains controls to provide reasonable assurance that its TST response handling is reliable. 

Time Stamp Token Handling
The organization maintains controls to provide reasonable assurance that its TST handling is reliable. 

Time Stamp Token Verification
The organization maintains controls to provide reasonable assurance that its TST verification processes are reliable. 

Other topics and more details regarding time management controls may be included in the Time Stamp Policy declarations, particularly for those time stamp entities (i.e., Time Source, Requestor and Verifier) that do not support or maintain a Time Practice Statement.  

C.3 Time Stamp Practice Statement (TSPS)

C.3.1 Environmental Practice Statements 

C.3.1.1 Security Policy 

The TSPS should contain statements regarding its Security Policy, that include but are not limited to the following practices: 

Policy Management Authority
The organization establishes a Policy Management Authority (PMA) who:

· governs its Time Stamp Policy (TSP) and Time Stamp Practice Statement (TSPS), 

· is responsible for business risk assessments, 

· determines environmental security requirements and operational procedures, 

· determines key management security requirements and operational procedures, and

· determines time management security requirements and operational procedures.

Time Stamp Policy Management
The organization administers its Time Stamp Policy (TSP) such that:

· a review and approval process is in place to maintain the Time Stamp Policy (TSP), 

· a review and approval process is in place to ensure its Time Stamp Practice Statement (TSPS) is aligned with its Time Stamp Policy (TSP), and 

· a distribution and confirmation process is in place to ensure that the current Time Stamp Policy (TSP) and future TSP versions are readily available to all participants. 

Time Practice Statement Management
The organization administers its Time Stamp Practice Statement (TSPS) such that:

· a review and approval process is in place to maintain the Time Stamp Practice Statement (TSPS), 

· a distribution and confirmation process is in place to ensure that the current Time Stamp Practice Statement (TSPS) and future TSPS versions are readily available to all participants. 

C.3.1.2 Security Organization 

The TSPS should contain statements regarding its Security Organization, that include but are not limited to the following practices: 

Information Security Infrastructure
The organization supports a management group that:

· ensures a clear direction and visible management support for security initiatives, 
· coordinates he implementation of information security measures, 
· is responsible for the protection of individual assets and for carrying out specific security processes are clearly defined, and 
· maintains an authorization process for new information processing facilities. 
Security of Third Party Access
The organization permits third party access to its information processing facilities after:

· a business case has been developed and approved, 

· a risk assessment has been performed and accepted, 

· access controls procedures have been developed and tested, and 

· a formal contract has been established with the third party. 

Outsourcing
The organization specifies its security requirements and procedures in the contract with third party service providers for the outsourcing of information systems. 

C.3.1.3 Asset Classification and Management 

The TSPS should contain statements regarding its Asset Classification and Management, that include but are not limited to the following practices: 

Accountability for Assets
The organization identifies assets, maintained an asset inventory, and assigned asset owners. 

Information Classification
The organization implements a data classification scheme, assigned data classifications to assets, identified protective controls, and established security procedures. 

C.3.1.4 Personnel Security 

The TSPS should contain statements regarding its Personnel Security, that include but are not limited to the following practices: 

Personnel Security
The organization establishes personnel security procedures, provides ongoing personnel training, and has established a formal disciplinary process.  

C.3.1.5 Physical and Environmental Security 

The TSPS should contain statements regarding its Physical and Environmental Security, that include but are not limited to the following practices: 

Secure Areas
The organization establishes a physical security zone classification scheme, identified the security requirements for each zone, and implemented physical security controls in each zone. 

Equipment Security
The organization establishes an equipment safety and security classification scheme, identified the safety and security requirements, and implemented the appropriate controls. 

C.3.1.6 Operations Management 

The TSPS should contain statements regarding its Operations Management, that include but are not limited to the following practices: 

Operational Procedures and Responsibilities
The organization documents its operational procedures, including:

· formal change control and approval processes, 

· assignment and segregation of duties, and 

· separation of development, testing, and operational facilities. 

System Planning and Acceptance
The organization monitors system capacity, projects future needs, and uses pre-established evaluation criteria as part of its overall acceptance process. 

Protection Against Malicious Software
The organization uses detection and prevention anti-virus controls, and implements user awareness and training programs. 
Incident Reporting and Response
The organization uses formal reporting and response processes. 

Media Handling and Security
The organization securely manages electronic, magnetic and paper media using documented processes. 

C.3.1.7 System Access Management

The TSPS should contain statements regarding its System Access Management, that include but are not limited to the following practices: 

User Access Management
The organization actively manages user registration, de-registration, user privileges, and passwords. 

Network Access Control
The organization practices denial-unless-permitted for local and remote access, disables unnecessary network services, and protects all enable network services. 

Operating System Access Control
The organization practices terminal identification, unique identification per user, and monitors the use of utility programs and system services. 

Application Access Control
The organization limits unnecessary access to applications, business data, and source libraries. 

C.3.1.8 Systems Development and Maintenance 

The TSPS should contain statements regarding its Systems Development and Maintenance, that include but are not limited to the following practices: 

Systems Development and Maintenance
The organization uses change control procedures over test and production systems for software, data, and operating systems. 

C.3.1.9 Monitoring and Compliance 

The TSPS should contain statements regarding its Monitoring and Compliance that include but are not limited to the following practices: 

Compliance with Legal Requirements
The organization has legal controls in place to:

· develop and monitor compliance with relevant statutes, regulations and contractual agreements, including those respecting privacy, intellectual property and proprietary software, and

· secure important records.

Review of Security Policy and Technical Compliance
The organization has implemented controls to insure compliance with stated policies.

System Audit Considerations
The organization has a formal process to provide for secure audits.

Monitoring System Access and Use
The organization has a formal process to access, audit, and review system use.

C.3.1.10 Event Journaling

The TSPS should contain statements regarding its Event Journaling that include but are not limited to the following practices: 

Event Journals
The organization has implemented automated and manual event journals which include the relevant elements.

Events Logged
The organization has detailed the events to be logged, and those elements that are not to be logged.

Event Journal Protection
The organization has implemented controls to create and maintain an event journal with data integrity.

Event Journal Archival
The organization archives its records periodically, and retains those archives for as long as the business has deemed it prudent to do so.

Review of Event Journal
The organization secures access to the event journal, verifies upon review the data integrity of the journal, and addresses irregular events.

C.3.2 Key Management Practice Statements 

C.3.2.1 Key Generation 

The TSPS should contain statements regarding its Key Generation that include but are not limited to the following practices: 

Key Generation
The organization has established controls and procedures in accordance with currently acceptable standards for the generation and protection of its cryptographic keys.

C.3.2.2 Key Storage, Backup and Recovery 

The TSPS should contain statements regarding its Key Storage, Backup and Recovery that include but are not limited to the following practices: 

Key Storage, Backup and Recovery
The organization has established rigorous and sound procedures to secure the storage, backup and recovery of its cryptographic keys, and to record all key-touching events in its event journal.

C.3.2.3 Key Distribution 

The TSPS should contain statements regarding its Key Distribution that include but are not limited to the following practices: 

Public Key Distribution
The organization has secured public key certificates at reasonable intervals and documented its procedures for distributing those.

Private Key Distribution
The organization has provided for the integrity of its private keys, documented their distribution, and to record all events touching organizational keys in its event journal.  

Symmetric Key Distribution
The organization has provided for the integrity of its symmetric keys, documented their distribution, and to record all events touching organizational keys in its event journal.

C.3.2.4 Key Usage 

The TSPS should contain statements regarding its Key Usage that include but are not limited to the following practices: 

Key Usage
The organization has controls in place to ensure that keys are generated and used as intended, and such intentions are documented at the time of key generation.

C.3.2.5 Key Destruction and Archival 

The TSPS should contain statements regarding its Key Destruction and Archival that include but are not limited to the following practices: 

Key Destruction
The organization has implemented procedures to destroy its cryptographic keys, and to record all events touching organizational keys in its event journal.

Key Archival
The organization has implemented procedures to manage its archived keys, to secure any access to them during their archival, and to record all events touching organizational keys in its event journal.

C.3.2.6 Cryptographic Device Controls 

The TSPS should contain statements regarding its Cryptographic Device Controls that include but are not limited to the following practices: 

Device Shipment
The organization has procedures to secure the tamper proof delivery of cryptographic hardware.

Device Receipt
The organization has established procedures to securely receive and verify the delivery of tamper proof cryptographic hardware, to check it upon arrival, and to record these actions in its event journal.



Device Pre-Use Storage

The organization has established procedures to securely store and access tamper proof cryptographic devices in the presence of no less than two trusted employees, and to record these actions in its event journal.

Device Installation
The organization has established procedures to securely install and initialize tamper proof cryptographic devices in the presence of no less than two trusted employees, and to record these actions in its event journal.

Device Usage
The organization has established procedures to verify that policies and practices for the correct usage of tamper proof cryptographic devices are followed, and to troubleshoot problems with the cryptographic device in the presence of no less than two trusted employees, and to record these actions in its event journal.

Device De-installation
The organization has established procedures to de-install cryptographic devices in the presence of no less than two trusted employees, and to record these actions in its event journal.

Device Service and Repair
The organization has established procedures to service and repair cryptographic devices in the presence of no less than two trusted employees, with inventory control and limited access, and to perform acceptance testing upon completion of any service or repairs, and to record these actions in its event journal.

Device Retirement
The organization has established procedures to disassemble and retire cryptographic hardware in the presence of no less than two trusted employees, to properly store or dispose of the keys and cases, and to record these actions in its event journal.

C.3.3 Time Management Practice Statements 

C.3.3.1 Time Calibration

The TSPS should contain statements regarding its Time Calibration that include but are not limited to the following practices: 

Time Calibration Process
The organization has implemented calibration practices that:

· Use a message protocol and calibration algorithm specified in an acceptable industry standard,

· Uses a national standard time source with an accuracy within a stated minimum, and

· Documents the calibration process in a “time certificate” format specified in an acceptable industry standard.

C.3.3.2 Time Stamp Token Request

The TSPS should contain statements regarding its Time Stamp Token Request that include but are not limited to the following practices: 

Request Processing
The organization validates time stamp requests as specified in an acceptable industry standard, and against the TSA’s own policy.

C.3.3.3 Time Stamp Token Response

The TSPS should contain statements regarding its Time Stamp Token Response that include but are not limited to the following practices: 

Response Generation
The organization generates Time Stamp Tokens as specified in an acceptable industry standard, and

· Uses a calibrated clock to within a minimum offset,

· Rejects any TST from an inaccurate clock,

· Uses time stamp methods, unique sequencing, and formatting, TSA identification in the TST as specified in an acceptable industry standard, and

· Requestor identification is not revealed in the TST or the response message.

C.3.3.4 Time Stamp Token Verification

The Time Stamp Verifier may also be the TSA, in which case the TSPS should contain statements regarding its Time Stamp Token Verification, that include but are not limited to the following practices: 

TST Verification Request
The organization:

· Validates TST verification requests as specified in an acceptable industry standard, and 

· Validates the TST policy or policies against the TSA’s policies and practices.

TST Verification Processing
The organization:

· Uses a hash algorithm for hash verification as specified in an acceptable industry standard,

· Validates the TST parameters as specified in an acceptable industry standard, 

· Validate the TST using the appropriate time stamp method as specified in an acceptable industry standard, 

· Validates the TST using third party service provider(s) as specified in an acceptable industry standard, 

· Validates the TST in accordance with the TSA policy and practices. 

TST Verification Response
The organization:

· Formats TST verification responses as specified in an acceptable industry standard, and 

· Protects the integrity and authenticity of the TST verification responses as specified in an acceptable industry standard.

Annex D: (Normative) TS Control Objectives

D.1 Overview

The goal of most organizations should be to meet or exceed industry standard practices when using technology in a responsible manner by imposing proper controls.  Compliance to policies, standards, and procedures can only be assured by verification of the controls via an “audit.”  There are two primary types of security reviews: 1) internal audits, and 2) external audits by an independent third party, such as an accounting or audit firm. 

Employees typically perform internal security reviews with possible assistance from an external audit firm.  The results of an internal audit are typically confidential within the company, and are not made available for general distribution.  External security reviews are performed by independent third parties.  The results of an external audit can be retained for use within a company, or may be in some circumstances distributed to end entities. 

The control criteria used for internal or external security reviews may be internally generated or originate from recognized standards, such as this standard.  Therefore, this annex contains guidelines for assessing the compliance of a time stamp entity to the requirements contained in this standard for the purposes an internal or an external audit.

The control objectives in this annex represent control criteria against which a time stamp entity may be evaluated or audited.  The control criteria described in this annex represent recommended practices for business, operational, and technical use by an organization which uses or offers time stamp services.  Existing security policies and practices may already address some of these control objectives.  An organization which uses or offers time stamp services should employ those controls, which are appropriate based on the organization's role and assessment of risks. 

The time stamp control objectives are organized as follows:

	Control Objectives:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier1

	Environmental Controls
	Annex D.2
	Annex D.2
	Annex D.2
	Annex D.2

	Key Management Controls
	Annex D.3
	Annex D.3
	Annex D.3
	Annex D.3

	Time Management Controls
	Annex D.4
	Annex D.4
	Annex D.4
	Annex D.4


1
For the purposes of this Annex, the Time Stamp Verifier is assumed to be a third party service provider performing Time Stamp Token verification for a relying party.  The verifier might actually be the TSA, the Time Stamp Requestor, the relying party, or a third party service provider. 

The specific control criteria applicable for each time entity are specified in each control objective category for Environmental Controls, Key Management Control, and Time Controls.  The control objectives and criteria are adapted from similar standards with comparable objectives and evaluation criteria: 

· ANS X9.79-2001 PKI Policy and Practices Framework 

· AICPA/CICA Webtrust for Certification Authority 

· ANS X9.84-2003 Biometric Information Management and Security 

The specific control objective and/or criteria are listed for each time entity, and where either the technology or process is not applicable, an entry of “n/a” has been inserted. 

D.2 Environmental Controls

	Environmental Controls
Control Objectives:
	Time

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Security Policy
	Annex D.2.1
	Annex D.2.1
	Annex D.2.1
	Annex D.2.1

	Security Organization
	Annex D.2.2
	Annex D.2.2
	n/a
	Annex D.2.2

	Asset Classification and Management
	Annex D.2.3
	Annex D.2.3
	n/a
	Annex D.2.3

	Personnel Security
	Annex D.2.4
	Annex D.2.4
	n/a
	Annex D.2.4

	Physical and Environmental Security
	Annex D.2.5
	Annex D.2.5
	n/a
	Annex D.2.5

	Operations Management
	Annex D.2.6
	Annex D.2.6
	n/a
	Annex D.2.6

	System Access Management
	Annex D.2.7
	Annex D.2.7
	n/a
	Annex D.2.7

	Systems Development and Maintenance
	Annex D.2.8
	Annex D.2.8
	n/a
	Annex D.2.8

	Error! Reference source not found.
	Annex Error! Reference source not found.
	Annex Error! Reference source not found.
	n/a
	Annex Error! Reference source not found.

	Monitoring and Compliance
	Annex D.2.10
	Annex D.2.10
	n/a
	Annex D.2.10

	Event Journaling
	Annex D.2.11
	Annex D.2.11
	n/a
	Annex D.2.11


D.2.1 Security Policy

Control Objective:  The organization maintains controls to provide reasonable assurance that the organization’s Time Stamp Policy (TSP) and Time Stamp Practice Statement (TSPS) exist and are maintained by a recognized policy management authority. 

	Security Policy
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier


	Policy Management Authority

	Annex D.2.1.1
	Annex D.2.1.1
	Annex D.2.1.1
	Annex D.2.1.1

	
	D-1
	D-1
	D-1
	D-1

	
	n/a
	D-2
	n/a
	n/a

	
	D-3
	D-3
	D-3
	D-3

	
Time Stamp Policy Management

	Annex D.2.1.2
	Annex D.2.1.2
	Annex D.2.1.2
	Annex D.2.1.2

	
	D-4
	D-4
	D-4
	D-4

	
	n/a
	D-5
	n/a
	n/a

	
	D-6
	D-6
	D-6
	D-6

	
	D-7
	D-7
	D-7
	D-7

	
Time Practice Statement Management

	Annex D.2.1.3
	Annex D.2.1.3
	Annex D.2.1.3
	Annex D.2.1.3

	
	n/a
	D-8
	n/a
	n/a

	
	n/a
	D-9
	n/a
	n/a

	
	n/a
	D-10
	n/a
	n/a


D.2.1.1 Policy Management Authority


	Policy Management Authority

Control Criteria:
	References
	

	D- AUTONUM 
	The organization has a Policy Management Authority with final authority and responsibility for specifying and approving the organization’s Time Stamp Policy (TSP).
	IS 17799

X9.79

X9.84

	D- AUTONUM 
	The organization has a Policy Management Authority with final authority and responsibility for specifying and approving the organization’s Time Stamp Practice Statement (TSPS).
	IS 17799

X9.79

X9.84

	D- AUTONUM 
	The Policy Management Authority has performed an assessment to evaluate business risks and determine the security requirements and operational procedures to be included in the applicable

Time Stamp Policy (TSP) and/or Time Stamp Practice Statement (TSPS) for the following:

· Environmental Controls,

· Key Management Controls,

· Time Management Controls. 
	IS 17799

X9.79

X9.84


D.2.1.2 Time Stamp Policy Management

	
	 
Time Stamp Policy Management

Control Criteria:
	References

	D- AUTONUM 
	Time Stamp Policy(s) are approved and modified in accordance with a defined review process, including responsibilities for maintaining the Time Stamp Policy(s). 
	IS 17799

X9.79

X9.84

	D- AUTONUM 
	A defined review process exists to ensure that Time Stamp Policy(s) are supported by the organization’s Time Stamp Practice Statement (TSPS). 
	IS 17799

X9.79

X9.84

	D- AUTONUM 
	The organization makes the Time Stamp Policies (TSP) readily available to all participants, e.g.:

· Time Source Entities, 

· Time Stamp Authority (TSA), 

· Time Stamp Requestor, and/or 

· Time Stamp Verifier. 
	IS 17799

X9.79

X9.84

	D- AUTONUM 
	The organization makes all revisions to the Time Stamp Policies (TSP) readily available to all participants, e.g.:

· Time Entities, 

· Time Stamp Authority (TSA), 

· Time Stamp Requestor, and/or 

· Time Stamp Verifier. 
	IS 17799

X9.79

X9.84


D.2.1.3 Time Practice Statement Management

	
	
Time Practice Statement Management

Control Criteria:
	References

	D- AUTONUM 
	Time Practice Statement(s) are approved and modified in accordance with a defined review process, including responsibilities for maintaining the Time Practice Statement(s). 
	IS 17799

X9.79

X9.84

	D- AUTONUM 
	The organization makes the Time Stamp Practice Statement (TSPS) available to all participants:

· Time Entities, 

· Time Stamp Requestor, and/or 

· Time Stamp Verifier. 
	IS 17799

X9.79

X9.84

	D- AUTONUM 
	The organization makes all revisions to the Time Stamp Practice Statement (TSP) available to all participants:

· Time Entities, 

· Time Stamp Requestor, and/or 

· Time Stamp Verifier. 
	IS 17799

X9.79

X9.84


D.2.2 Security Organization

Control Objective:  The organization maintains controls to provide reasonable assurance that:

· Management direction and support for information security is provided; 

· Information security is properly managed within the organization; 

· The security of facilities, systems and information assets accessed by third parties is maintained; and

· The security of information is maintained when the responsibility for functions has been outsourced to another organization or entity. 

	Security Organization
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Information Security Infrastructure
	Annex D.2.2.1
	Annex D.2.2.1
	Annex D.2.2.1
	Annex D.2.2.1

	
	D-11
	D-11
	n/a
	D-11

	
	D-12
	D-12
	n/a
	D-12

	
	D-13
	D-13
	n/a
	D-13

	
	D-14
	D-14
	n/a
	D-14

	Security of Third Party Access
	Annex D.2.2.2
	Annex D.2.2.2
	Annex D.2.2.2
	Annex D.2.2.2

	
	D-15
	D-15
	n/a
	D-15

	
	D-16
	D-16
	n/a
	D-16

	
	D-17
	D-17
	n/a
	D-17

	Outsourcing
	Annex D.2.2.3
	Annex D.2.2.3
	Annex D.2.2.3
	Annex D.2.2.3

	
	D-18
	D-18
	n/a
	D-18


D.2.2.1 Information Security Infrastructure

	
	Control Criteria: Information Security Infrastructure
	References

	D- AUTONUM 
	Senior management and/or a high-level management information security committee ensure there is clear direction and visible management support for security initiatives.
	ISO 17799

X9.79

	D- AUTONUM 
	A management group or security committee exists to coordinate the implementation of information security measures.
	ISO 17799

X9.79

	D- AUTONUM 
	Responsibilities for the protection of individual assets and for carrying out specific security processes are clearly defined.
	ISO 17799

X9.79

	D- AUTONUM 
	A management authorization process for new information processing facilities exists and is followed.
	ISO 17799


D.2.2.2 Security of Third Party Access

	
	Control Criteria: Security of Third Party Access
	References

	D- AUTONUM 
	Procedures exist and are followed to control access to the entity’s information processing facilities by third parties.
	ISO 17799

X9.79

	D- AUTONUM 
	Where there is a business need to connect to a third-party location, a risk assessment is performed to determine security implications and specific control requirements.
	ISO 17799

X9.79 

	D- AUTONUM 
	Arrangements involving third-party access to the entity’s information processing facilities are based on a formal contract containing all necessary security requirements. 
	ISO 17799 

X9.79 


D.2.2.3 Outsourcing

	
	Control Criteria: Outsourcing
	References

	D- AUTONUM 
	If the entity outsources the management and control of all or some of its information systems, networks, and/or desktop environments, the security requirements of the entity are addressed in a contract agreed between the entity and the outsourced service provider.
	ISO 17799

X9.79


D.2.3 Asset Classification and Management

Control Objective:  The organization maintains controls to provide reasonable assurance that business assets and information receive an appropriate level of protection.

	Asset Classification and Management
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Accountability for Assets
	Annex D.2.3.1
	Annex D.2.3.1
	Annex D.2.3.1
	Annex D.2.3.1

	
	D-19
	D-19
	n/a
	D-19

	
	D-20
	D-20
	n/a
	D-20

	Information Classification
	Annex D.2.3.2
	Annex D.2.3.2
	Annex D.2.3.2
	Annex D.2.3.2

	
	D-21
	D-21
	n/a
	D-21

	
	D-22
	D-22
	n/a
	D-22


D.2.3.1 Accountability for Assets

	
	Control Criteria: Accountability for Assets
	References

	D- AUTONUM 
	Owners are identified for all major assets, such as:

· Time Stamping systems and/or applications 

· TSA hardware and/or software 

· Cryptographic hardware and/or software

and assigned responsibility for the maintenance of appropriate controls.
	ISO 17799

X9.79

	D- AUTONUM 
	Inventories of important assets are maintained by the organization.
	ISO 17799

X9.79


D.2.3.2 Information Classification

	
	Control Criteria: Information Classification
	References

	D- AUTONUM 
	The organization has implemented information classification and associated protective controls for information that take account of business needs for sharing or restricting information, and the business impacts associated with such needs (e.g., unauthorized access or damage to the information). 
	ISO 17799

X9.79

	D- AUTONUM 
	Procedures are defined to ensure that information labeling and handling are performed in accordance with the organization's classification scheme and associated protective controls.
	ISO 17799

X9.79 


D.2.4 Personnel Security

Control Objective:  The organization maintains controls to provide reasonable assurance that personnel and hiring practices enhance and support the trustworthiness of the organization's operations.

	Personnel Security
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Personnel Security
	Annex D.2.4.1
	Annex D.2.4.1
	Annex D.2.4.1
	Annex D.2.4.1

	
	D-23
	D-23
	n/a
	D-23

	
	D-24
	D-24
	n/a
	D-24

	
	D-25
	D-25
	n/a
	D-25

	
	D-26
	D-26
	n/a
	D-26

	
	D-27
	D-27
	n/a
	D-27

	
	D-28
	D-28
	n/a
	D-28

	
	D-29
	D-29
	n/a
	D-29


D.2.4.1 Personnel Security

	
	Control Criteria: Personnel Security
	References

	D- AUTONUM 
	Security roles and responsibilities as specified in the organization's security policy are documented in job descriptions where appropriate.
	ISO 17799

X9.79 

	D- AUTONUM 
	Verification checks on permanent staff are performed at the time of job application.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Employees sign a confidentiality (non-disclosure) agreement as part of their initial terms and conditions of employment.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Controls on contracting personnel are documented, and include:

· Bonding requirements on contract personnel;

· Contractual requirements including indemnification for damages due to the actions of the contractor personnel; and 

· Audit and monitoring of contractor personnel.
	X9.79 

	D- AUTONUM 
	All employees of the organization and, where relevant, third-party users, receive appropriate training in organizational policies and procedures.  The organization's policies and procedures specify the following: 

· The training requirements and training procedures for each role; and

· Any retraining period and retraining procedures for each role.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Periodic reviews occur to verify the continued trustworthiness of personnel involved in the activities related to key management and Time Stamping systems.  
	

	D- AUTONUM 
	A formal disciplinary process exists and is followed for employees who have violated organizational security policies and procedures.  The organization's policies and procedures specify the sanctions against personnel for unauthorized actions, unauthorized use of authority, and unauthorized use of systems.  Appropriate and timely actions are taken when an employee is terminated so that controls and security are not impaired by such occurrences.
	ISO 17799 

X9.79  


D.2.5 Physical and Environmental Security

Control Objective:  The organization maintains controls to provide reasonable assurance that:

· Physical access to facilities housing time stamp systems is limited to properly authorized individuals and facilities are protected from environmental hazards;

· Loss, damage or compromise of assets and interruption to business activities are prevented; and 

· Compromise or theft of information and information processing facilities are prevented.

	Physical and Environmental Security
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Secure Areas
	Annex D.2.5.1
	Annex D.2.5.1
	Annex D.2.5.1
	Annex D.2.5.1

	
	D-30
	D-30
	n/a
	D-30

	
	D-31
	D-31
	n/a
	D-31

	
	D-32
	D-32
	n/a
	D-32

	
	D-33
	D-33
	n/a
	D-33

	
	D-34
	D-34
	n/a
	D-34

	
	D-35
	D-35
	n/a
	D-35

	
	D-36
	D-36
	n/a
	D-36

	
	D-37
	D-37
	n/a
	D-37

	
	D-38
	D-38
	n/a
	D-38

	
	D-39
	D-39
	n/a
	D-39

	
	D-40
	D-40
	n/a
	D-40

	
	D-41
	D-41
	n/a
	D-41

	
	D-42
	D-42
	n/a
	D-42

	Equipment Security
	Annex D.2.5.2
	Annex D.2.5.2
	Annex D.2.5.2
	Annex D.2.5.2

	
	D-43
	D-43
	n/a
	D-43

	
	D-44
	D-44
	n/a
	D-44

	
	D-45
	D-45
	n/a
	D-45

	
	D-46
	D-46
	n/a
	D-46

	
	D-47
	D-47
	n/a
	D-47

	
	D-48
	D-48
	n/a
	D-48

	
	D-49
	D-49
	n/a
	D-49


D.2.5.1 Secure Areas

	
	Control Criteria: Secure Areas
	References

	D- AUTONUM 
	Physical protection is achieved through the creation of clearly defined security perimeters (i.e., physical barriers) around the business premises and facilities housing Time Stamping systems.
	ISO 17799 

	D- AUTONUM 
	The perimeter of the building or site containing Time Stamping  systems is physically sound (i.e., there should be no gaps in the perimeter where a break-in could easily occur).
	ISO 17799 

	D- AUTONUM 
	A manned reception area or other means to control physical access is in place to restrict access to the building or site housing Time Stamping systems to authorized personnel only.
	ISO 17799 

	D- AUTONUM 
	To prevent unauthorized access and damage, critical or sensitive Time Stamping system components are housed in secure areas with appropriate physical barriers in place.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Secure areas are used in accordance with the security policy to protect offices, rooms and facilities with special security requirements.
	ISO 17799 

	D- AUTONUM 
	Intruder detection systems are installed and regularly tested to cover all external doors leading to secure areas.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Unoccupied secure areas are alarmed at all times.
	ISO 17799 

X9.79 

	D- AUTONUM 
	All personnel are required to wear visible identification and are encouraged to challenge anyone not wearing visible identification.
	ISO 17799 

	D- AUTONUM 
	Access to facilities is controlled and restricted to authorized persons only through the use of authentication controls.
	ISO 17799

	D- AUTONUM 
	All personnel entering and leaving the facility housing Time Stamping  systems are logged (i.e., an audit trail of all access is securely maintained).
	

	D- AUTONUM 
	Visitors to the facility housing Time Stamping  systems are supervised and their date and time of entry and departure are recorded.
	ISO 17799 

	D- AUTONUM 
	Third-party support services personnel are granted restricted access to secure facilities housing Time Stamping  systems only when required, and such access is authorized and monitored.  
	ISO 17799 

	D- AUTONUM 
	Access rights to the facility housing Time Stamping  systems are regularly reviewed and updated.
	ISO 17799 


D.2.5.2 Equipment Security

	
	Control Criteria: Equipment Security
	References

	D- AUTONUM 
	Equipment is sited or protected such as to reduce the risks from environmental threats and hazards, and opportunities for unauthorized access.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Equipment is protected from power failures and other electrical anomalies.  
	ISO 17799 

X9.79 

	D- AUTONUM 
	Power and telecommunications cabling carrying data or supporting Time Stamping  services is protected from interception or damage.  
	RFC 2527 

X9.79 

	D- AUTONUM 
	Equipment is maintained in accordance with the manufacturer’s instructions and/or other documented procedures to ensure its continued availability and integrity.  
	RFC 2527 

X9.79 

	D- AUTONUM 
	Security procedures and controls are used to secure equipment used outside an organization's premises. 
	ISO 17799 



	D- AUTONUM 
	All items of equipment containing storage media (i.e., fixed hard disks) are checked to determine whether they contain any sensitive data prior to disposal or re-use.  Storage devices containing sensitive information that are no longer in operational use are physically destroyed or securely overwritten.
	ISO 17799 

X9.79  

	D- AUTONUM 
	Equipment, information and software belonging to the organization cannot be taken off-site without authorization. 
	ISO 17799 

X9.79 


D.2.6 Operations Management

Control Objective:  The organization maintains controls to provide reasonable assurance that:

· The correct and secure operation of the organization's information processing facilities is ensured;

· The risk of systems failure is minimized;

· The integrity of systems and information is protected against viruses and malicious software;

· Damage from security incidents and malfunctions is minimized through the use of incident reporting and response procedures; and

· Media are securely handled to protect media from damage, theft and unauthorized access.

	Operations Management
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Operational Procedures and Responsibilities
	Annex D.2.6.1
	Annex D.2.6.1
	Annex D.2.6.1
	Annex D.2.6.1

	
	D-50
	D-50
	n/a
	D-50

	
	D-51
	D-51
	n/a
	D-51

	
	D-52
	D-52
	n/a
	D-52

	
	D-53
	D-53
	n/a
	D-53

	System Planning and Acceptance
	Annex D.2.6.2
	Annex D.2.6.2
	Annex D.2.6.2
	Annex D.2.6.2

	
	D-54
	D-54
	n/a
	D-54

	
	D-55
	D-55
	n/a
	D-55

	Protection Against Malicious Software
	Annex D.2.6.3
	Annex D.2.6.3
	Annex D.2.6.3
	Annex D.2.6.3

	
	D-56
	D-56
	n/a
	D-56

	Incident Reporting and Response
	Annex D.2.6.4
	Annex D.2.6.4
	Annex D.2.6.4
	Annex D.2.6.4

	
	D-57
	D-57
	n/a
	D-57

	
	D-58
	D-58
	n/a
	D-58

	
	D-59
	D-59
	n/a
	D-59

	
	D-60
	D-60
	n/a
	D-60

	
	D-61
	D-61
	n/a
	D-61

	Media Handling and Security
	Annex D.2.6.5
	Annex D.2.6.5
	Annex D.2.6.5
	Annex D.2.6.5

	
	D-62
	D-62
	n/a
	D-62

	
	D-63
	D-63
	n/a
	D-63

	
	D-64
	D-64
	n/a
	D-64

	
	D-65
	D-65
	n/a
	D-65


D.2.6.1 Operational Procedures and Responsibilities

	
	Control Criteria: Operational Procedures and Responsibilities
	References

	D- AUTONUM 
	Time Stamping  system operating procedures are documented and maintained.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Formal management responsibilities and procedures exist to control all changes to Time Stamping  system equipment, software and operating procedures.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Duties and areas of responsibility are segregated in order to reduce opportunities for unauthorized modification or misuse of information or services.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Development and testing facilities are separated from operational facilities.
	ISO 17799 

X9.79 


D.2.6.2 System Planning and Acceptance

	
	Control Criteria: System Planning and Acceptance
	References

	D- AUTONUM 
	Capacity demands are monitored and projections of future capacity requirements made to ensure that adequate processing power and storage are available.  
	ISO 17799 

	D- AUTONUM 
	Acceptance criteria for new information systems, upgrades and new versions are established and suitable tests of the system are carried out prior to acceptance.
	ISO 17799 


D.2.6.3 Protection Against Malicious Software

	
	Control Criteria: Protection Against Malicious Software
	References

	D- AUTONUM 
	Detection and prevention controls to protect against viruses and malicious software and appropriate user awareness procedures are implemented. 
	ISO 17799 

X9.79  


D.2.6.4 Incident Reporting and Response

	
	Control Criteria: Incident Reporting and Response
	References

	D- AUTONUM 
	A formal reporting procedure exists and is followed, together with an incident response procedure, setting out the action to be taken on receipt of an incident report.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Users of Time Stamping  systems are required to note and report observed or suspected security weaknesses in, or threats to, systems or services.
	ISO 17799 

	D- AUTONUM 
	Procedures exist and are followed for reporting hardware, software and firmware malfunctions or new feature requirements.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Procedures exist and are followed to ensure that faults are reported and corrective action is taken.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Incident management responsibilities and procedures exist and are followed to ensure quick, effective and orderly response to security incidents.
	ISO 17799 

X9.79 


D.2.6.5 Media Handling and Security

	
	Control Criteria: Media Handling and Security
	References

	D- AUTONUM 
	Procedures for the management of removable computer media require the following:

· If no longer required, the previous contents of any re-usable media that are to be removed from the organization are erased.

· Authorization is required for all media removed from the organization and a record of all such removals to maintain an audit trail is kept.

· All media are stored in a safe, secure environment, in accordance with manufacturers' specifications.
	ISO 17799 

X9.79  

	D- AUTONUM 
	Media is disposed of securely and safely when no longer required.
	ISO 17799

X9.79 

	D- AUTONUM 
	Procedures for the handling and storage of information exist and are followed in order to protect such information from unauthorized disclosure or misuse.
	ISO 17799 

X9.79 

	D- AUTONUM 
	System documentation is protected from unauthorized access.
	ISO 17799 

X9.79 


D.2.7 System Access Management

Control Objective:  The organization maintains controls to provide reasonable assurance that system access is limited to properly authorized individuals. 

	System Access Management
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	User Access Management
	Annex D.2.7.1
	Annex D.2.7.1
	Annex D.2.7.1
	Annex D.2.7.1

	
	D-66
	D-66
	n/a
	D-66

	
	D-67
	D-67
	n/a
	D-67

	
	D-68
	D-68
	n/a
	D-68

	
	D-69
	D-69
	n/a
	D-69

	
	D-70
	D-70
	n/a
	D-70

	Network Access Control
	Annex D.2.7.2
	Annex D.2.7.2
	Annex D.2.7.2
	Annex D.2.7.2

	
	D-71
	D-71
	n/a
	D-71

	
	D-72
	D-72
	n/a
	D-72

	
	D-73
	D-73
	n/a
	D-73

	
	D-74
	D-74
	n/a
	D-74

	
	D-75
	D-75
	n/a
	D-75

	
	D-76
	D-76
	n/a
	D-76

	
	D-77
	D-77
	n/a
	D-77

	
	D-78
	D-78
	n/a
	D-78

	
	D-79
	D-79
	n/a
	D-79

	Operating System Access Control
	Annex D.2.7.3
	Annex D.2.7.3
	Annex D.2.7.3
	Annex D.2.7.3

	
	D-80
	D-80
	n/a
	D-80

	
	D-81
	D-81
	n/a
	D-81

	
	D-82
	D-82
	n/a
	D-82

	
	D-83
	D-83
	n/a
	D-83

	
	D-84
	D-84
	n/a
	D-84

	
	D-85
	D-85
	n/a
	D-85

	
	D-86
	D-86
	n/a
	D-86

	
	D-87
	D-87
	n/a
	D-87

	Application Access Control
	Annex D.2.7.4
	Annex D.2.7.4
	Annex D.2.7.4
	Annex D.2.7.4

	
	D-88
	D-88
	n/a
	D-88

	
	D-89
	D-89
	n/a
	D-89


D.2.7.1 User Access Management

	
	Control Criteria: User Access Management
	References

	D- AUTONUM 
	Business requirements for access control are defined and documented in an access control policy which includes at least the following: 

· Roles and corresponding access permissions,

· Identification and authentication process for each user,

· Segregation of duties, and

· Number of persons required to perform specific operations (e.g., n  of m  rule).
	ISO 17799 

X9.79 

	D- AUTONUM 
	A formal user registration and de-registration procedure for granting access to all multi-user information systems and services is followed.
	ISO 17799 

X9.79 

	D- AUTONUM 
	The allocation and use of privileges is restricted and controlled.
	ISO 17799 

X9.79 

	D- AUTONUM 
	The allocation of passwords is controlled through a formal management process.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Users' access rights are reviewed at regular intervals.
	ISO 17799 

X9.79 


D.2.7.2 Network Access Control

	
	Control Criteria: Network Access Control
	References

	D- AUTONUM 
	Users are provided direct access only to the services that they have been specifically authorized to use.
	ISO 17799 

	D- AUTONUM 
	The path from the user terminal to computer services is controlled.
	ISO 17799 

	D- AUTONUM 
	If permitted, access by remote users is subject to authentication.
	ISO 17799 

	D- AUTONUM 
	Connections to remote computer systems are authenticated.
	ISO 17799 

	D- AUTONUM 
	Access to diagnostic ports is securely controlled.
	ISO 17799 

	D- AUTONUM 
	Controls (e.g., firewalls) are in place to protect the organization's internal network domains from external network domains accessible by third parties.
	ISO 17799 

	D- AUTONUM 
	Controls are in place to limit the services (e.g., HTTP, FTP, etc.) available to users in accordance with the organization’s access control policies.
	ISO 17799 

RFC 2527 

X9.79 

	D- AUTONUM 
	Routing controls are in place to ensure that computer connections and information flows do not breach the access control policy of the organization's business applications.
	ISO 17799 

RFC 2527 

X9.79 

	D- AUTONUM 
	The security attributes of all network services used by the organization are documented by the organization.  
	ISO 17799 

RFC 2527 

X9.79 


D.2.7.3 Operating System Access Control

	
	Control Criteria: Operating System Access Control
	References

	D- AUTONUM 
	Automatic terminal identification is used to authenticate connections to specific locations and to portable equipment.
	ISO 17799 

	D- AUTONUM 
	Access to the organization's systems uses a secure logon process.
	ISO 17799 

	D- AUTONUM 
	All users have a unique identifier (user ID) for their personal and sole use so that activities can be traced to the responsible individual.
	ISO 17799

	D- AUTONUM 
	A password management system is in place to provide an effective, interactive facility which ensures quality passwords.  
	ISO 17799 

	D- AUTONUM 
	Use of system utility programs are restricted and tightly controlled.
	ISO 17799 

	D- AUTONUM 
	If required based on a risk assessment, duress alarms are provided for users who might be the target of coercion.
	ISO 17799 

	D- AUTONUM 
	Inactive terminals serving Time Stamping  systems time-out after a defined period of inactivity to prevent access by unauthorized persons.
	ISO 17799 

	D- AUTONUM 
	Restrictions on connection times are used to provide additional security for high-risk applications.  
	ISO 17799 


D.2.7.4 Application Access Control

	
	Control Criteria: Application Access Control
	References

	D- AUTONUM 
	Access to information and application system functions are restricted in accordance with the access control policy.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Access to program source libraries is restricted and controlled.
	ISO 17799 


D.2.8 Systems Development and Maintenance

Control Objective:  The organization maintains controls to provide reasonable assurance that systems development and maintenance activities are properly authorized to maintain system integrity.

	Systems Development and Maintenance
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Systems Development and Maintenance
	Annex D.2.8.1
	Annex D.2.8.1
	Annex D.2.8.1
	Annex D.2.8.1

	
	D-90
	D-90
	n/a
	D-90

	
	D-91
	D-91
	n/a
	D-91

	
	D-92
	D-92
	n/a
	D-92

	
	D-93
	D-93
	n/a
	D-93

	
	D-94
	D-94
	n/a
	D-94

	
	D-95
	D-95
	n/a
	D-95

	
	D-96
	D-96
	n/a
	D-96

	
	D-97
	D-97
	n/a
	D-97

	
	D-98
	D-98
	n/a
	D-98

	
	D-99
	D-99
	n/a
	D-99

	
	D-100
	D-100
	n/a
	D-100


D.2.8.1 Systems Development and Maintenance

	
	Control Criteria: Systems Development and Maintenance
	References

	D- AUTONUM 
	Business requirements for new systems, or enhancements to existing systems specify the requirements for controls.  
	ISO 17799 

X9.79 

	D- AUTONUM 
	Change Control Criteria exist and are followed for the implementation of software on operational systems.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Change Control Criteria exist and are followed for scheduled software releases and modifications.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Change Control Criteria exist and are followed for emergency software fixes.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Test data is protected and controlled.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Strict control is maintained over access to program source libraries.  
	ISO 17799 

X9.79 

	D- AUTONUM 
	The implementation of changes is strictly controlled by the use of formal change Control Criteria to minimize the risk of corruption of information systems.
	ISO 17799 

RFC 2527 

X9.79 

	D- AUTONUM 
	Application systems are reviewed and tested when operating system changes occur.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Modifications to software packages are discouraged and essential changes are strictly controlled.  
	ISO 17799 

X9.79 

	D- AUTONUM 
	The purchase, use and modification of software is controlled and checked to protect against possible covert channels and Trojan code.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Controls are applied to secure outsourced software development.
	ISO 17799 

X9.79 


Business Continuity Management

Control Objective:  The organization maintains controls to provide reasonable assurance of continuity of operations in the event of a disaster or key compromise.

	Error! Reference source not found.
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Business Continuity Management Process
	Annex D.2.9.1
	Annex D.2.9.1
	Annex D.2.9.1
	Annex D.2.9.1

	
	D-101
	D-101
	n/a
	D-101

	
	D-102
	D-102
	n/a
	D-102

	
	D-103
	D-103
	n/a
	D-103

	
	D-104
	D-104
	n/a
	D-104

	
	D-105
	D-105
	n/a
	D-105

	
	D-106
	D-106
	n/a
	D-106

	
	D-107
	D-107
	n/a
	D-107

	
	D-108
	D-108
	n/a
	D-108

	
	D-109
	D-109
	n/a
	D-109

	
	D-110
	D-110
	n/a
	D-110

	Key Compromise
	Annex D.2.9.2
	Annex D.2.9.2
	Annex D.2.9.2
	Annex D.2.9.2

	
	D-111
	D-111
	n/a
	D-111


D.2.8.2 Business Continuity Management Process

	
	Control Criteria: Business Continuity Management Process
	References

	D- AUTONUM 
	The organization has a managed process for developing and maintaining its business continuity plans.
	ISO 17799 

X9.79 

	D- AUTONUM 
	The organization has a business continuity planning strategy based on an appropriate risk assessment.
	ISO 17799 §11.1.2

X9.79  §B.1.9.2

	D- AUTONUM 
	A single framework of business continuity plans is maintained to ensure that all plans are consistent, and to identify priorities for testing and maintenance.
	ISO 17799 §11.1.4

X9.79 §B.1.9.4

	D- AUTONUM 
	Business continuity plans are tested regularly and maintained by regular reviews to ensure that they are up to date and effective.
	ISO 17799 §11.1.5

X9.79 §B.1.9.5

	D- AUTONUM 
	The organization's business continuity plans include disaster recovery processes for all critical components of a Time Stamping  system, including the hardware, software and keys, in the event of a failure of one or more of these components.
	ISO 15782-1 §7.5

X9.79 §B.1.9.8

	D- AUTONUM 
	Disaster recovery processes are in place to provide for the event that a critical security component is compromised. 
	X9.57 §G.1

ISO 15782-1 §J.1

X9.79 §B.1.9.9

	D- AUTONUM 
	Back-up copies of essential business information and software are regularly taken.  The security requirements of these copies are consistent with the controls for the information backed-up.
	ISO 17799 §8.4.1

X9.79 §B.1.9.11

	D- AUTONUM 
	Fallback equipment and back-up media are sited at a safe distance to avoid damage from disaster at the main site.
	ISO 17799 §7.1.3

X9.79 §B.1.9.12

	D- AUTONUM 
	The recovery procedures used, if computing resources, software, and/or data are corrupted or suspected to be corrupted, describe:

· how a physically secure environment is reestablished, 

· which Time Stamping  templates are terminated, 

· whether the system cryptographic keys are terminated, 

· how the new cryptographic keys (if any) are securely distributed, and

· how the subjects are re-enrolled.
	X9.79  §B.1.9.15

	D- AUTONUM 
	The Time Stamping  system continuity plan includes procedures for securing its facility during the period of time following a natural or other disaster and before a secure environment is re-established either at the original site or a remote hotsite. 
	X9.79 §B.1.9.10


D.2.8.3 Key Compromise

	
	Control Criteria: Key Compromise
	References

	D- AUTONUM 
	The organization's business continuity plan for key compromise addresses who is notified and what actions are taken with system software and hardware, symmetric and asymmetric keys, previously generated signatures and encrypted data.
	X9.79  


D.2.9 Monitoring and Compliance

Control Objective:  The organization maintains controls to provide reasonable assurance that:

· The organization complies with legal requirements;

· Compliance with the organization’s security policies and procedures is ensured; 

· The effectiveness of the system audit process is maximized and interference to/from the system audit process is minimized; and

· Unauthorized system usage is detected.
	Monitoring and Compliance
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Compliance with Legal Requirements
	Annex D.2.10.1
	Annex D.2.10.1
	Annex D.2.10.1
	Annex D.2.10.1

	
	D-112
	D-112
	n/a
	D-112

	
	D-113
	D-113
	n/a
	D-113

	
	D-114
	D-114
	n/a
	D-114

	
	D-115
	D-115
	n/a
	D-115

	
	D-116
	D-116
	n/a
	D-116

	
	D-117
	D-117
	n/a
	D-117

	
	D-118
	D-118
	n/a
	D-118

	Review of Security Policy and Technical Compliance
	Annex D.2.10.2
	Annex D.2.10.2
	Annex D.2.10.2
	Annex D.2.10.2

	
	D-119
	D-119
	n/a
	D-119

	
	D-120
	D-120
	n/a
	D-120

	
	D-121
	D-121
	n/a
	D-121

	System Audit Considerations
	Annex D.2.10.3
	Annex D.2.10.3
	Annex D.2.10.3
	Annex D.2.10.3

	
	D-122
	D-122
	n/a
	D-122

	
	D-123
	D-123
	n/a
	D-123

	Monitoring System Access and Use
	Annex D.2.10.4
	Annex D.2.10.4
	Annex D.2.10.4
	Annex D.2.10.4

	
	D-124
	D-124
	n/a
	D-124

	
	D-125
	D-125
	n/a
	D-125

	
	D-126
	D-126
	n/a
	D-126


D.2.9.1 Compliance with Legal Requirements

	
	Control Criteria: Compliance with Legal Requirements
	References

	D- AUTONUM 
	The organization has procedures to ensure that all relevant statutory, regulatory and contractual requirements are explicitly defined and documented for each information system.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Appropriate procedures are implemented to ensure compliance with legal restrictions on the use of material in respect of intellectual property rights, and on the use of proprietary software products.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Important records of an organization are protected from loss, destruction and falsification.  
	ISO 17799 

X9.79 

	D- AUTONUM 
	Procedures exist to ensure that personal information is protected in accordance with relevant legislation.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Management authorizes the use of information processing facilities and controls are applied to prevent the misuse of such facilities.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Controls are in place to ensure compliance with national agreements, laws, regulations or other instruments to control the access to or use of cryptographic controls.
	ISO 17799 

X9.79 

	D- AUTONUM 
	The organization's Time Stamping  system confidentiality policies and procedures address the following:

· The types of information that must be kept confidential;

· The types of information that are not considered confidential;

· The policy on release of information to law enforcement officials;

· Information that can be revealed as part of civil discovery;

· The conditions upon which information may be disclosed upon the owner's request; and

· Any other circumstances under which confidential information may be disclosed.
	X9.79 


D.2.9.2 Review of Security Policy and Technical Compliance
	
	Control Criteria: Review of Security Policy and Technical Compliance
	References

	D- AUTONUM 
	Managers are responsible for ensuring that security procedures within their area of responsibility are carried out correctly.
	ISO 17799 

X9.79 

	D- AUTONUM 
	The organization's Time Stamping  system is subject to regular review to ensure compliance with security policies and standards.
	ISO 17799 

X9.79 

	D- AUTONUM 
	The organization's Time Stamping  system is periodically checked for compliance with security implementation standards.
	ISO 17799 

X9.79 


D.2.9.3 System Audit Considerations

	
	Control Criteria: System Audit Considerations
	References

	D- AUTONUM 
	Audits of operational systems are planned and performed such as to minimize the risk of disruptions to business processes.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Access to system audit tools is protected to prevent possible misuse or compromise. 
	ISO 17799 

X9.79 


D.2.9.4 Monitoring System Access and Use

	
	Control Criteria: Monitoring System Access and Use
	References

	D- AUTONUM 
	Procedures for monitoring the use of Time Stamping  systems are established and the results of the monitoring activities are reviewed regularly.
	ISO 17799 

X9.79 

	D- AUTONUM 
	Audit logs recording exceptions and other security-relevant events are produced and retained for an agreed period to assist in future investigations and access control monitoring. 
	ISO 17799 

X9.79 

	D- AUTONUM 
	Procedures for monitoring the use of Time Stamping  information processing facilities are established and the result of the monitoring activities are reviewed regularly.
	ISO 17799 

X9.79 


D.2.10 Event Journaling

Control Objective:  The organization maintains controls to provide reasonable assurance that:

· Significant environmental, key management, and time stamp information life cycle events are accurately and completely logged;

· The confidentiality and integrity of current and archived event journals are maintained;

· Event journals are completely and confidentially archived in accordance with disclosed business practices; and

· Event journals are reviewed periodically by authorized personnel.
	Event Journaling
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Event Journals
	Annex D.2.11.1
	Annex D.2.11.1
	Annex D.2.11.1
	Annex D.2.11.1

	
	D-127
	D-127
	n/a
	D-127

	
	D-128
	D-128
	n/a
	D-128

	Events Logged
	Annex D.2.11.2
	Annex D.2.11.2
	Annex D.2.11.2
	Annex D.2.11.2

	
	D-129
	D-129
	n/a
	D-129

	
	D-130
	D-130
	n/a
	D-130

	
	D-131
	D-131
	n/a
	D-131

	
	D-132
	D-132
	n/a
	D-132

	
	D-133
	D-133
	n/a
	D-133

	
	D-134
	D-134
	n/a
	D-134

	
	D-135
	D-135
	n/a
	D-135

	
	D-136
	D-136
	n/a
	D-136

	Event Journal Protection
	Annex D.2.11.3
	Annex D.2.11.3
	Annex D.2.11.3
	Annex D.2.11.3

	
	D-137
	D-137
	n/a
	D-137

	
	D-138
	D-138
	n/a
	D-138

	
	D-139
	D-139
	n/a
	D-139

	Event Journal Archival
	Annex D.2.11.4
	Annex D.2.11.4
	Annex D.2.11.4
	Annex D.2.11.4

	
	D-140
	D-140
	n/a
	D-140

	
	D-141
	D-141
	n/a
	D-141

	Review of Event Journal
	Annex D.2.11.5
	Annex D.2.11.5
	Annex D.2.11.5
	Annex D.2.11.5

	
	D-142
	D-142
	n/a
	D-142

	
	D-143
	D-143
	n/a
	D-143

	
	D-144
	D-144
	n/a
	D-144


D.2.10.1 Event Journals

	
	Control Criteria: Event Journals
	References

	D- AUTONUM 
	The time stamping system generates automatic (electronic) and manual event journals as appropriate.
	ISO 15782-1 

X9.79 

X9.95 

	D- AUTONUM 
	Elements to be included in all journal entries include: 

· Date and time of the entry;

· Serial or sequence number of entry;

· Type of entry;

· Source (terminal, port, location, customer, etc.); and

· Identity of the entity making the journal entry. 
	ISO 15782-1 

X9.79 

X9.95


D.2.10.2 Events Logged

	
	Control Criteria: Events Logged
	References

	D- AUTONUM 
	Events to be journalized in the event journal(s) concerning Time Calibration include the following:

· To Be Determined

· 
	X9.95

	D- AUTONUM 
	Events to be journalized in the event journal(s) concerning Time Stamp Tokens include the following:

· Time Stamp Token request; 

· Time Stamp Token response; and

· Time Stamp Token verification.
	X9.95

	D- AUTONUM 
	Events to be journalized in the event journal(s) concerning keying material include the following:

· Generation and installation of cryptographic keys;

· Backup and/or recovery of cryptographic keys;

· Withdrawal, destruction, or termination of keying material from service; 

· Deposit or withdrawal of archived cryptographic keys; and

· Compromise of a symmetric key or asymmetric private key.
	ISO 15782-1 

X9.79  

X9.95

	D- AUTONUM 
	Events to be journalized in the event journal(s) concerning cryptographic and TSA device life cycle management include the following:

· Device receipt;

· Entering or removing a device from storage;

· Device usage;

· Device de-installation;

· Designation of a device for service and repair; and

· F) Device retirement.
	ISO 10202-1 

X9.79 

	D- AUTONUM 
	Security-sensitive events to be journalized: 

· Security sensitive files or records read or written, including the event journal;

· Deletion of security sensitive data;

· Security profile changes;

· Use of identification and authentication mechanisms, both successful and unsuccessful (including multiple failed authentication attempts);

· System crashes, hardware failures and other anomalies;

· Actions taken by computer operators and system administrators and/or system security officers;

· Change of affiliation of an entity;

· Decisions to bypass encryption/authentication processes or procedures; and

· Access to the Time Stamping system or any component thereof. 
	ISO 15782-1 

X9.79 

X9.95

	D- AUTONUM 
	Additional considerations for high-risk applications where non-repudiation is necessary, concerning Time Stamp systems, include:

· To Be Determined 

· 
	X9.95

	D- AUTONUM 
	Event journals do not record the plain text values of any symmetric keys, asymmetric private keys, or Time Stamping  information.
	ISO 15782-1 

X9.79 

X9.95

	D- AUTONUM 
	 Computer clocks are synchronized for accurate recording. 
	ISO 17799 

X9.79 


D.2.10.3 Event Journal Protection

	
	Control Criteria: Event Journal Protection
	References

	D- AUTONUM 
	Current and archived event journals are maintained in a form that prevents unauthorized modification or destruction.
	ISO 15782-1 

X9.79 

X9.95

	D- AUTONUM 
	Current and archived automated event journals are protected from modification or substitution.
	ISO 15782-1 

X9.79 

X9.95

	D- AUTONUM 
	The private key used for signing event journals is not used for any other purpose.
	ISO 15782-1 

X9.79 

X9.95


D.2.10.4 Event Journal Archival

	
	Control Criteria: Event Journal Archival
	References

	D- AUTONUM 
	The Time Stamping system archives event journal data on a periodic basis.
	ISO 15782-1 

X9.79 

X9.95

	D- AUTONUM 
	A risk assessment has been performed to determine the appropriate length of time for retention of archived event journals.
	X9.79 




D.2.10.5 Review of Event Journal

	
	Control Criteria: Review of Event Journal
	References

	D- AUTONUM 
	Current and archived event journals may only be retrieved by authorized individuals for valid business or security reasons.
	ISO 15782-1 

X9.79 

	D- AUTONUM 
	Event journals are reviewed periodically.  
	ISO 15782-1 

X9.79 

X9.95

	D- AUTONUM 
	The review of current and archived event journals includes a validation of the event journals’ integrity, and the identification and follow-up of exceptional, unauthorized or suspicious activity.
	ISO 15782-1 

X9.79 

X9.95


D.3 Key Management Controls

	Key Management Controls
Control Objectives:
	Time

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier1

	Key Generation
	Annex D.3.1
	Annex D.3.1
	n/a
	Annex D.3.1

	Key Storage, Backup and Recovery
	Annex D.3.2
	Annex D.3.2
	n/a
	Annex D.3.2

	Key Distribution
	Annex D.3.3
	Annex D.3.3
	n/a
	Annex D.3.3

	Key Usage
	Annex D.3.4
	Annex D.3.4
	n/a
	Annex D.3.4

	Key Destruction and Archival
	Annex D.3.5
	Annex D.3.5
	n/a
	Annex D.3.5

	Cryptographic Device Controls
	Annex D.3.6
	Annex D.3.6
	Annex D.3.6
	Annex D.3.6


1
The Time Stamp Verifier may need to generate cryptographic keys to provide protection mechanisms for Verification Response Objects.  

D.3.1 Key Generation

Control Objective:  The organization maintains controls to provide reasonable assurance that keys are generated in accordance with industry standards.

	Key Generation
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Key Generation
	Annex D.3.1.1
	Annex D.3.1.1
	Annex D.3.1.1
	Annex D.3.1.1

	
	?
	D-145
	n/a
	D-145

	
	?
	D-146
	n/a
	D-146

	
	?
	D-147
	n/a
	D-147

	
	?
	D-148
	n/a
	D-148

	
	?
	D-149
	n/a
	D-149

	
	?
	D-150
	n/a
	D-150

	
	?
	D-151
	n/a
	D-151

	
	?
	D-152
	n/a
	D-152

	
	?
	D-153
	n/a
	D-153


D.3.1.1 Key Generation

	
	Control Criteria: Key Generation
	References

	D- AUTONUM 
	Key generation uses a random number generator (RNG) or pseudo random number generator (PRNG) as specified in an X9 standard.  
	X9.80

X9.79 

	D- AUTONUM 
	Key generation uses a prime number generator as specified in an X9 standard.  
	X9.82

X9.79 

	D- AUTONUM 
	Key generation occurs within a secure cryptographic device meeting the equivalent of:

· Level 3 requirements from FIPS 140-2, or

· Level 2 requirements from FIPS 140-2 contained within a physically secure environment. 
	ISO 15782-1 

FIPS 140-1

	D- AUTONUM 
	Key generation takes place in a physically controlled environment.
	ISO 13491

	D- AUTONUM 
	Key generation requires dual control by authorized personnel.
	X9.79 

	D- AUTONUM 
	Key generation uses a key generation algorithm as specified in an X9 standard.  
	X9.79 

	D- AUTONUM 
	Key generation results in key sizes in accordance with the applicable TSP or TSPS.  
	X9.79 

	D- AUTONUM 
	The trustworthiness of the hardware/software used for key generation and the interfaces to the hardware/software are tested and verified before usage.
	X9.79 

	D- AUTONUM 
	Key generation is recorded in the event journal. 
	X9.95


D.3.2 Key Storage, Backup and Recovery

Control Objective:  The organization maintains controls to provide reasonable assurance that private keys remain confidential and maintain their integrity.

	Key Storage, Backup and Recovery
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Key Storage, Backup and Recovery
	Annex D.3.2.1
	Annex D.3.2.1
	Annex D.3.2.1
	Annex D.3.2.1

	
	D-154
	D-154
	n/a
	D-154

	
	D-155
	D-155
	n/a
	D-155

	
	D-156
	D-156
	n/a
	D-156

	
	D-157
	D-157
	n/a
	D-157

	
	D-158
	D-158
	n/a
	D-158

	
	D-159
	D-159
	n/a
	D-159

	
	D-160
	D-160
	n/a
	D-160


D.3.2.1 Key Storage, Backup and Recovery

	
	Control Criteria: Key Storage, Backup and Recovery
	References

	D- AUTONUM 
	If an asymmetric private key or symmetric key is exported from a secure cryptographic module and moved to secure storage for purposes of backup and recovery, then the cryptographic key is exported using a secure key management scheme:

· As ciphertext under a key encryption key, used solely for the purpose as a KEK with at least the equivalent cryptographic strength of a double length DEA key using Tripe DES;

· As encrypted key fragments using dual control and split ownership, with the encryption used solely for that purpose with at least the equivalent cryptographic strength of a double length DEA key using Triple DES;

· As cleartext that is directly injected into another secure cryptographic module such as a key transportation device using dual control; or

· As symmetric key components or key shares under dual control and split knowledge.
	X9.24

X9.57 

X9.79 

	D- AUTONUM 
	If an asymmetric private key or symmetric key is backed up, it is stored and recovered by authorized personnel using dual control in a physically secured environment.
	X9.79 

	D- AUTONUM 
	If an asymmetric private key or symmetric key is backed up, recovery of the key is conducted in the same secure schema used in the backup process, using dual control.
	X9.79 

	D- AUTONUM 
	Procedures are in place to ensure that the integrity of the asymmetric private key or symmetric key is maintained throughout its life cycle.
	

	D- AUTONUM 
	The permissible backup and recovery period for an asymmetric public key or symmetric key is in accordance with the TSP and/or TSPS.
	

	D- AUTONUM 
	Backup and recovery procedures are tested on a periodic basis in accordance with the BIMS policy and practices.
	

	D- AUTONUM 
	Key storage, backup and recovery actions are recorded in the event journal.
	X9.95


D.3.3 Key Distribution

Control Objective:  The organization maintains controls to provide reasonable assurance that the integrity and authenticity of keys are maintained during initial and subsequent distribution.

	Key Distribution
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Public Key Distribution
	Annex D.3.3.1
	Annex D.3.3.1
	Annex D.3.3.1
	Annex D.3.3.1

	
	D-161
	D-161
	n/a
	D-161

	
	D-162
	D-162
	n/a
	D-162

	
	D-163
	D-163
	n/a
	D-163

	Private Key Distribution
	Annex D.3.3.2
	Annex D.3.3.2
	Annex D.3.3.2
	Annex D.3.3.2

	
	D-164
	D-164
	n/a
	D-164

	
	D-165
	D-165
	n/a
	D-165

	
	D-166
	D-166
	n/a
	D-166

	Symmetric Key Distribution
	Annex D.3.3.3
	Annex D.3.3.3
	Annex D.3.3.3
	Annex D.3.3.3

	
	D-167
	D-167
	n/a
	D-167

	
	D-168
	D-168
	n/a
	D-168

	
	D-169
	D-169
	n/a
	D-169


D.3.3.1 Public Key Distribution
	
	Control Criteria: Public Key Distribution
	References

	D- AUTONUM 
	The integrity and authentication of a biometric system’s public keys and any associated parameters are provided via the use of a public key certificate.
	ISO 15782

	D- AUTONUM 
	The distribution mechanism for the public key certificate is established and documented.
	X9.79 

	D- AUTONUM 
	The public key certificate must be changed (rekeyed) periodically according to the TSP and/or TSPS.
	X9.79 


D.3.3.2 Private Key Distribution
	
	Control Criteria: Private Key Distribution
	References

	D- AUTONUM 
	The integrity and authenticity of an asymmetric private key and any associated parameters must be maintained throughout the distribution process, such as the injection of the key into a Time Stamp device within a physically secure key generation/loading facility.
	

	D- AUTONUM 
	The distribution mechanism for the private key is established and documented.
	

	D- AUTONUM 
	Private key distribution actions by the Time Stamp systems are recorded in the event journal.
	X9.95


D.3.3.3 Symmetric Key Distribution
	
	Control Criteria: Symmetric Key Distribution
	References

	D- AUTONUM 
	The integrity and authenticity of a symmetric key and any associated parameters must be maintained throughout the distribution process, such as the injection of the key into a Time Stamp device within a physically secure key generation/loading facility.
	X9.24

	D- AUTONUM 
	The distribution mechanism for the symmetric key is established and documented.
	

	D- AUTONUM 
	Symmetric key distribution actions by the Time Stamp system are recorded in the event journal.
	X9.95


D.3.4 Key Usage


Control Objective:  The organization maintains controls to provide reasonable assurance that keys are used only for their intended functions in their intended locations.

	Key Usage
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Key Usage
	Annex D.3.4.1
	Annex D.3.4.1
	Annex D.3.4.1
	Annex D.3.4.1

	
	D-170
	D-170
	n/a
	D-170


D.3.4.1 Key Usage
	
	Control Criteria: Key Usage
	References

	D- AUTONUM 
	Cryptographic keys are generated and used solely for their intended purpose which is specified and documented during key generation, including:

· asymmetric key pairs for biometric data integrity and authentication;

· asymmetric key pairs for biometric device authentication;

· symmetric keys for biometric data integrity and authentication;

· symmetric keys for biometric device authentication; and

· symmetric keys for biometric data confidentiality. 
	X9.24


D.3.5 Key Destruction and Archival


Control Objective:  The organization maintains controls to provide reasonable assurance that:

· Keys are completely destroyed at the end of the key pair life cycle; and

· Archived keys remain confidential and are never put back into production.

	Key Destruction and Archival
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Key Destruction
	Annex D.3.5.1
	Annex D.3.5.1
	Annex D.3.5.1
	Annex D.3.5.1

	
	D-171
	D-171
	n/a
	D-171

	
	D-172
	D-172
	n/a
	D-172

	
	D-173
	D-173
	n/a
	D-173

	Key Archival
	Annex D.3.5.2
	Annex D.3.5.2
	Annex D.3.5.2
	Annex D.3.5.2

	
	D-174
	D-174
	n/a
	D-174

	
	D-175
	D-175
	n/a
	D-175

	
	D-176
	D-176
	n/a
	D-176

	
	D-177
	D-177
	n/a
	D-177

	
	D-178
	D-178
	n/a
	D-178

	
	D-179
	D-179
	n/a
	D-179

	
	D-180
	D-180
	n/a
	D-180


D.3.5.1 Key Destruction
	
	Control Criteria: Key Destruction
	References

	D- AUTONUM 
	The TSP and/or TSPS specify:

· Who is authorized to destroy the cryptographic keys, and

· How the cryptographic keys are destroyed (e.g., token surrender, token destruction, or key overwrite). 
	

	D- AUTONUM 
	All copies and fragments of cryptographic keys are destroyed at the end of the key life cycle  (with the noted exception of any archived keys).
	X9.79 

	D- AUTONUM 
	Key destruction actions taken by the Time Stamp system are recorded in the event journal.
	X9.95


D.3.5.2 Key Archival
	
	Control Criteria: Key Archival
	References

	D- AUTONUM 
	The BIMS policy and practices specify:

A) The identity of the archival agent(s);

B) The form in which the key is archived (e.g., encrypted, secret shares, components); and

C) The security controls specified on the archival mechanism.
	

	D- AUTONUM 
	Archived CA keys are subject to the same or greater level of security controls as keys currently in use.
	X9.24 

X9.79 

	D- AUTONUM 
	All archived keys are destroyed at the end of the archive period using dual control in a physically secure environment.
	X9.79 

	D- AUTONUM 
	Mechanisms are in place to ensure that archived keys are never put back into production.
	X9.79 

	D- AUTONUM 
	Mechanisms are in place to ensure that the archived keys are recovered for the shortest time period technically permissible.
	X9.79 

	D- AUTONUM 
	Archived keys are periodically verified to ensure that they are properly destroyed at the end of the archive period.
	X9.79 

	D- AUTONUM 
	All archival access is recorded in the event journal.
	X9.95


D.3.6 Cryptographic Device Controls

Control Objective:  The organization maintains controls to provide reasonable assurance that:

· Access to cryptographic hardware is limited to properly authorized individuals; and 

· Cryptographic hardware is functioning correctly.
	Cryptographic Device Controls
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Device Shipment
	Annex D.3.6.1
	Annex D.3.6.1
	Annex D.3.6.1
	Annex D.3.6.1

	
	D-181
	D-181
	D-181
	D-181

	Device Receipt
	Annex D.3.6.2
	Annex D.3.6.2
	Annex D.3.6.2
	Annex D.3.6.2

	
	D-182
	D-182
	D-182
	D-182

	
	D-183
	D-183
	D-183
	D-183

	
	D-184
	D-184
	n/a
	D-184

	
	D-185
	D-185
	D-185
	D-185




	Device Pre-Use Storage

	Annex D.3.6.3
	Annex D.3.6.3
	Annex D.3.6.3
	Annex D.3.6.3

	
	D-186
	D-186
	D-186
	D-186

	
	D-187
	D-187
	D-187
	D-187

	
	D-188
	D-188
	n/a
	D-188

	
	D-189
	D-189
	D-189
	D-189

	Device Installation
	Annex D.3.6.4
	Annex D.3.6.4
	Annex D.3.6.4
	Annex D.3.6.4

	
	D-190
	D-190
	D-190
	D-190

	
	D-191
	D-191
	D-191
	D-191

	Device Usage
	Annex D.3.6.5
	Annex D.3.6.5
	Annex D.3.6.5
	Annex D.3.6.5

	
	D-192
	D-192
	D-192
	D-192

	
	D-193
	D-193
	n/a
	D-193

	
	D-194
	D-194
	D-194
	D-194

	Device De-installation
	Annex D.3.6.6
	Annex D.3.6.6
	Annex D.3.6.6
	Annex D.3.6.6

	
	D-195
	D-195
	n/a
	D-195

	
	D-196
	D-196
	D-196
	D-196

	Device Service and Repair
	Annex D.3.6.7
	Annex D.3.6.7
	Annex D.3.6.7
	Annex D.3.6.7

	
	D-197
	D-197
	D-197
	D-197

	
	D-198
	D-198
	n/a
	D-198

	
	D-199
	D-199
	D-199
	D-199

	
	D-200
	D-200
	D-200
	D-200

	Device Retirement
	Annex D.3.6.8
	Annex D.3.6.8
	Annex D.3.6.8
	Annex D.3.6.8

	
	D-201
	D-201
	n/a
	D-201

	
	D-202
	D-202
	n/a
	D-202

	
	D-203
	D-203
	D-203
	D-203

	
	D-204
	D-204
	n/a
	D-204

	
	D-205
	D-205
	D-205
	D-205


D.3.6.1 Device Shipment

	
	Control Criteria: Device Shipment
	References

	D- AUTONUM 
	Policies and procedures require that cryptographic hardware be sent from the manufacturer via registered mail using tamper evident packaging.  
	ISO 13491-1

X9.79 


D.3.6.2 Device Receipt

	
	Control Criteria: Device Receipt
	References

	D- AUTONUM 
	Upon the receipt of cryptographic hardware from the manufacturer, authorized personnel inspect the tamper evident packaging to determine whether the seal is intact. 
	ISO 13491-1 

X9.79 

	D- AUTONUM 
	Upon the receipt of cryptographic hardware from the manufacturer, acceptance testing and verification of firmware settings is performed. 
	ISO 13491-1

X9.79 

	D- AUTONUM 
	Devices used for private key storage and recovery and the interfaces to these devices are tested before usage for integrity. 
	ISO 13491-1 X9.79 

	D- AUTONUM 
	Device receipt is recorded in an event journal.  
	X9.95 


Device Pre-Use Storage


Control Criteria: 

	Device Pre-Use Storage

	References
	

	D- AUTONUM 
	To prevent tampering, the cryptographic hardware must be stored in a secure site, with access limited to authorized personnel, having the following characteristics:

· Inventory control processes and procedures to manage the origination, arrival, condition, departure and destination of each device;

· Access control processes and procedures to limit physical access to authorized personnel;

· Reporting of all successful or failed physical access attempts in an event journal;

· Incident processes and procedures to handle abnormal events, security breaches, and investigation and reports; and

· Audit processes and procedures to verify the effectiveness of the controls. 
	ISO 13491-1 

	D- AUTONUM 
	Cryptographic hardware is stored in tamper resistant packages. 
	ISO 13491-1

X9.79 

	D- AUTONUM 
	The handling of cryptographic hardware is performed in the presence of no less than two trusted employees. 
	ISO 15782-1 

ISO 13491-1 

X9.79 

	D- AUTONUM 
	Entering or removing a device from storage is recorded in an event journal.
	X9.95


D.3.6.3 Device Installation

	
	Control Criteria: Device Installation
	References

	D- AUTONUM 
	The installation of cryptographic hardware is managed procedurally by authorized personnel to prevent tampering or substitution, such as:

· Installation is performed in the presence of no less than two trusted employees,

· Installation is performed using automated initialization processes capable of remotely authenticating the device.
	ISO 15782-1 

ISO 13491-1 

X9-TG-3 

X9.79 

	D- AUTONUM 
	Device installation is recorded in an event journal. 
	X9.95


D.3.6.4 Device Usage

	
	Control Criteria: Device Usage
	References

	D- AUTONUM 
	Documented policies and procedures exist and are followed to verify correct processing on a periodic basis. 
	ISO 13491-1

X9.79 

	D- AUTONUM 
	Diagnostic support is provided during troubleshooting of cryptographic hardware in the presence of no less than two trusted employees.  
	X9.79 

	D- AUTONUM 
	Device usage is recorded in an event journal. 
	X9.95


D.3.6.5 Device De-installation

	
	Control Criteria: Device De-installation
	References

	D- AUTONUM 
	The removal of cryptographic hardware is performed in the presence of no less than two trusted employees. 
	ISO 15782-1 

ISO 13491-1 

X9.79 

	D- AUTONUM 
	Device de-installation is recorded in an event journal. 
	X9.95


D.3.6.6 Device Service and Repair

	
	Control Criteria: Device Service and Repair
	References

	D- AUTONUM 
	The service or repair site is a secure site with inventory control and access limited to authorized personnel.
	X9.79 

	D- AUTONUM 
	The process whereby cryptographic hardware is serviced or repaired with new hardware, firmware, or software is performed in the presence of no less than two trusted employees. 
	ISO 15782-1 

ISO 13491-1

X9.79 

	D- AUTONUM 
	The designation of a device for service and repair is recorded in an event journal.
	X9.95

	D- AUTONUM 
	Upon the receipt of cryptographic hardware that has been serviced or repaired, acceptance testing and verification of firmware settings are performed. 
	ISO 13491-1 X9.79 


D.3.6.7 Device Retirement

	
	Control Criteria: Device Retirement
	References

	D- AUTONUM 
	The process whereby cryptographic hardware is disassembled and permanently removed from use is performed in the presence of no less than two trusted employees. 
	ISO 15782-1 

ISO 13491-1 

X9.79 

	D- AUTONUM 
	If the device is being permanently removed from service, then any key contained within the device that has been used for any cryptographic purpose is erased from the device. 
	ISO 13491-1 X9.79 

	D- AUTONUM 
	If the device case is intended to provide tamper-evident characteristics and the device is being permanently removed from service, then the case is destroyed.
	ISO 13491-1

X9.79 

	D- AUTONUM 
	The device case is securely stored until its destruction. 
	ISO 13491-1 

	D- AUTONUM 
	Device retirement is recorded in an event journal. 
	ISO 13491-1 


D.4 Time Management Controls 

	Time Management Controls
Control Objectives:
	Time

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Time Calibration
	Annex D.4.1
	Annex D.4.1
	Annex D.4.1
	Annex D.4.1

	Time Stamp Token Request
	Annex D.4.2
	Annex D.4.2
	Annex D.4.2
	Annex D.4.2

	Time Stamp Token Response
	Annex D.4.3
	Annex D.4.3
	Annex D.4.3
	Annex D.4.3

	Time Stamp Token Handling
	Annex D.4.4
	Annex D.4.4
	Annex D.4.4
	Annex D.4.4

	Time Stamp Token Verification
	Annex D.4.5
	Annex D.4.5
	Annex D.4.5
	Annex D.4.5


D.4.1 Time Calibration 

Control Objective:  The organization maintains controls to provide reasonable assurance that its time calibration processes are reliable. 

	Time Calibration
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Time Calibration Process
	D.4.1.1
	D.4.1.1
	D.4.1.1
	D.4.1.1

	
	D-206
	D-206
	n/a
	n/a

	
	D-207
	D-207
	n/a
	n/a

	
	D-208
	n/a
	n/a
	n/a

	
	D-209
	n/a
	n/a
	n/a

	
	D-210
	D-210
	D-210
	D-210


D.4.1.1 Time Calibration Process

	
	Control Criteria: Time Calibration Process
	References

	D- AUTONUM 
	The time calibration process uses a message protocol as specified in an ANSI X9 or other acceptable industry standard. 
	X9.95 

	D- AUTONUM 
	The time calibration process uses a calibration algorithm as specified in an ANSI X9 or other acceptable industry standard. 
	X9.95 

	D- AUTONUM 
	The time calibration process uses a time source that is traceable to a UTC National Measurement Institute. 
	X9.95 

	D- AUTONUM 
	The time calibration process uses a time source clock whose accuracy is maintained to within ±300 milliseconds, and whose time synchronization is performed under dual control.  
	X9.95 

	D- AUTONUM 
	The time calibration process is documented in a “time calibration report” as specified in an ANSI X9 or other acceptable industry standard. 
	X9.95 


D.4.2 Time Stamp Token Request

Control Objective:  The organization maintains controls to provide reasonable assurance that its TST request handling is reliable. 

	Time Stamp Token Request
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Request Generation
	D.4.2.1
	D.4.2.1
	D.4.2.1
	D.4.2.1

	
	n/a
	n/a
	D-211
	n/a

	
	n/a
	n/a
	D-212
	n/a

	
	n/a
	n/a
	D-213
	n/a

	
Request Processing

	D.4.2.2
	D.4.2.2
	D.4.2.2
	D.4.2.2

	
	n/a
	D-214
	n/a
	n/a

	
	n/a
	D-215
	n/a
	n/a


D.4.2.1 Request Generation

	
	Control Criteria: Request Generation
	References

	D- AUTONUM 
	Hash value generation uses a hash algorithm as specified in an X9 standard. 
	X9.95 

	D- AUTONUM 
	Time stamp requests are formatted as specified in an X9 standard. 
	X9.95 

	D- AUTONUM 
	Time stamp requests are submitted to a TSA as specified in an X9 standard. 
	X9.95


D.4.2.2 Request Processing 

	
	Control Criteria: Request Processing
	References

	D- AUTONUM 
	Time stamp requests are validated as specified in an X9 standard, including: 

· Version number is valid 

· Hash value length is validated using the hash algorithm identifier 

· Request policy(s) is validated against the TSA policy(s) 

· Recognized extensions are processed per the TSA policy 

· Unrecognized non-critical extensions are ignored 

· Unrecognized critical extensions result in a rejection response 
	X9.95

	D- AUTONUM 
	Time stamp requested policy(s) is validated against the TSA policy(s) 

· Acceptable requested policy(s) are processed per the request policy(s) 

· Unacceptable requested policy(s) result in a rejection response 
	X9.95


D.4.3 Time Stamp Token Response

Control Objective:  The organization maintains controls to provide reasonable assurance that its TST response handling is reliable. 

	Time Stamp Token Response
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	Response Generation
	D.4.3.1
	D.4.3.1
	D.4.3.1
	D.4.3.1

	
	n/a
	D-216
	n/a
	n/a

	
	n/a
	D-217
	n/a
	n/a

	
	n/a
	D-218
	n/a
	n/a

	
	n/a
	D-219
	n/a
	n/a

	
	n/a
	D-220
	n/a
	n/a

	
	n/a
	D-221
	n/a
	n/a

	
	n/a
	D-222
	n/a
	n/a

	Response Processing
	D.4.3.2
	D.4.3.2
	D.4.3.2
	D.4.3.2

	
	n/a
	n/a
	D-223
	n/a

	
	n/a
	n/a
	D-224
	n/a


D.4.3.1 Response Generation

	
	Control Criteria: Response Generation
	References

	D- AUTONUM 
	TST generation uses a calibrated clock whose accuracy is maintained to within ±500 milliseconds.
	X9.95 

	D- AUTONUM 
	TSA system outages, discernable syntax or semantic errors in the timestamp request object, or TSA internal system failure (e.g., an out-of-accuracy TSA clock) occurring during the TSTInfo generation results in a PKI Status of Rejection. 
	X9.95 

	D- AUTONUM 
	TST generation uses a time stamp method as specified in an X9 standard. 
	X9.95 

	D- AUTONUM 
	TST generation uses a unique sequence number for each TST per the “same” unit of time.
	X9.95 

	D- AUTONUM 
	TST and response message is formatted as specified in an X9 standard. 
	X9.95 

	D- AUTONUM 
	The TSA is identified in the TST as specified in an X9 standard. 
	X9.95 

	D- AUTONUM 
	TST and response message does not include any requestor identification. 
	X9.95 


D.4.3.2 Response Processing 

	
	Control Criteria: Response Processing
	References

	D- AUTONUM 
	Time stamp responses are processed as specified in an X9 standard, including: 

· A response status of “granted” results in normal TST handling 

· A response status of “granted with modifications” is reviewed for exception processing, and if acceptable results in normal TST handling 

· Any other response status results in appropriate exception handling via documented security policy(s) and procedures, including “retry” logic. 
	X9.95

	D- AUTONUM 
	TST is validated as specified in an X9 standard, including: 

· The TST hash value is validated;

· The TST hash value matches the original requested hash value, or 

· The TST hash value verifies against the original digital data 

· The TST time is valid 

· The TST nonce matches the original requested nonce 

· The TSA identifier is valid 
	X9.95 


D.4.4 Time Stamp Token Handling

Control Objective:  The organization maintains controls to provide reasonable assurance that its TST handling is reliable. 

	Time Stamp Token Handling
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	TST Handling
	D.4.4.1
	D.4.4.1
	D.4.4.1
	D.4.4.1

	
	n/a
	n/a
	D-225
	n/a

	
	n/a
	n/a
	D-226
	n/a


D.4.4.1 TST Handling 

	
	Control Criteria: TST Handling
	References

	D- AUTONUM 
	Mechanism(s) are used  to maintain a link between the TST and the original digital data, such as:

· TST and digital data are stored mutually in a dedicate directory 

· TST and digital data are merged together in a recoverable file format 

· TST and digital data are mutual attachments to an electronic message 

· TST and digital data are hyperlinked (URL) to a dedicated web page 

· An index of the TST and digital data is retained  
	X9.95

	D- AUTONUM 
	Where digital data is provided separately from the TST, mechanism(s) are in place to provide a TST upon request, such as: 

· URL to TST is provided via e-mail or restricted web page request 

· TST is provided as attachment to approved e-mail 

· TST is provided as data file via portable media 
	X9.95


D.4.5 Time Stamp Token Verification

Control Objective:  The organization maintains controls to provide reasonable assurance that its TST verification processes are reliable.

	Time Stamp Token Verification
Control Criteria:
	Time Source

Entity
	Time Stamp

Authority
	Time Stamp

Requestor
	Time Stamp

Verifier

	TST Verification Request
	D.4.5.1
	D.4.5.1
	D.4.5.1
	D.4.5.1

	
	n/a
	n/a
	D-227
	n/a

	
	n/a
	n/a
	n/a
	D-228

	
	n/a
	n/a
	n/a
	D-229

	TST Verification Processing
	D.4.5.2
	D.4.5.2
	D.4.5.2
	D.4.5.2

	
	n/a
	n/a
	n/a
	D-230

	
	n/a
	n/a
	n/a
	D-231

	
	n/a
	n/a
	n/a
	D-232

	
	n/a
	n/a
	n/a
	D-233

	
	n/a
	n/a
	n/a
	D-234

	TST Verification Response
	D.4.5.3
	D.4.5.3
	D.4.5.3
	D.4.5.3

	
	n/a
	n/a
	n/a
	D-235

	
	n/a
	n/a
	n/a
	D-236

	
	n/a
	n/a
	D-237
	n/a


D.4.5.1 TST Verification Request 

	
	Control Criteria: TST Verification Request
	References

	D- AUTONUM 
	TST verification requests are formatted as specified in an X9 standard. 
	X9.95

	D- AUTONUM 
	TST verification requests are validated as specified in an X9 standard, including: 

· Version number is valid 

· Hash value length is validated using the hash algorithm identifier 
	X9.95

	D- AUTONUM 
	TST policy(s) are validated against the TSA policy(s) 

· Equivalent policy(s) are processed per TST verification processing  

· Contradictory policy(s) result in a rejection response 
	X9.95


D.4.5.2 TST Verification Processing 

	
	Control Criteria: TST Verification Processing
	References

	D- AUTONUM 
	Hash value verification uses a hash algorithm as specified in an X9 standard. 
	X9.95

	D- AUTONUM 
	TST is validated as specified in an X9 standard, including: 

· The TST hash value is validated against the original digital data 

· The TST accuracy is valid 

· The TST time is valid 

· The TSA identifier is valid 
	X9.95

	D- AUTONUM 
	TST is verified using the appropriate time stamp method as indicated in the TST as specified in an X9 standard. 
	X9.95

	D- AUTONUM 
	TST verification using third party service provider(s) is conducted as specified in an ANSI X9 or other acceptable industry standard. 
	X9.95

	D- AUTONUM 
	TST verification is conducted in accordance with the corresponding TSA policy(s) and practices. 
	X9.95


D.4.5.3 TST Verification Response 

	
	Control Criteria: TST Verification Response
	References

	D- AUTONUM 
	TST verification responses are formatted as specified in an X9 standard. 
	X9.95

	D- AUTONUM 
	Mechanisms are in place to protect the integrity and authenticity of the TST verification response as specified in an X9 standard. 
	X9.95

	D- AUTONUM 
	TST verification responses are validated as specified in an X9 standard, including: 

· The version ID is valid 

· The response ID matches the original request ID

· The response status is valid 

· The TST matches the original request 
	X9.95


Annex E: (Informative) Security Considerations

Topics to be added:

· TST response validation considerations - Sandy

· Renewal response validation considerations – Sandy (can be combined with 1st bullet)

· Discussion of “cross linking” - Paul

· Expiration of the date in the certificate in the TST as proactive warning – Paul.

· Calibration report (section 7.1) and TSA time metrics – Jeff

· External or 3rd party (trusted?) repository for storage of TSTs, original data and calibration reports

Annex F: (Informative) Algorithms

Annex G: (Informative) Other Stuff
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