Appendix A. Message Authentication using X509 Certificates

Message authentication using X.509 Certificates as security tokens can be obtained by digitally signing the whole request message using the client private key as a proof of possession for the public key certified in the X.509 Certificate included into the signature. 
The optional input <dss:ClaimedIdentity> MUST include the following

· the <dss:Name> element MUST include a X.509 Subject Name in the Format attribute following the conventions described in [SAMLCore1.1].

· the <SupportingInfo> child element MUST contain a <ds:Signature> element including at least one reference covering the whole document (URI=””) and an enveloped transform.

The RequestID attribute included in the request MUST be present in order to prevent replay attacks. Compliant servers MUST apply reasonable measures to prevent those attacks based on this identifier.
Processing rules in the server MUST include the following checks

· check the cryptographic validity of the signature and its coverage
· check that there is a trusted and valid binding between the public key included in the signature and the entity represented by the enclosed <dss:Name> (i.e. by checking the X.509 Certificate included in the signature or checking the validity of the binding against an XKMS [XKMS] server)
The details about the criteria and method of trust establishment in the X.509 Certificate (i.e. accepted certificate classes or types, revocation status, …) or the XKMS binding are implementation specific, and therefore not covered in this profile.
Appendix B. Client Authentication using SAML Assertions

Client Authentication using SAML Assertions as security tokens can be easily obtained by including a valid SAML Assertion into the DSS Request Message. Unfortunately, this approach has several weaknesses that can lead to well-known security attacks

· linking the SAML assertion to the request message (to obtain message authentication) is not straightforward and require additional mechanisms

· guaranteeing that the holder of the assertion is the same subject as the one included in the assertion is also very difficult

Usage of additional secure transport bindings, like TLS, is highly recommended.

The optional input <dss:ClaimedIdentity> MUST include the following

· the <dss:Name> element MUST include a X.509 Subject Name or an Email Address in the Format attribute following the conventions described in [SAMLCore1.1].

· the <SupportingInfo> child element MUST contain a valid SAML 1.1 [SAMLCore1.1] or SAML 2.0  [SAMLCore2.0] Assertion, carrying one Authentication Statement.
Processing rules in the server MUST include the following checks

· check the cryptographic validity of the assertion

· check that there is a trusted authentication statement where the subject of the assertion is the same as the one enclosed in the <dss:Name>.

The details about the criteria and method of trust establishment in the SAML Assertion (i.e. accepted assertion issuers, accepted authentication methods, accepted signature certificates used when digitally signing the assertion, assertion processing rules …) are implementation specific, and therefore not covered in this profile.
Appendix C. Client Authentication using different password-based schemes

Client Authentication using password-based information as security tokens can be obtained by including password information into the DSS Request Message. The design criteria of the underlying password-based scheme is critical to prevent several known security attacks, like

· impersonation, by eavesdropping the message and obtaining the password information

· replay attacks, because of the limitations of the password schemes to uniquely link the password information to the message

· dictionary attacks, due to the limited combinations used by users when choosing their passwords

It’s recommended to use password schemes that are designed to be resistant to these security attacks (among others). Usage of additional secure transport bindings, like TLS, is highly recommended.

The optional input <dss:ClaimedIdentity> MUST include the following

· the <dss:Name> element MUST include a X.509 Subject Name or an Email Address in the Format attribute following the conventions described in [SAMLCore1.1].

· the <SupportingInfo> child element MUST contain a Security Token as defined in OASIS Web Services Security [WSS] like [WSS-Username].

The WSS Username profile provides can accommodate virtually any kind of passwords or PIN Code schemes, like clear text, digested passwords, Secure Remote Password [RFC2945], and other one time password schemes like S/KEY, as defined in [RFC1760] and One-Time Password System, as defined in [RFC 2289].
Processing rules in the server are scheme dependent, and therefore not covered by this profile. 

