EDIINT Configuration Using CPPA 2.1 Extensibility Model
Requirements.

Message security:

1. Whether or not message should be encrypted. 

  a. If encrypted, the encryption certificate.

  b. If encrypted, the symmetric encryption algorithm.

2. Whether or not the message should be signed.

  a. If signed, the signing certificate.

  b. If signed, the signing MIC algorithm (SHA1 or MD5).

Message compression:

1. Whether or not the message should be compressed.

  a. If compressed, the compression mechanism (EDIINT/ZLIB or MIME/GZIP). 
  (EDIINT/ZLIB is the standard mechanism supported by AS1, AS2 and AS3. 
  MIME/GZIP is the Cyclone proprietary mechanism that

  is supported by earlier versions of Interchange.)

Receipts (MDNs);

1. Whether or not a receipt is requested.

2. Whether or not a signed receipt is requested. 
  a.If so, the requested signing MIC algorithm (SHA1 or MD5). 
3. Whether a synchronous or asynchronous receipt is requested (AS2 only). 
4. Destination URL for asynchronous receipt.

Mapping of Configuration Requirements to CPPA core and extension elements and attributes.

MS 1. Encrypt using a digital envelope technology is declared using 
../ServiceBinding/Can[Send|Receive]/ThisPartyActionBinding/BusinessTransactionCharacteristics/@isConfidential 
with a value containing either the value “persistent” or “transient-and-persistent”
MS 1.a The encryption certificate that can be or will be used is declared using: 
DocExchange/EdiintReceiverBinding/ReceiverDigitalEnvelope/EncryptionCertificateRef

The trust anchors for checking this certificate are found in the SecurityDetails whose IDREF is found in:

DocExchange/EdiintSenderBinding/SenderDigitalEnvelope/EncryptionSecurityDetailsRef

MS 1.b The encryption symmetric encryption algorithm is declared using

DocExchange/EdiintReceiverBinding/ReceiverDigitalEnvelope/EncryptionAlgorithm/@oid or /@w3c. 
Encryption strength is or can be declared using

DocExchange/EdiintReceiverBinding/ReceiverDigitalEnvelope/EncryptionAlgorithm/@minimumStrength

These values match values found at:

DocExchange/EdiintSenderBinding/SenderDigitalEnvelope/EncryptionAlgorithm/@oid or /@w3c. 

DocExchange/EdiintSenderBinding/SenderDigitalEnvelope/EncryptionAlgorithm/@oid or /@w3c. 

MS 2.  Digital signature capabilities or agreements are declared using a “true” value for the attribute:
../ServiceBinding/Can[Send|Receive]/ThisPartyActionBinding/BusinessTransactionCharacteristics/@isNonRepudiationRequired

[and the request for a signed MDN is declared using the attribute

…/BusinessTransactionCharacteristics/@isNonRepudiationReceiptRequired 

]

MS 2.a The SigningCertificate is found using the IDREF in 
DocExchange/EdiintSenderBinding/SenderNonRepudiation/SigningCertificateRef
DocExchange/EdiintReceiverBinding/ReceiverNonRepudiation/SigningSecurityDetailsRef has the trust anchors used when checking the signing certificate.

MS 2.b For the signature algorithm, see declarations at 
DocExchange/EdiintSenderBinding/SenderNonRepudiation/HashFunction

DocExchange/EdiintSenderBinding/SenderNonRepudiation/SignatureAlgorithm

and

DocExchange/EdiintSenderBinding/SenderNonRepudiation/NonRepudiationProtocol 

These values match those at the corresponding nodes:

DocExchange/EdiintReceiverBinding/ReceiverNonRepudiation/*

MC 1 Compression is requested by including the element
DocExchange/EdiintSenderBinding/SenderCompression,

or

DocExchange/EdiintReceiverBinding/ReceiverCompression.
Omitting this element means compression will not be used.

MC 1.a The attribute “mechanismType” is used to indicate the type of compression used, with the “zlib” value as the default.
R 1  The elements SenderRequestMDNStyle, ReceiverAcceptedMDNStyle, when present, document the agreement for MDNs. The MDN is treated as a Business Response document from the ebXML point of view and not a MSH signal response (which are always declared by means of SOAP header blocks).
R 2 Attribute receiptType provisionally has values, “signed” and “unsigned.”  [This may be modified 
R 2 The child element HashFunction contains the MIC algorithm.
R 3 and R 4, mdnDestination=http://companyA.com
 mdnRequested="always|never|perMessage"
Packaging formats will tend to follow the specifics of offered cryptographic services.  A complete CPP template for full EDIINT services will be provided on the website if the TC approves.
