Definitions used in the Conformance Clause
Optional Features in Component vs. in Processed Material

It appears that, in order to avoid any confusion when implementing, the conformance clause must detail further how an implementation must handle features that are optional in the specification (qualified by keywords MAY and OPTIONAL).

The optional qualifiers actually apply in two distinct ways throughout the specification: (1) to qualify the behavior of the specified component (here the MSH), (2) to qualify the material processed by the component (here the messages).  An implementor must be aware of this distinction:

(1) optional behavior of the component (MSH). In such cases, the keywords apply to some behavior of the component, when this behavior is not essential to the contract between the component and the cooperating parties (here, contract MSH - MSH, or contract MSH – application). 

Examples are:

“…A Receiving MSH MAY choose to ignore any foreign namespace attributes other than those defined above.”

“…HTTP protocol natively supports 8-bit and Binary data. Hence, transfer encoding is OPTIONAL for such parts in an ebXML Service Message prior to sending over HTTP.  “

“…Use of a secure network protocol such as [RFC2246] or [IPSEC] MAY be configured to provide for bilateral authentication of certificates prior to establishing a session.”

“…A Message Service Handler MAY respond to Message Status Requests for messages that have not been sent reliably.”

Such optional behaviors are entirely at the discretion of the implementor, as the meaning of these keywords (RFC2119/IETF) apply to the implementation itself. Conformance does not require such options to be implemented, or not to be implemented.

(2) optional presence of some feature in the material processed by the component (here message element). In such cases, the keywords apply to the material, not to the component (here MSH) that processes it. For example, it means that some message element may be absent. The MSH will still have to handle – in some way - both kinds: messages that have the optional element, and messages that do not have it.

Examples are:

“…The AckRequested element is an OPTIONAL extension to the SOAP Header”

“…An ebXML Message MAY be digitally signed to provide security countermeasures.  Zero or more ds:Signature elements, belonging to the [XMLDSIG] defined namespace, MAY be present as a child of the SOAP Header.”

“…The CPAId MAY reference an instance of a CPA as defined in the ebXML Collaboration Protocol Profile and Agreement Specification [ebCPP].  An example of the CPAId element follows:



<eb:CPAId>http://example.com/cpas/ourcpawithyou.xml</eb:CPAId>

If the parties are operating under a CPA, then the reliable messaging parameters are determined by the appropriate elements from that CPA, as identified by the CPAId element.”

In such cases, the MSH implementor has no control on the presence or not of these optional features: the MSH cannot avoid receiving and processing a message that has any of these options. However, the MSH implemention may react in two ways: (2.a) either process these optional features as expected by the contract MSH-MSH or application-MSH (e.g. validate a digital signature), or (2.b) not handle the optional feature.
Definitions: Strong vs. Weak Conformance

When an implementation behaves as in (2.a), we will say it is strongly conforming to the specification module where these features are described.

When an implementation behaves as in (2.b), we will say it is weakly conforming to the specification module where these features are described.

This difference is significant: under weak conformance requirement, an implementor would never have to implement the security module, as all its message features are optional. But under strong conformance requirement, an MSH implementation will have to be able to process correctly all security-related elements of a received message, even if these never appear during operation: optional usage does not mean optional capability.

A more precise definition is given below:

Strong conformance 

An implementation of a specification module or feature is said strongly conformant to the specification if it satisfies the following conditions:

(a) Be able to handle all MANDATORY features in specified processed material and in specified behavior, as well as all features not qualified by any IETF/ISO keyword. “Handling” means here the ability to process these features with the expected semantics as described in the specification.

(b) Not necessarily be able to implement behaviors that are specified as OPTIONAL. 

(c) Be able to handle all OPTIONAL features in the processed material, regardless of usage consideration (i.e. even if the usage of the implementation will be restricted to situations where such optional features are not expected.) 

(d) Be able to handle features qualified by keywords RECOMMENDED and SHOULD, in the general cases.

Weak Conformance 

An implementation of a specification module or feature is said weakly conformant to the specification if it satisfies the following conditions:

(a) Be able to handle all MANDATORY features in specified processed material and in specified behavior, as well as all features not qualified by any IETF/ISO keyword. “Handling” means here the ability to process these features with the expected semantics as described in the specification. 

(b) Not necessarily be able to implement behaviors that are specified as OPTIONAL. 

(c) Not necessarily be able to handle any OPTIONAL feature in the processed material, but behave consistently either as if the feature were absent from the material, or as if its processing were also optional. Not handling the optional feature may however cause undesirable behavior or inability to satisfy a contract expected by the application or by a communicating party. In such case, the MSH implementation will generate a proper notification or error to the contracting party, and keep operating. This is in particular the case with optional SOAP elements tagged with “mustUnderstand=true”. In that case, the implementation must return an Error message with NotSupported, as described in the SOAP specification.

(d) Not necessarily be able to handle features qualified by keywords RECOMMENDED and SHOULD. (Same rules apply as for undesirable effects when not processing optional features.)

