AS4: Secure B2B Document Exchange Using Web Services

A Profile of the 

OASIS ebXML Messaging Services Version 3.0: Part 1, Core Features

1  Introduction

This specification defines a constraining profile of the OASIS ebXML Messaging Services Version 3.0: Part 1, Core features specification.  

1.1  Background and Objectives

To be written

1.2  Scope

To be written

2  Messaging Model

This section defines the subset of ebMS 3.0 Message Exchange Patterns (MEPs) supported by AS4

2.1  Message Exchange Patterns

AS4 supports the following two ebMS 3.0 defined MEPs:

2.1.1  One-Way/Push

AS4 supports the One-Way/Push MEP as defined by Section 2.2.5 of the ebMS 3.0 specification.  This exchange pattern involves the transfer of a single payload-bearing AS4 message.  The message must not relate to any other message.  The synchronous response may carry an AS4 Signal Message, such as an error message or a receipt.  The response message must not carry a payload-bearing AS4 message that refers the request message.

2.1.2  Two-Way/Push-and-Push (Asynchronous Callback)

AS4 supports the Two-Way/Push-and-Push MEP as defined by Section 2.2.8 of the ebMS 3.0 specification.  This MEP is sometimes referred to as asynchronous callback, and composes the choreographies of two One-Way/Push MEPs.  In opposite directions, the AS4 message (either payload-bearing or signal) of the second refers to the payload-bearing AS4 message of the first via some reference identifier (e.g. eb:RefToMessageId or wsa:RelatesTo).  As with the One-Way/Push MEP, each leg of the Two-Way/Push-and-Push may contain a synchronous response carrying an AS4 error message or receipt.

3  Message Packaging

This section constrains and profiles Section 5 of the ebMS 3.0 specification with regard to the definition of the message packaging of an AS4 payload-bearing message or a signal message.

3.1  MIME Structure and SOAP Profile

3.1.1  SOAP 1.1

All AS4 messages including both payload-bearing and signal messages must use the SOAP 1.1 envelope description.

3.1.2  Payloads

All document payloads must be transmitted in the AS4 message as SOAP Attachments as specified in [SwA] and defined in Section 5.1.1 and Appendix C.1 of the ebMS 3.0 specification.

No payloads shall be included in the SOAP Body element. 

Single document payloads exchange must be supported.

Multiple document payloads may be supported as defined by [SwA].

Application of a compression algorithm to the document payload(s) may be supported in order to facilitate large document transmission:.

When supported, compression of the document payload must occur prior to attaching the document as a SwA-defined MIME part, and must be compressed prior to the application of any message-level or transport-level security.

3.2  Endpoint and Routing Identification

There are multiple ways in which to facilitate the routing and endpoint identification of AS4 messages:

1. Use the existing ebMS headers designed for this use

2. Map the existing AS2 headers for AS4 use

3. Use of WS-Addressing header constructs

The preferred methodology for routing and endpoint identification is not yet known at this time.  At the very least, the following requirements are to be satisfied:

1. MessageId, To, and From headers must be present in every AS4 message.

2. A Reply-To (or similar) header may be present in an AS4 message and specifies the endpoint identifier to be used by the responding party.

3. A Relates-To (or similar) header may be present in an AS4 message that whose value contains the MessageId of the original request message

4  Error Handling

The error message constructs and codes for AS4 messaging will utilize the Error Handling defined by Section 6 of the ebMS 3.0 Specification.  Extensions to the ebMS 3.0 defined list of error codes will be determined.

5  Security Module

This section constrains and profiles the Section 7 of the ebMS 3.0 specification with regard to the security model of an AS4 payload-bearing or signal message.  When packaging a message, WS-Security constructs must be applied last (if used) in the WS-* specification chain.  Likewise, when un-packaging a message, WS-Security constructs must be resolved first (if present) in the WS-* specification chain.

5.1  Signed Messages

Signing of AS4 messages is governed by WS-Security 1.1 with the use of X.509 security tokens only.

AS4 supports detached signatures only as defined by the XML DSIG specification.

The scope of which message element(s) are to be included in the signature is to be determined.

The signing of a SOAP with Attachments message is governed by WS-Security 1.1, and the support for the Application-Content-Only transform is required.

5.2  Encrypted Messages

Encrypting of AS4 message is governed by WS-Security 1.1 with the use of X.509 security tokens only.

The scope of which message element(s) are to be included in the encrypted part.

The encrypting of a SOAP with Attachments message is governed by WS-Security 1.1

5.3  Signed and Encrypted Messages

When both signature and encryption of an AS4 message is required, the message must be signed prior to encrypting.

6  Message Acknowledgments and Non-repudiation

A business-level non-repudiation signal message will be used as receipt acknowledgment of AS4 payload-bearing messages.  The non-repudiation message should comply with the eb:Receipt construct defined in the ebMS 3.0 specifications and provides for an XML Schema mapping of the Message Disposition Notification 

