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1. Introduction

To survive the severe competition in the product distribution industry, various attempts are being made to provide values that meet customer's requirements timely.
As one of these trials, KASUMI CO., LTD., together with its three business partners from food manufacturing and whole sale industries, initiated a distribution collaboration project to increase the value added of the products by sharing information such as products catalogs, sales promotion information, and sales results. The project was named "Kasumi B2B Integration Project", which we will refer to as the B2B Project here after (Figure 1).
One of the features of the B2B Project is that it adopted XML Document to exchange information for its flexibility and easy modification, and another feature of the B2B Project is that it uses a business messaging protocol based on the ebXML Message Service (ebXML MS) Specification.
In this paper, we will describe some observations or considerations to adopt ebXML MS V1.0 that have been obtained through our experiences in the B2B Project.
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Figure 1. Overall View of the Collaboration in the B2B Project

2. Backgrounds of the Adoption of ebXML
2.1. Objects of Standardization in EDI
To realize the collaboration between enterprises, the participants are required to exchange data between each other, which is EDI. Standardization elements for EDI are next four items.
· Basic Business Agreement (Agreement on Electronic Business)

· Agreement on Business Operation (System Operation Agreement)
· Rules on the Expression of Information (Business Protocol: "Syntax Rules", "Standard Messages", and "Data Element Directory")
· Information Transfer Rules (Communication Protocol)
In our B2B Project too, we have standardized the expression of information in order to let facilitate many companies with various characteristics to easily connect to the collaboration system. We use XML as the "Syntax Rule". XML business document formats such as "products catalog", "sales promotion information", and the "placement information" had been newly developed to the "Standard Messages" for our B2B project. As for "Data Element Directory", existing codes such as GLN (Global Location Number) and the JICFS Code defined by the Distribution Systems Research Institute in Japan will be utilized. (Figure 2)


Figure 2. The Relations between Elements in an Information Standardization Rules

Hypertext Transfer Protocol [HTTP] Version 1.1 is adopted as the Information Communication Standardization Rules to facilitate the use of Internet. Wire-security is achieved through Secure Sockets Layer (SSL) V3, Transport Layer Security (TLS) V1.0, and a few other related technologies. The need for meta-information to "wrap" the XML business document to be exchanged is widely recognized in order to enable data exchanges across different industries over Internet. This meta-information is known as "envelope".

Adoption of ebXML MS Specification

You should use a widely acceptable standard of envelope format instead of your own local envelope format, in order to facilitate data exchange across the borders of various companies and industries.

Although there are several standard formats for enveloping electronic data such as BizTalk Framework and RNIF (RosettaNet Implementation Framework). In our B2B Project, we have adopted the ebXML MS V1.0 Specification as the platform for exchanging messages. This format was selected as a result of a global consideration of various circumstances such as the trends in the development activities and movements in various standardizing organizations including the organizations in the domestic distribution industry. The fact that Global Commerce Initiative (GCI), an international standardizing organization in the distribution industry declared the adoption of ebXML in July 2000 (a year before the initiation of the Project) also gave a reason for our decision (Figure 3).


Figure 3. The Flow of Standardization of BtoB in the Distribution Industry

However, as it became apparent in the course of the B2B Project, there are some ambiguities in ebXML MS V1.0, and the specification was not complete enough in some aspects to be used in the actual business scene. Hence, we didn't implement some of the functions specified in the ebXML MS Specification we considered was unnecessary, and instead added some extra functions. In the following sections, we will describe these issues in some detail.

3. The Message Structure of ebXML
3.1. ebXML Message Structure - Overview
Figure 4 illustrates the structure of an ebXML message that uses HTTP as the communication protocol. An ebXML message is a communications protocol, structured in compliance with "SOAP Messages with Attachments" specification, referred as a Message Package.

The Message Package consists of "Header Container" which is the root part of the MIME multi-part, and "Payload Container" which is 0 or more additional MIME parts.



Figure 4. The Structure of an ebXML Message

Next, we will describe the fundamentals of HTTP headers, MIME headers, and payload containers.

HTTP Header
The ebXML MS Specification is independent to the communication protocol, and hence, any communication protocol can be used. However, in our specific case, we adopted HTTP Protocol only so as to reduce cost of the development.

POST  Specified URL  HTTP/1.1

Host: www.xxx.co.jp

SOAPAction: "ebXML"

Content-type: multipart/related; boundary="BoundarY"; type="text/xml";

  start="<ebxhmheader111@xxx.co.jp>"

The following explains briefly some of the elements in the list above:
· The value of "Specified URL" is specified the URL agreed by both participants for the address to send a HTTP POST request with the ebXML message.
· "Host" is configured according to RFC2616.
· "Content-type" MIME Header should be specified as "multipart/related" to represent the message in MIME multipart format.
· "MIME Media Type" must have the value of "text/xml".
· The "boundary" attribute of MIME Header specifies the boundary strings used to separate each body part in the message.
· The "start" parameter can be specified arbitrarily, however, it is recommended that "start" parameter is contained with the value of "Content-ID" of the MIME part that include the Header Container, in accordance with RFC2387.

3.2. MIME Header
The following MIME header should be attached to each of the MIME parts of a message package.

--BoundarY

Content-ID:<ebxhmheader111@xxx.co.jp>

Content-Type:text/xml; charset="UTF-8"

[Explanation]
· Every MIME part in a message has unique value of "Content-ID" among of all MIME parts. In the ebXML Specification, it is strongly recommended that "Content-ID" contain a value structured according to [RFC2045].

· "Content-Type" specifies the "MIME Media Type". In our B2B Project, the message will have XML documents in the payload container, therefore it must have the value of "text/xml".

· "charset" attribute specifies the character encoding method used in each MIME part. At the initial test-connection phase, it is recommended to limit the available character coding to a certain format, "UTF-8" for instance. This will enable a smoother connection.
Payload Container and "Manifest" Element

The ebXML MS Specification poses no restriction on the types of object that can be contained in the payload container. The container can contain any data, such as text, binary, and like that. In the B2B Project, XML business documents such as "products catalog", "sales promotion information", "sales results", and "placement information", which are developed by the B2B project, are contained.

The contents of each payload are identified in the "Manifest" element of the ebXML SOAP extensions.

A "Manifest" element is comprised of an "id" attribute, a "version" attribute, and one or more "Reference" elements. A "Reference" element is comprised of "Schema" element and "Description" element in addition to some attributes as described in the tables below:

· Attributes of a "Reference" element
	Attribute Name
	Value

	eb:id
	A unique arbitrary set of character strings

	xlink:href
	(Mandatory) Set the Content-ID of the MIME header of the payload container to be referenced.


· Child-elements under the "Reference" element
	Element Name
	Value

	Schema
	This child-element contains information concerning the schema that defines the instance of the document. The "location" attribute should be specified with the schema location of the payload object.

	Description
	The value of this child-element is arbitrary, however, you should specify a set of character strings that explain the contents of the payload container such as "product catalog registration request". If you wish to use Japanese, set the "xml:lang" attribution to "ja-JP".


The following example illustrates the contents of a Manifest element:

<eb:Manifest eb:id="Manifest" eb:version="1.0">

  <eb:Reference  eb:id="payload01"  xlink:href="cid:payload-1">

    <eb:Schema  eb:version="1.0"

eb:location="http://www.dsri-dcc.jp/retailCollaboration/2001/11/b2b/ProductRegistration.dtd"/>

    <eb:Description xml:lang="ja-JP">商品登録依頼</eb:Description>

  </eb:Reference>

</eb:Manifest>
In March 2002, The XML business document format "JEDICOS-XML" (Figure 5) concerning "Product Catalog", "Purchase Order", and "Dispatch Advice" was released from Distribution Systems Research Institute in Japan. In consideration of the connectivity with other companies, we are currently planning a transition to JEDICOS-XML for those documents that has same purposes, like the business document of "Products Catalog". 
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Figure 5. A Part of the Document Structure of the JEDICOS-XML

Application Point of the ebXML MS Specification in this B2B Project
3.3. Utilization of Functions Absolutely Necessary

The ebXML MS Specification includes various functions such as the multi-hop function to facilitate data transfer involving multiple servers, to adjust to a variety of business situations. However, since no BtoB server software products with ebXML compliance will be available at the initial stages of the B2B Project, we limit only to use the functions of the "MessageHeader" element, the "ErrorList" element, and the "Manifest" element that are absolutely necessary to perform a 1 to 1 asynchronous message exchange.

The values that can be used in the header container are also prescribed in the B2B Project. This is to avoid communication errors caused by the difference in the understanding of the specification on both sides of the message exchange. The following table shows a part of the values to be configured in the "MessageHeader" element:

	Element Name
	Value

	From/PartyId
	Set the value of the "type" attribute to "Retail-J", and use GLN.

	To/PartyId
	Same as Above.

	Service
	Set the "type" attribute to "Retail-J", and set a fixed value for the value of the element.

	Action
	Choose from the following character strings according to the kind of the process.
Transmission of product catalog : ProductRegistration
Transmission of sales results : SalesResults

Transmission of sales promotion information : PromotionPlan etc.

	MessageData/
MessageId
	The value will have the following format. The local part is arbitrary, however, note that the value must be unique between messages.
xxxx-xxxxx-xxxx@yyy.co.jp
local part      company name (fixed)

	MessageData/
Timestamp
	(Mandatory element) Set the current time ("timeInstant" type data of the XML Schema) using ebXML Message Handler.


The "QualityOfServiceInfo" and "SequenceNumber" that are child-elements of the "MessageHeader" element are not used, as there is no necessity in our B2B system. Now, because these elements had been renamed or deleted in ebXML MS V2.0 rev C, and the "extension" element used in the current B2B Project is almost identical to the "Core Extension Elements" in ebXML MS V2.0 rev C, we are expecting that it would be possible to keep the cost for upgrading to the ebXML MS V2.0 Specification relatively low.
3.4. Asynchronous Message Communication


Figure 6. Flow of Messages

Asynchronous communication is adopted instead of synchronous, because it is quite impossible to predict the time required to complete processing a business document, for example, an XML document of a product catalog. The sequence of a message is as follows:

1. The requester sends a Request message using HTT POST.

2. The receiver side receiving the Request message goes through the prescribed procedure until it performs XML validation of ebXML Header Container, then sends the Acknowledgement Receipt Message (Ack) back to the requesting side using a HTTP response. Once the requesting side has received the Ack message, the application on this side can continue with other processes without waiting for the response from the side that has received the Request message.

3. Meanwhile, at the receiving side, the validity of the business document is confirmed, and data values are checked manually. Then the Reply message signifying either a succeeded or failed process is transmitted using HTTP POST.

4. On receiving the Reply message, the requesting side sends back an Ack message using HTTP response.

In the flow of messages described above, our B2B project did the following three different implementations from the ebXML MS Specification V1.0.

(1) First, in ebXML MS V1.0, the type of communication (synchronous/asynchronous) is specified using the "SyncReply" attribute of the "Via" element. However, the B2B Project does not use the "Via" element, because the type of communication is limited to "asynchronous" communication in this B2B project. In ebXML MS V2.0 rev C, the "Via" element itself had been deleted, and it is directed to make changes in CPA (Collaboration Protocol Agreement) to specify this. So, from the aspect of the cost for upgrading to ebXML MS V2.0, we thought we make a correct decision no to use the "Via" element as a result.
(2) Since there is scarcely any information on asynchronous communication in ebXML MS V1.0, and most of it is given in Appendix B.2.4 (SOAP Error conditions and Synchronous Exchanges) and B.2.5 (Synchronous vs. Asynchronous), there is a risk of troubles occurring due to misunderstanding. In these descriptions, it is written that when operating in asynchronous mode, the "HTTP body" of a HTTP response will be empty, and only the "HTTP status code" will be returned. On the other hand, the "Via" element has an attribute "ackRequested", and if "Signed" or "Unsigned" is given as the attribute value, the receiver must return an ebXML message including an "Acknowledgement". However, there is no clear description as to whether you should return the ebXML message included within the HTTP response, or if you should send it as an independent HTTP POST. Hence, in the B2B Project, we have decided to return just the "HTTP status code", since there seems to be no particular merit in using the "Acknowledgement" element. Also, since the HTTP body is empty, we decided to use the value "202" for the HTTP status code, considering that it is better matching to the circumstance.

(3) Before returning an Acknowledgement Receipt Message, the receiving side of a Request message will analyze the syntax of the XML document contained within the header container part. This procedure is in accordance with one of the basic concept of our B2B Project; report errors whenever, wherever possible. For example, if an error was found in the header container during an asynchronous message exchange, the usual message flow used to report the error is firstly to return an Acknowledgement Receipt Message, and then use a new HTTP connection to returning a Reply message. However, in this method, if the "MessageID" element of the Request message was missing for some reason, the requester will not be able to notify its counterpart which message contained the error. In our B2B Project, the error notification message is transmitted in the response on the same HTTP connection.

Handling of Errors

Since the ebXML MS Specification does not define all of the types of errors and the countermeasures that should be taken, we had to sort out the causes of errors and determine the measures to be taken in designing the exchange in our Project.

Errors may occur in the following situations:
1. While exchanging messages in HTTP protocol level.
2. While analyzing the header container of an ebXML message.
3. While validating the contents of a payload (namely XML business document) using the schema definition file written in the W3C XML Schema.
4. While the application or the user is interpreting the XML business document.
The ebXML MS V1.0 Specification does not have any restriction on the format or content of payloads, it has no rules concerning error notification within payloads. Consequently, we need determine the rules for notifying errors that occur within a payload data.
(1) Kinds of Errors
The errors detected in payload by doing XML schema validation about the contents of an XML business document are, for example, XML elements appearing in a wrong order, missing required element; wrong number of appearance; data out of range (upper/lower limits, length of the character string, etc.); wrong data type; and unprescribed selection.
There are also errors that are detected by an application, or when the user runs a manual check on the data. An example of an error that will be detected on the application side is when a user requests the registration of a product catalog that already exists in the database of the receiving side. Another example of an error that can be detected by a user is an abnormal value in the product catalog data. For instance, the price of a product is $0:00 (free!), it must obviously be an error.
(2) Error Processing
The result of processing the payload (XML business document) will be returned to the requesting side by transmitting the ebXML message containing the XML document defined in the B2B Project using HTTP POST.

There are two types of XML documents to be contained in the payload container; one for a process succeeded and the other one for an error situation. In the case of a process succeeded, an XML document composed of elements with contents containing an arbitrary comment is transmitted. Whereas in the case of a process failed, the receiver of a request message reports the error by sending an ebXML message containing an XML document indicating the details of the error, such as the application procedure detecting the error (e.g. The procedure to store the data to Data Base), the code identified the cause of the error, a statement explaining the error, and the location of the occurrence.
Handling of XPointer

If an error is detected within the header container of an ebXML message, the error is notified using the "ErrorList" element and the "Error" element of its child-element. The ebXML MS Specification requires the user to use XPointer specification to indicate the location of the occurrence of an error.
However, today in April 2002, XPointer is still in the state of a Candidate Recommendation, and there are no XML parsers that can handle XPointer. Therefore, even if an error is detected while running a validity evaluation of an ebXML header container using an XML parser, we must write the code ourselves to point out the location of the occurrence of the error using XPointer syntax. In future, when the status of XPointer Specification becomes to Recommendation, XML parsers with XPointer-compliance will definitely be released. However, you must be aware that until then, some extra cost for development will be required to construct the XPointer description.

Handling of Schema Definition File

The schema definition file that is shown by ebXML MS V1.0 Specification is prescribed using the Candidate Recommendation version of W3C XML Schema. Therefore, XML parsers complying only with the Recommendation version (for example, Xerces2 Java) cannot be used to check the validation.

One method to overcome the problem is to rewrite the file in the Recommendation version, store it as a local file, and specify this local file from the program to use it in evaluating validity. Advantage of locally storing a schema file is not only to use the XML parser's function for validation of an XML document, but also to reduce the time for reading the schema file. This means that it is possible to improve the efficiency of development and the performance of the process.  
Note also that several schema definition editors with conversion function are available, so the conversion of the schema definition file from Candidate Recommendation format to the Recommendation version format should not be too difficult.

4. Conclusion
Through the application of the ebXML MS Specification to our B2B Project, it was confirmed that the ebXML MS Specification is equipped with the necessary set of items to provide the envelope functions to be used in a BtoB transaction.

Currently, the digital signature feature is not supported in our B2B Project. In future, however, as more companies decide to join the collaboration and the volume of data increases, the integrity of data will definitely become a crucial issue. We are aware of the necessity to introduce this feature in the near future.

The number of software products adopting ebXML MS is expected to grow and companies should carry out their inter-connectivity tests each other. It is desirable that companies planning "Kasumi B2B Project" will become able to use software products of their choice.
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