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Abstract: 
This specification focuses on defining a communications-protocol neutral method for 
exchanging electronic business messages. It defines specific enveloping constructs supporting 
reliable, secure delivery of business information. Furthermore, the specification defines a 
flexible enveloping technique, permitting messages to contain payloads of any format type. 
This versatility ensures legacy electronic business systems employing traditional syntaxes (i.e. 
UN/EDIFACT, ASC X12, or HL7) can leverage the advantages of the ebXML infrastructure along 
with users of emerging technologies. 
 

Status: 
This draft reflects the TC's consensus on the general feature set expressed herein; however, 
the technical details are subject to change. 
This document was last revised or approved by the TC on the above date. The level of 
approval is also listed above. Check the current location noted above for possible later 
revisions of this document. This document is updated periodically on no particular schedule. 
Technical Committee members should send comments on this specification to the 
ebxmlmsg@lists.oasis-open.org list. Others should use the comment form at 
http://www.oasisopen.org/committees/comments/form.php?wg_abbrev=ebxml-msg. 
For information on whether any patents have been disclosed that may be essential to 
implementing this specification, and any offers of patent licensing terms, please refer to the 
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Intellectual Property Rights section of the OASIS ebXML Messaging Services TC web page 
(http://www.oasis-open.org/committees/ebxml-msg/ipr.php). 
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This appendix specifies the SOAP format (SOAP versions, packaging of attachments and/or 
binary data) used in ebMS-3, as well as how this SOAP format is transported over HTTP and 
SMTP. 
 
ebMS-3 does not require the usage of SOAP-1.1 and/or SwA (SOAP-1.1 With Attachments).  
We consider the attachments specification of SwA as being orthogonal to the SOAP version. In 
other words, attachments could well be used for SOAP 1.2 in the same way they are used for 
SOAP 1.1. Similarly, we also consider MTOM being orthogonal to the SOAP version.  
 
A conformant implementation of ebMS-3 may well choose to use SOAP-1.2 instead of SOAP-
1.1. When using binary data and/or attachments, two alternatives are available, namely SwA 
and MTOM. Since SwA and MTOM are orthogonal to the SOAP version, there are four 
possibilities: 
 

• An implementation of ebMS-3 may choose SOAP-1.1 with Attachments 
• An implementation of ebMS-3 may choose SOAP-1.1 with MTOM 
• An implementation of ebMS-3 may choose SOAP-1.2 with Attachments 
• An implementation of ebMS-3 may choose SOAP-1.2 with MTOM 

 
Both SwA and MTOM use the same attachment/encapsulation mechanism, namely the 
multipart/related MIME encapsulation. This encapsulation is independent of the version of 
SOAP being used (in fact it can encapsulate any XML document, not just SOAP), and also 
independent of the transport protocol (the encapsulation could be transported via HTTP, SMTP, 
etc…). 
 
Since there are four possibilities, how could an MSH choose which one to use? Each of the 
above cases has its own merits. The following is merely a suggestion (not even a 
recommendation) on which SOAP format to use: 
 

• Use SOAP 1.1 with Attachments if your partners do not use SOAP 1.2 yet and web 
services are not used as the primary endpoints of your deployment. 

• Use SOAP 1.1 with MTOM if your partners do not use SOAP 1.2 yet and one of your 
endpoints is a Web Service. Also, if at least one of the payloads is an XML document 
(or XML fragment) that needs to contain or point to a binary data, using MTOM is a 
good choice since the overhead of encoding/decoding to base64 is eliminated, plus the 
benefit of having a well structured XML infoset with binary data that could be defined 
in WSDL. 

• Use SOAP 1.2 with attachments if your partners can process SOAP 1.2 and the 
payload being transported in the messages is not intended to be directly consumed by 
web services as endpoints. 

• Use SOAP 1.2 with MTOM if your partners can process SOAP 1.2, web services are 
deployed as endpoints and/or that your payload consists of XML fragments that need 
to contain binary data. Also, if large binary data are being exchanged, using MTOM will 
eliminate the overhead of encoding/decoding to/from base64 since the binary data 
would be transported as attachments in its raw binary form. 
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1.1 Using SwA 
 
The following example shows an ebMS-3 message using SOAP 1.1 with attachment. The 
ebMS-3 message in this example contains two payloads: 
 

1. The first payload is the picture of a car. This picture is in binary form as an attachment 
with a Content-ID equal to “car-photo”. 

 
2. The second payload is an XML fragment within the SOAP body. This XML fragment has 

id attribute equal to “carData” 
 
The XML fragment in the SOAP body contains a reference to another binary data, namely the 
picture of the car owner):  
 
Content-Type: Multipart/Related; boundary=MIME_boundary; type=text/xml; 109 
        start="<car-data@toyoya.com>" 110 
 111 
--MIME_boundary 112 
Content-Type: text/xml; charset=UTF-8 113 
Content-Transfer-Encoding: 8bit 114 
Content-ID: <car-data@toyoya.com> 115 
 116 
<?xml version='1.0' ?> 117 
<S11:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/" 118 
   xmlns:eb="http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-3_0.xsd"> 119 
  <S11:Header> 120 
     <eb:Messaging eb:version="3.0" S11:mustUnderstand="1"> 121 
         … 122 
           <eb:PayloadInfo> 123 
              <eb:PartInfo href="cid:car-photo" /> 124 
              <eb:PartInfo href="#carData" /> 125 
           </eb:PayloadInfo> 126 
     </eb:Messaging> 127 
  </S11:Header> 128 
 129 
  <S11:Body> 130 
     <t:Data id="carData" xmlns:t="http://toyota.com"> 131 
        <t:Mileage>20000</t:Mileage> 132 
        <t:OwnerPicture href="cid:picture-of-owner"/> 133 
     </t:Data> 134 
  </S11:Body> 135 
</S11:Envelope> 136 
 137 
--MIME_boundary 138 
Content-Type: image/tiff 139 
Content-Transfer-Encoding: binary 140 
Content-ID: <car-photo> 141 
 142 
...binary TIFF image of the car... 143 
 144 
--MIME_boundary— 145 
Content-Type: image/tiff 146 
Content-Transfer-Encoding: binary 147 
Content-ID: <picture-of-owner> 148 
 149 
...binary TIFF image of the car’s owner... 150 

http://schemas.xmlsoap.org/soap/envelope/
http://toyota.com/
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--MIME_boundary— 151 
 152 

   Example 1: SOAP-1.1 with Attachment 153 
154 
155 
156 
157 

he following (Example 2) shows the same message given in example 1, except that SOAP-1.2 158 
159 
160 
161 

 
 
 
 
T
is being used instead of SOAP-1.1: 
 
 
Content-Type: Multipart/Related; boundary=MIME_boundary; type=text/xml;  162 
              start="<car-data@toyoya.com>" 163 
 164 
 165 
--MIME_boundary 166 
Content-Type: text/xml; charset=UTF-8 167 
Content-Transfer-Encoding: 8bit 168 
Content-ID: <car-data@toyoya.com> 169 
 170 
<?xml version='1.0' ?> 171 
<S12:Envelope xmlns:S12="http://www.w3.org/2003/05/soap-envelope" 172 
    xmlns:eb="http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-3_0.xsd"> 173 
  <S12:Header> 174 
     <eb:Messaging eb:version="3.0" S12:mustUnderstand="true"> 175 
         … 176 
           <eb:PayloadInfo> 177 
              <eb:PartInfo href="cid:car-photo" /> 178 
              <eb:PartInfo href="#carData" /> 179 
           </eb:PayloadInfo> 180 
     </eb:Messaging> 181 
  </S12:Header> 182 
 183 
  <S12:Body> 184 
    <t:Data id="carData" xmlns:t="http://toyota.com"> 185 
        <t:Mileage>20000</t:Mileage> 186 
        <t:OwnerPicture href="cid:picture-of-owner"/> 187 
     </t:Data> 188 
  </S12:Body> 189 
</S12:Envelope> 190 
 191 
--MIME_boundary 192 
Content-Type: image/tiff 193 
Content-Transfer-Encoding: binary 194 
Content-ID: <car-photo> 195 
 196 
...binary TIFF image of the car... 197 
 198 
--MIME_boundary— 199 
Content-Type: image/tiff 200 
Content-Transfer-Encoding: binary 201 
Content-ID: <picture-of-owner> 202 
 203 
...binary TIFF image of the car’s owner... 204 
--MIME_boundary— 205 

 th Attachments over HTTP 206 
207 

hat were the differences between Example 1 and Example 2 (SOAP 1.1/SOAP 1.2 with 208 
attachments)? The differences are the following: 209 
 210 

  Example 2: SOAP-1.2 wi
 
W
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211 
 versus the namespace 212 

http://www.w3.org/2003/05/soap-envelope for SOAP 1.2 213 
214 
215 

 216 
Tha  i217 
header. TP header called 218 
OAPAction if SOAP 1.1 is being used. If SOAP 1.2 is used, instead of the SOAPAction header 219 

220 
221 

• In SOAP 1.1, the namespace of the SOAP elements (Envelope, Header, and Body) is 
http://schemas.xmlsoap.org/soap/envelope/

• In SOAP 1.1, the attribute mustUnderstand takes 0 or 1 as values, whereas in SOAP 
1.2, the values for the attribute mustUnderstand are true and false. 

t’s t. Another difference between SOAP 1.1 and SOAP 1.2 would be in the SOAPAction 
 When using HTTP as the transport protocol, there will be an HT

S
there will be an action parameter, as illustrated in the following listings: 
 

SOAPAction: leasing  222 
Content-Type: Multipart/Related; boundary=MIME_boundary; ype=text/xml;  223 
              start="<car-data@toyoya.com>" 224 

      225 
      226 
 227 

228 
229 
230 

                               
                            HTTP headers when using SOAP 1.1 with attachments 

 
 
 

SOAPAction: leasing  231 
Content-Type: Multipart/Related; boundary=MIME_boundary; ype=text/xml;  232 
              start="<car-data@toyoya.com>"; action=leasing 233 

      234 
      235 
 236 

237 
238 

hen using SMTP transport, the only additional requirement is that the Mime-Version header 239 
ust be present (among other SMTP related headers such as To, From, Date, etc…). The 240 
llowing listings show the headers for both SOAP 1.1 and SOAP 1.2 over SMTP: 241 

242 

                               
                            HTTP headers when using SOAP 1.2 with attachments 

 
 
W
m
fo
 

From: hamid@us.fujitsu.com243 
To: leasing-office@toyota.com244 
Date: Mon, 23 Jan 2006 17:33:00 CST 245 
Mime-Version: 1.0 246 
SOAPAction: leasing  247 
Content-Type: Multipart/Related; boundary=MIME_boundary; ype=text/xml;  248 
              start="<car-data@toyoya.com>" 249 

      250 
      251 
 252 

253 
254 

                               
                            SMTP headers when using SOAP 1.1 with attachments 

 
 

From: hamid@us.fujitsu.com255 
To: leasing-office@toyota.com256 
Date: Mon, 23 Jan 2006 17:33:00 CST 257 
Mime-Version: 1.0 258 
Content-Type: Multipart/Related; boundary=MIME_boundary; ype=text/xml;  259 
              start="<car-data@toyoya.com>"; action=leasing 260 

      261 
      262 

                               
                            SMTP headers when using SOAP 1.2 with attachments 
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 263 
264 
265 
266 

1.2 Using MTOM 267 

268 
M A – MTOM was designed to fix the issues with SwA, enabling it 269 
to  model of the Advanced Web services specifications.  MTOM 270 

essages are actually valid SwA messages. 271 
272 
273 
274 

elineate boundaries between parts.  Consumers 275 
276 
277 
278 
279 
280 
281 
282 
283 
284 
285 
286 
287 
288 
289 
290 
291 

Representation SOAP Header Block (http://www.w3.org/TR/soap12-rep) 292 
293 

) 294 
295 

It is ls tion 296 
and v ) is 297 
bo s ta). 298 

299 
300 
301 
302 
303 
304 
305 
306 
307 

ollowing listing is an example of an ebMS-3 message using SOAP-1.2 with MTOM. The 308 
MS-3 message in this example contains one payload which is the XML fragment in the SOAP 309 

ody refered to it by href=“#myPhoto”. The XML fragment in the SOAP body contains 310 
311 
312 
313 

 
 
 

 
TOM is not a competitor to Sw
 work within the composable

m
 
SwA defines a way for binding attachments to a SOAP envelope using the multipart/related 
MIME type - this is the same attachment/encapsulation mechanism used for e-mail.  MIME is 
inefficient because it uses text strings to d
must scan the entire message to find the string value used to delineate a boundary.  MIME 
cannot be represented as an XML Infoset – this effectively breaks the web services model 
since attachments cannot be secured using WS-Security. The DIME specification was created 
to address performance issues when processing MIME attachments.  DIME avoided having to 
scan the entire message to locate boundaries because the length of the attached files was 
encoded in the message header, enabling large attachments to be processed in “chunks”.  
While DIME provided a more efficient processing model it still didn’t provide an infoset model 
for the message and attachment.  MTOM provides a compromise between the MIME model and 
the Web services model (an infoset representation is available).   MTOM messages are valid 
SwA messages, lowering the cost of supporting MTOM for existing SWA implementations.  
MTOM attachments are streamed as binary data within a MIME message part, making it fairly 
easy to pass MTOM attachments to SwA or receive SwA attachments into an MTOM 
implementation. 
 
More formally speaking, MTOM is actually a collection of three W3C recommendations:  
 

• Resource 
• XML-binary Optimized Packaging (http://www.w3.org/TR/xop10/) 
• SOAP Message Transmission Optimization (http://www.w3.org/TR/soap12-mtom

 
 a o interesting to notice that MTOM is an abstract layer that is above Mime encapsula
 e en above SOAP. The second recommendation (XML-binary Optimized Packaging
ut erialization/deserialization of XOP packages (XML documents mixed with binary daa

Mime multipart/related is only one way of encapsulating XOP packages (in other words, the 
recommendation leaves it open for other possible means of encapsulation). The third 
recommendation (SOAP Message Transmission Optimization) is simply a concrete XOP 
encapsulation packages for SOAP over HTTP, using Mime multipart/related mechanism. This is 
just to say that MTOM is indeed orthogonal to SOAP versions and can be used for SOAP 1.1 
too. 
  
 
 
The f
eb
b
references to binary data which is attached in raw form: 
 
 



wd-ebMS3-08  18 January 2006 
Copyright © OASIS Open 2002. All Rights Reserved.  Page 9 of 10
 
 
 
 
 
 
 

314 
315 
316 
317 

 
 
 
 
Content-Type: Multipart/Related;boundary=MIME_boundary; 318 
    type="application/xop+xml"; 319 
    start="<mymessage.xml@example.org>"; 320 
    startinfo="application/soap+xml; action=\"ProcessData\"" 321 
 322 
--MIME_boundary 323 
Content-Type: application/xop+xml; charset=UTF-8;  324 
    ion=\"Ptype="application/soap+xml; act rocessData\"" 325 
Content-Transfer-Encoding: 8bit 326 
Content-ID: <mymessage.xml@example.org> 327 
 328 
<S12:Envelope xmlns:S12='http://www.w3.org/2003/05/soap-envelope' 329 
    xmlns:xmlmime='http://www.w3.org/2004/11/xmlmime' 330 
    xmlns:eb="http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-3_0.xsd" 331 
    xmlns:xop="http://www.w3.org/2004/08/xop/include"> 332 
   333 
  <S12:Header> 334 
     <eb:Messaging eb:version="3.0" S12:mustUnderstand="true"> 335 
         … 336 
           <eb:PayloadInfo> 337 
               <eb:PartInfo href="#myPhoto" /> 338 
           </eb:PayloadInfo> 339 
     </eb:Messaging> 340 
  </S12:Header> 341 
 342 
  <S12:Body> 343 
 344 
    <m:data id="myPhoto" xmlns:m='http://example.org/stuff'> 345 
      <m:photo xmlmime:contentType='image/png'> 346 
          <xop:Include href='cid:http://example.org/me.png'/> 347 
      </m:photo> 348 
 349 
      <m:sig xmlmime:contentType='application/pkcs7-signature'> 350 
          <xop:Include href='cid:http://example.org/my.hsh'/> 351 
      </m:sig> 352 
    </m:data> 353 
 354 
  </S12:Body> 355 
</S12:Envelope> 356 
 357 
--MIME_boundary 358 
Content-Type: image/png 359 
Content-Transfer-Encoding: binary 360 
Content-ID: <http://example.org/me.png> 361 
 362 
// binary octets for png 363 
 364 
--MIME_boundary 365 
Content-Type: application/pkcs7-signature 366 
Content-Transfer-Encoding: binary 367 
Content-ID: <http://example.org/my.hsh> 368 
 369 
// binary octets for signature 370 
 371 
--MIME_boundary-- 372 

 373 
 374 
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Fr ing above, we can see the differences in the Mime headers between 375 
OAP-1.1/1.2 with MTOM” as the following: 376 

377 
378 
379 
380 
381 
382 
383 
384 

 385 
The abo386 
 387 

388 
389 
390 
391 
392 

om the sample list
OAP-1.1/1.2 with attachments” and “S“S

 
• In SOAP-1.1/1.2 with attachments, the type parameter of the Content-Type header of 

the package is text/xml, whereas in SOAP-1.1/1.2 with MTOM the type parameter has 
a value of “application/xop+xml”. 

• In SOAP-1.1/1.2 with MTOM, there is a new parameter “start-info” whose value must 
be the same value for the type parameter of the SOAP part, and this must be 
“application/xop+xml” instead of “text/xml” in the case of SOAP-1.1/1.2 with 
attachments. 

ve described changes in the Mime headers are highlighted in the sample listing above. 

 
The following short listings illustrate the difference with “SOAP 1.1 with MTOM” and “SOAP 1.2 

ith MTOM”: w
 
 
SOAPAction: ProcessData 393 
 394 
Content-Type: Multipart/Related;boundary=MIME_boundary; type="application/xop+xml"; 395 
    start="<mymessage.xml@example.org>"; startinfo="application/soap+xml 396 
 397 
--MIME_boundary 398 
Content-Type: application/xop+xml; charset=UTF-8; type="application/soap+xml 399 
Content-Transfer-Encoding: 8bit 400 
Content-ID: mymessage.xml@example.org401 
 402 
<S11:Envelope … 403 
 404 

  405 
  with MTOM : action parameter is absent (SOAPAction header used instead) 406 
 407 

408 
409 
410 

esides the addition of SMTP related headers (such as From, To, Date, etc…) 411 

    
           SOAP 1.1 

 
 

hen using SMTP as a transport protocol for SOAP-1.1/1.2 with MTOM, nothing really changes W
b
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