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Abstract
The objective of this paper is to identify technical and business considerations for secure and reliable transport of data, to (1) form the basis for an architecture study to determine areas of product focus, and (2) to communicate guidelines to decision makers and standards organizations in choosing message transport standards based on requirements.
1. Introduction
In choosing or building a messaging system or a standard for messaging, several aspects of the transport, routing and security need to be considered. Although there are many open standards that pertain to messaging, there is insufficient discussion of these aspects. As a result, even if standards (e.g., web-services) are adopted, supporting some of the aspects such as security or reliable delivery tends to be done at the application level, and may result in transport systems that do not interoperate. In selecting a system or a standard for messaging, considering the requirements that are listed in this paper is a prudent first step.

Although this paper covers many important aspects of message transport, it is by no means a complete list. Several aspects of messaging, such as message orchestration, rules based routing, are best handled at the application layer, and as such, are considered outside the scope of a transport system.

This paper is influenced by the CDC’s experiences with PHINMS, which has been widely deployed by state and local public health departments nationwide over the last five years. However, the requirements listed are applicable to any transport system, and do not have a dependency on the set of standards adopted within PHINMS. Many of the features listed include aspects that are not currently supported by PHINMS, but may nevertheless be important to consider.
When choosing or implementing a transport system for secure and reliable messaging, the following considerations need to be made in the context of the data sharing that should be supported by the message transport system.
2. Technical Considerations
The technical requirements of secure and reliable messaging are broadly classified as follows:

1) Transport and Routing

2) Reliability

3) Security

4) Implementation

5) General

In the following sections, each of the above requirements is discussed in some detail.
2.1. Transport and Routing
The following considerations are applicable to transporting and routing a message. The term “system” is used to denote “message transport system”.
· Bi-directional Messaging

The primary function of a messaging system is sending and receiving messages. The system should be able to receive unsolicited messages directly from a sending site, or by soliciting (or polling) a sending site or an intermediary (this is to support those sites that only have outbound connections to the Internet).

· Synchronous and Asynchronous
Query messages need immediate response, so a synchronous paradigm is needed in some situations. Synchronous messaging here means sending a request and receiving a response on the same connection. The response to a synchronous typically includes application data (e.g., query result). However, messaging that primarily deals with file transfers (e.g., for reporting data) may use the asynchronous messaging paradigm. In this paradigm, the sending side does not receive any application status or data, instead it only delivers the file and gets a transport level status.
· Message Metadata

To support integration with business processes, information describing a message (i.e., message meta-data) should be sent and received in a standard way. Standards based message meta-data, such as addressing and work-flow information (e.g., name of the business process that will process the message after receipt) will facilitate interoperability with other systems that implement the same standards.
· Payload Independence

To support diverse data transport needs, the system should transport XML, text and binary files. The system should have no dependencies on the structure or contents of the files being transported. All addressing and processing information should be specified outside of the files being transported.

· Message Addressing

A basic requirement of a messaging system is to support the addressing of messages to unique recipients within a network. The system should support both addressing and processing meta-data that is open standards based, and independent of the payload being transported. Further, each messaging server instance must be addressable by a network-wide unique identifier to indicate who they are in the network. 
· Static and Dynamic Routing

To support the routine data feed type messaging activities the system should be able to send/receive messages over statically configured network routes. In addition, to support more dynamic messaging needs (e.g., required in an emergency response situation) the system should support the dynamic addition of new routes. For example, if A has a static route to B and B has a static route to C, then A should be able to create a dynamic route to C via node B.
· Point-to-point and Publish/Subscribe

Point-to-point refers to sending to a single recipient, and is a basic messaging function. Additionally, the system may also support publish/subscribe messaging. Publish/subscribe refers to sending to a topic or queue, such that any subscriber to the topic or queue receives a copy of the message.

· Broadcast 

Certain notifications or messages may need to be delivered to multiple recipients simultaneously. To support such messaging needs, the system should support broadcasting of messages to a list of recipients while ensuring that the broadcast is secure and reliable (each intended recipient receives one and only one copy of the message, and un-intended recipients can receive or intercept broadcast messages).
· Multi-hop Messaging

One of the pre-conditions for dynamic routing is support for multi-hop messaging. The system should support multi-hop messaging. Messages sent via intermediaries need to preserve confidentiality, integrity and non-repudiation of message origin.

· Rules based Routing

To make the message flows more flexible and extensible, the system should support rules based routing. Message routing at any given node can be based on message meta-data, or based on a business rule (or both). The message may be routed to the appropriate destination, or published to a set of subscribers, or a combination of these.

2.2. Reliability
Reliable delivery of messages is essential to the proper functioning of a large network that is dependent on messaging. The following are some of the key requirements in this area:
· Acknowledgements 

A basic requirement of a messaging system for reliable message delivery is providing status information to the message sender indicating a successful or unsuccessful message delivery.  It should also provide status information on successful processing of a message. The acknowledgements can be sent synchronously or asynchronously.

· Guaranteed Message Delivery 

Messaging typically occurs over unreliable networks like the Internet, hence to make the overall network reliable, messaging nodes need to tolerate each other’s network failures (both short term and long term) and still be able to deliver messages reliably. One and only one copy of a message should be delivered (duplicates should be removed).
· Sequencing of Messages 

For certain operations, it may be important to process messages in the order they were sent (e.g., an account update should occur after account creation). Because of network failures or sender queuing it is quite possible that a message may be sent out of sequence. A robust messaging system should be able to determine the order in which messages were sent and process them in the appropriate order.

· Network Error Handling
The system should handle both short-term and long-term network failures gracefully. No manual intervention should be needed to “reset” the system to recover from network failures.

· Store and forward
Because of network failures or field data collection in disaster scenarios, it is possible that applications may be off-line for some time. Also, message receipt rates at messaging nodes may exceed message processing rates. To prevent messages from being lost, it is important that messages be persisted. At each node in the route of a message, a “store-and-forward” mechanism should exist, to ensure that messages are recoverable in the case of system or network failures.
2.3. Security
If sensitive data is sent over the network, security is of paramount importance in all stages of data transport. Here are some of the key security requirements for a messaging system:

· Trust

For secure messaging over the network, the sending and receiving nodes need to trust one another. Establishment of peer-to-peer and hierarchical trust relationships between communicating nodes may be necessary. No dependency should exist on a central authority to issue security credentials.

· Confidentiality

Ensuring secrecy of data sent over insecure networks (e.g., Internet) is essential to the security of the network. Confidentiality of messages in transit over a network, and at rest needs protection. Additionally, confidentiality of messages sent via intermediaries should be protected (this requirement may be relaxed if the intermediaries are trusted to read the contents of the message).
· Integrity

Ensuring integrity of data sent over insecure networks (e.g., Internet) is essential to the security of the network. The system should protect integrity of messages in transit over a network, and at rest. Additionally, integrity of messages sent via intermediaries should be protected.

· Non-repudiation of Message Origin

The ability to hold organizations accountable for their actions is essential for the overall security of the network. The system should provide evidence of the message origin, and bind the contents of a message with the originator (e.g., using a digital signature).

· Identification, Authentication and Authorization

In addition to messaging nodes trusting each other, it is essential for them to identify and authenticate each other. The system should support standards based identification and authentication methods. The identification and authentication should be independent of the message transport protocol, and should be a replaceable component of the overall system. It should be usable with existing perimeter infrastructures. Several standards based identity tokens such as user ID and password or digital certificates must be supported.   Since most messaging occurs between machines and not necessarily between users, biometrics and one time passwords may not be appropriate.
· Malicious Message Content Detection

The system should be able to screen and block malicious message content, to prevent the spread of viruses and other security hazards.
· Denial of Service Protection (Message throttling)

Reliable messaging is possible only if the system is available. Hence, countering denial of service attacks is a necessary part of this system.
· Single sign-on to network
To facilitate the use of a single set of security credentials across multiple receiving nodes or services on the network, the system may support single sign-on standards (e.g., SAML).
3.4. Implementation

In order to make a messaging network practical and useful, several implementation related requirements exist. These include:
· Discovery of Messaging Nodes
For the purpose of supporting dynamic messaging across the network, the messaging infrastructure should support the discovery of messaging nodes, and the set of services that these nodes expose to the network, and their associated attributes (such as location, security).
· Service Oriented Architecture and Web-Services Support

Some of the newer networks are based on SOA (primarily discovery, binding and use of services) and web-services. To facilitate data sharing with those networks, the system should be able to support or interoperate with web-services, using SOA.
· Firewall Support
Since messaging is typically over the Internet across organizational boundaries, a messaging system needs to be able to support the scenarios where sender or receiver (or both) are behind separate firewalls. The system should support both Push and Pull mode messaging. Push refers to sending a message directly to a recipient, and the fact that the recipient receives an unsolicited message from the sender. Pull refers to sending the message to a third party, and the recipient receiving initiating a “receive” function with the intermediary in order to receive its messages.

· Web Proxy Servers
Many institutions utilize a web proxy that hides the internal IP addresses of their employees or users.  Often, sending requests out through these proxy servers requires authentication of the user at the proxy server independent of any authentication at the receiver site.  Depending on the product and configuration, these proxy servers have varying degrees of standards compliance, and while web browsers handle the situations quite well, an application calling a web service may not be capable of managing the proxy authentication.
· Logging of Messaging Activity
Regulations such as HIPAA, security concerns, and best practices all dictate that messaging transactions must be logged for future reference

· Support for Large Messages

Depending on the amount of memory in the sending/receiving server a very large message may not be able to be encrypted and inserted into an XML document.   DICOM images scanned text or aggregated data may easily reach the gigabyte range in size and the encryption requirements as well as the need to base64 encode the message in order to insert it into an XML document all require that the message be read into memory.  Some form of chunking of messages or sending portions of a message and then reconstituting them at the receiving site must be considered.
· Interoperability

Because of differences in operating systems, hardware, security implementations, developer misinterpretations even the most detailed set of transport specifications may lead to interoperability issues.  It is of paramount importance to have an independent certifying authority to test for interoperability, adjudicate disputes, and report back on areas of concern.

3.5. General Considerations
The following requirements allow better integration, deployment and maintenance.
· Platform neutral

Since organizations performing messaging typically use a variety of platforms (operating systems, web-servers, application servers, databases), the messaging system should not have a dependency on any specific platform, and should be deployable on commercial hosting platforms.

· Language neutral

The messaging system should be usable by most popular languages. In other words, it should not have a dependency on the use of a specific language or framework.
· Scalable
The messaging system should be scalable to handle large messaging volumes, or large size messages.
· Maintainable

The messaging system should support automatic updates, and “lights-out operation”.
4. Summary

The high level technical considerations of secure and reliable message transport were discussed in this document. While this is not a “necessary and sufficient” set of considerations, it does contain most of the pertinent aspects of secure and reliable messaging. When choosing standards or systems that implement standards, in order to facilitate interoperability, one needs to consider the aspects outlined in this paper to maximize open standards based features, and to minimize proprietary extensions.
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