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About ENISA

The European Network and Information Security Agency (ENISA) is an agency of the
European Union. It was established in 2004 to support the European Union and its Member
States in network and information security. The Agency acts as a centre of expertise,
giving advice and recommendations, and promoting good practices. The Agency also has a
key role in facilitating contacts and the sharing of ideas between the European Institutions,
the Member States, industry and the academic world.
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Executive summary

Scope

This survey maps the security aspects of service level agreements or similar
contract arrangements across governmental and other public sector organizations
including EU institutions in the European Union.

Types of services covered
Cloud services as defined in ENISA's cloud security risk assessment (SaaS, PaaS and IaaS)

More traditional types of outsourced IT services, such as data-centre and hosting services
(for website hosting, desktop virtualization, and so on), outsourcing services and network
and communication services.

Target Group

IT professionals and decision makers in public sector organisations, who have been
involved in procuring cloud services and or more traditional types of outsourced IT services

Survey Characteristics
Top-level summary
Total no of responses = 142
117 fully completed
+ 25 valid dropouts
Follow-up
+ 70 agreed to be approached for further collaboration on best practices
Cloud
* 9 pure cloud related contracts
Type of organization
+  EU-level
+ Central Government
*  Municipal
15 EU countries involved
» (Czech Republic

«  Denmark
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Finland
France
Germany
Hungary
Ireland
Italy
Norway
Poland
Romania
Slovakia
Spain
Sweden

UK

Contracts/SLAs

Most of contracts are signed for 3 and more years and cover mostly providing
internet connectivity and hosting services. Just 64% of the contracts include some
kind of SLA.

Contracts are usually drafted and reviewed by IT departments, but IT management
is also often involved. Security specialists influence 63% of the contracts.

Most of SLAs define penalties for breaching the SLA. Mostly the penalty is
expressed as some percentage of the service fee. More detail can be seen in the pie
on the right.

Security

ITIL and ISO2700x are the most adopted standards among governmental
institutions.

More than 20% of the organizations do not use any governance frameworks or
security standard.

The adoption of various security standards and governance frameworks is
visualized in the following chart.

Security is a big concern of 77% of governmental organizations.

Adoption of various security standards and governance frameworks
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Security parameters in SLA

+ Availability is the most important parameter mentioned in SLAs. For governmental
organizations, a service is available when it can be reached by all clients and most
frequently, it is calculated for one month or one year. When the service becomes
unavailable, in 78% of the cases the provider is obligated to report the service
outage to the customer.

« 75% of contracts have defined maximum recovery time, while at least 50% of all
contracts define penalties for breaching the recovery time and at least 25% of the
contracts do not define any penalties.

« Besides availability, SLAs commonly cover redundancy, backups and access control.
Other parameters are less frequent.

Measurement of security parameters

« As much as 15% of the contracts do not include availability measurements while
the rest does. 50% of the contracts define that availability is measured regularly
and 27% perform irregular measurements. In 63% of cases, availability is
measured by the customer.
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More than 57% of customers have performed penetration tests, but only 16% of
them run penetration tests regularly. The interesting fact is that these test are
predominantly carried out by independent organizations.

Backup and failover systems have been tested by 65% of customers and the tests
are mostly irregular. In 56% of cases, these tests are carried out by the customer.

There is one parameter of the service that has not been too much tested - data
portability. Almost 40% of contracts do not include any tests if the customer’s data
can be taken to another service provider. Usually it is the customer who tests the
portability.

Load testing has been performed by 59% of customers and is usually irregular.
From 51%, load testing is carried out by the customer while in 41% of the cases, it
is the service provider who takes care of these tests.

Only 39% of the organizations run unit tests and these test are performed on an
irregular basis.

Reporting

Providers usually report on availability, penetration test results, failover and backup
systems tests and also on various unit tests.

Availability is the most reported and reports on availability are guaranteed by 75%
of the contracts.

Results of the performed penetration tests are reported in 71% of the cases.

Failover and backup system test and unit tests are reported in 67%.
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Survey Results

Respondent distribution - Country

x
x **
* *
, enisa
European Network
x and Information
* Security Agency

M Czech Republic
M Poland

M Spain

B Denmark

m Slovakia

B Germany

B Hungary

m UK

m global

Respondent distribution - Professions

M Executive
positions in IT

M |T professionals
(general)

W Security
specialists

W Others/unknown
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Governance frameworks and security standards adoption

B None
B One
= Two

B Three or more

Governance frameworks and security standards adoption
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Are your IT service providers obliged to adhere to these standards too?

M Yes
M Yes, some
“ No

M Do not know

How long does the contract/SLA last?

M One year
M Two years
™ More than two

years

M Pay as you go
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Types of infrastructure or applications covered by the SLA/contract

B Unspecified

H WAN

B Hosting

M| Servers

M Various

M eGovernment application

H Databases

Types of the contracts/SLAs

B Managed Services

B Cloud services (PaaS)

M Hosting

m Dedicated outsourcing
(one to one
arrangement)

M Other
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Who was involved in setting the SLA/contract
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IT department Security experts No one Higher Other
within the management
company
SLA/contract reviewed by security experts
M Yes
® No

m Unspecified
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Security requirements rating

M Low
B Medium
w High
m Very high
m Unspecified

SLA defined

M Yes
B No

m Don't know




* x
*

x
- * 14
Document Title x €enisa 13
* Esra;;ean Network
and Information

* Security Agency

And Subtitle

Define availability

m Other

W Service responds to requests
within x time period (speed)

m Don't know

W Service is reachable by all
clients

M Basic functions are available

® Undefined

Availability requirements

M 99.00%

M 99.90%

® Not defined

H Don't know

M 99.99%

m 99.50%

= Other SLA
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Availability definition period

B Availability percentage per
month

M Availability percentage per year

 No orinvalid answer

B Don't know

m Availability percentage per
week

m Other, please specify

= Availability percentage per day

™ Not defined

Availability percentage per
hour

Is the service provider obliged to report downtime within a certain time
frame?

mYes
B No
m Don't know

B Unspecified
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Statements concerning availability

« We monitor availability of the service in ENISA as well

*+ We would advise vendor if application unavailable or unstable
+ Almost no flexibility exists

* Very important criterion

+ Penalties for non-availability, a strict requirement to keep two separate routes and
separate technical appliances

* Overrated - integrity more important

+ Similar SLA parameters are concluded on a central Internet connectivity.

+ Availability is calculated in hours, 1 year = 8640 h

« There are set times (in hours) to start removing failure and restoration operations

+ Institute has not set uniform availability for all systems, availability are
distinguished according to the criticality of the system

+ Services covered by this contract have basic availability requirements, the
corporate site is hosted and followed in another contract with another provider

+ We are considering that we will operate the service ourselves
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Does the SLA/contract include a classification of (security) incidents?

M Yes, please briefly
describe how the

classification works
B No

" Don't know

® Unspecified

Does the definition of security incidents include incidents to secondary
systems?

M Yes, always

M Yes, after a
certain period of
time

" No

® Unspecified

17
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Does the SLA/contract oblige the service provider to report security
incidents, within a certain time frame?

B No
M Yes
m Don't know

® Unspecified

Does the SLA/contract specify a recovery time for incidents?

M Yes, and there are
penalties for delays

m Don't know

= Yes, but there are no
agreed penalties in case
of delays

® No

m Unspecified
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Does the service provider ‘measure' the security of the service?

M Yes
B No
® Don't know

® Unspecified

Testing frequency of availability

M Irregular

M Regular

™ Has not been
carried out

M First-use

m Unspecified

Frequency of running penetration tests?
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M Irregular
M Regular

™ Has not been
carried out

M First-use

® Unspecified

Frequency of running failover and backup tests?

M Irregular

M Regular

™ Has not been
carried out

M First-use

m Unspecified
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Frequency of testing data portability?
M Irregular
M Regular

W Has not been
carried out

M First-use

m Unspecified

Frequency of running load testing?

M Irregular

M Regular

™ Has not been
carried out

M First-use

m Unspecified

21



* x
*

*
*
22 : enisa Document Title
* o iminh g
Ko sy And Subtitle
Frequency of running unit tests?
M Irregular
B Regular

M Has not been
carried out

M First-use

m Unspecified

Who carries out availability measurement?

M Customer
M Service provider
W Independent

organization

® Unspecified
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Who carries out penetration tests?
B Customer

M Service provider

W Independent
organization

® Unspecified

Who carries out failover and backup tests?

M Customer
M Service provider
W Independent

organization

® Unspecified
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Who carries out data portability tests?
M Customer

M Service provider

W Independent
organization

® Unspecified

Who carries out load testing?

M Customer
M Service provider
W Independent

organization

m Unspecified
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Who carries out unit tests?
M Customer

M Service provider

W Independent
organization

B Unspecified

Have you received reports on availability from the provider?

M Yes
® No
m Unspecified
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Have you received reports on penetration tests results from the provider?

M Yes
® No
m Unspecified

Have you received reports on failover and backup tests from the

provider?

M Yes
® No
m Unspecified
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Have you received reports on failover and unit tests from the provider?

M Yes
® No
m Unspecified

Does the SLA define penalties when the service provider does not meet
the agreed service levels?

H No

M Yes, charge back based on a
percentage of the service fee

m Other, please specify
M Yes, based on a percentage of
the costs of the incident

m Don't know

m Unspecified
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Are there penalty exclusions?

B No

B Don't know
M Yes - Other
B Don't know
M Yes - Force

majeure
m Unspecified

Do you have requirements in your contract/SLA on how long data must be
retained and available?

® None at all

M Yes, for a definite
time period after the
contract expires

= Yes, equals the time
the contract/SLA is in
operation

B Unspecified
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When is the SLA/contract considered breached?

M Failure to meet one of
the agreed service

levels
B Other, please specify

 Failure to meet certain
core service levels

M Data loss and large
security incidents

m Unspecified

After how many months of SLA breach can you exit the contract/SLA?

B Not specified

M 2-3 months

B One month

B More than 6 months
B Pay as you go (days

notice for termination)

M 4-6 months
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ENISA - European Network and Information Security Agency
PO Box 1309, 71001 Heraklion, Greece
Tel: +30 2810 391 280
Fax: +30 2810 391 410
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