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In order to identify salient aspects of cryptographic key management within an enterprise, it is useful to create Use Cases.  The output of a series of Use Cases aids in creating a high-level threat model, provides the basis for functional and assurance requirements and leads to a corporate Policy or set of practice statements. These efforts will ensure the investment in a key management capability is appropriately made and preserved.  

Context:  

Briefly describe operations and/or processes associated with the particular environment and function. Identify roles associated with privileged access to the data that requires encryption and those who may have access to the key material. Diagrams are helpful.  If there are known functions, protocols or standards that exist to support the use case, identify these. If there are known gaps, identify these. If there are regulatory or policy requirements, cite the document and, if necessary, identify the high-level salient ‘requirements’ derived from the regulations or policies.  

Key Management Service: 

For each use case, identify if the key management service is required, and, if so, what are the expected constraints or assumptions for that service. There may be a mix of certificate management, symmetric key management or other functions needed to complete the use case.

1.
Enroll or Register: Some authorized individual or device sponsor interacts with a registration authority to become an authorized member of the enterprise. If required, a user identifier or device name is established to identify the member during future transactions. A key management infrastructure will use this identification information to associate keys with individuals or devices for the lifetime of the association.  In some cases, attributes are linked during the enrollment and registration process (email address or role/authorization information) to further create associations between identities, keys and information needed to support secure application-level security functions.  

The registration authority must establish appropriate procedures for the validation of identity. Identity may be established through an in-person appearance at a registration authority, or may be established entirely out-of-band. The strength (or weakness) of a security infrastructure will often depend upon the identification process. 

a.
Who registers or enrolls a user or device?

b.
Is keying material provided during the registration process?

c.
What other attributes are established during registration?

d.
What procedures are used to establish a uer’s correct identity?

e.
Does the device or application or media need to have a unique identity in order to participate in the key management system?

2.
Initialization: This includes both system and user initialization. System initialization involves setting up or configuring a system for secure operation, including algorithm preferences, the identification of trusted parties, and the definition of domain parameter policies and any trusted parameters. User initialization consists of initializing the cryptographic applications (e.g., installing and initializing software and hardware), including the installation of initial keying material that may be obtained during user registration (e.g., a CA’s key pair, trust parameters, policies, trust parties and algorithm preferences).

a.
What are the available encryption algorithms, and which are approved? 

b.
Who are the parties authorized to encrypt and decrypt the information?

c.
Are there any system parameters (e.g., domain parameters and trusted parameters) that need to be defined?

d.
Are there any security policies that need to be enforced?

e.
What keying material, passwords, etc. needs to be initially installed or changed from that provided by the manufacturer? For example, does the device, application or media come “loaded” and ready to perform cryptographic functions or are all the initialization functions done within the enterprise?

3.
Issue or Distribute: Keying material has to be generated and distributed, or otherwise established (e.g., using a key agreement scheme or key derivation techniques). 

a. How are the initial and subsequent keying material obtained?

b. Once the key(s) is/are generated, is there a need to move them into or out of the location in which they were created?
c. How is keying material distributed to other parties?
d. Does the communications path require additional security services?
e. Does the distribution list require special controls?

f. How is keying material protected (e.g., how is the confidentiality and integrity of the keying material maintained)?
g. How is a key associated with the data it protects? Is there other information that needs to be associated with the key (e.g., identities of the communicating parties, key ID, key type indication, application, etc.)?
4.
Backup, Archive and Key Recovery: Keying material can become lost or unusable due to hardware damage, corruption or loss of program or data files, or system policy or configuration changes. In order to maintain continuity of operations for keys currently being used to encrypt data, it is often necessary for users and/or administrators to be backup their keying material for possible recovery. Acquiring the keying material from backup is commonly known as key recovery.If the keying material needs to be recoverable after it is no longer used to encrypt data (i.e., a key is used only for decryption), the keying material is archived. Acquiring the keying material from a key archive is also known as key recovery.

a.
What keying material needs to be backed up? How is the confidentiality and integrity of that keying material maintained? Where is backup storage maintained?

b.
What keying material needs to be archived? How is the confidentiality and integrity of that keying material maintained? Is the keying material modified in any way while in archive storage (e.g., re-encrypted with a new key encrypting key)? Where is the keying material archived? How long are keys archived?

c.
What are the procedures for recovering keys from backup or archive storage (e.g., who will be allowed to access the keys and under what conditions)?

5.
Key Change: Key change is the replacement of a key with another key that performs the same function as the original key. There are several reasons for changing a key.

· The key may have been compromised.

· The key’s cryptoperiod may be nearing expiration. A cryptoperiod is the period of time during which a given key is authorized for use.

· It may be desirable to limit the amount of data protected with any given key.

A key may be replaced by re-keying or by key update. If the new key is generated in a manner that is entirely independent of the “value” of the old key, the process is known as re-keying. Re-keying is used when a key has been compromised (provided that the re-keying scheme itself is not compromised) or when the cryptoperiod is nearing expiration. 

If the “value” of the new key is dependent on the value of the old key, the process is known as key update (i.e., the current key is modified to create a new key). Key update is often used to limit the amount of data protected by a single key, but it shall not be used to replace a compromised key. 

a.
Do the keys have a finite lifetime (i.e., a cryptoperiod assigned to them)? If so, what policy or doctrinal guidance drives the change of the key material? Is there a management activity/database/automated notification or action required?

b.
What methods are used for changing keys?

c.
What procedures are used when a potential or actual key compromise is determined?

6.
Zeroization and Revocation:  Sometime, keys need to be “taken out of service” to preclude continued access or participation in the cryptographic functions associated with protecting corporate data.  When that occurs, all copies of a key must be destroyed as soon as no longer required in order to minimize the risk of a compromise. Any media on which unencrypted keying material requiring confidentiality protection is stored must be erased so that  all traces of the keying material is removed and it cannot be recovered by either physical or electronic means. This process is commonly known as zeroization, and procedures must be in place for this process. It is sometimes necessary to remove keying material from use prior to the end of its normal cryptoperiod for reasons that include key compromise, removal of an entity from an organization, etc. This process is known as key revocation. Procedures must be in place for handling key revocation.

a.
What are the documented procedures for zeroizing all copies of a key?

b.
What are the documented procedures for revoking a key, including the means of notifying all parties sharing the key, the reason for revocation, and what happens to any data protected by the key? 

d.
Will there be a need for remote abilities to remove keys from use? 

e.
What criteria are applicable to the protection of either a remote command or a zeroization activity?

In some cases, additional non-cryptographic controls may assist in the overall security posture of the enterprise.  If there are any constraints or assumptions about the environment that encompass personnel controls, physical/environment controls or procedural controls to factor in, please identify them. 

In order to transition into a realistic threat model, which will drive assurance requirements and consider functional requirements, some awareness of the system definition is needed.  Within the Use Case include sufficient information (but not overly technically detailed) that identifies the communications environment, the lifecycle management and any known technical limitations are captured.
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