GAO Review of Security and Reliability of

Electronic Voting Systems (310478)

Questions for OASIS


Election Markup Language (EML) and Guidance

1. How are control principles and functions such as voter authenticity, system accountability, system availability, and system reliability supported in EML?

See Annex A

2. To what extent are the Internet Voting Security Concerns (Appendix A of EML Process and Data Requirements) useful for other voting technology environments (e.g. DREs)?

See Annex B

3. How were U.S. representatives involved in the development of EML? Which organizations/individuals were included?  How did this affect the development of the standards?

The US has been very well represented in the development of EML from the very outset.  In fact the committee was originally set up by USA companies.  Version 1 of EML was based solely on the voting regimes within USA and UK and the input from US came from election.com (now Accenture), VoteHere, ES&S, and Hans von Spakovsky (DOJ).  Later versions of EML have reflected the needs of other countries but not to the detriment of US.

4. To what extent are the language, structures, and accompanying security guidance of the EML standard applicable to the U.S. voting environment and equipment?  To what extent is EML being used in U.S. systems and by U.S.-based voting systems vendors?

Wide adoption of EML XML structures for US systems would significantly enhance the quality and robustness of the election process as well as the equipment.  The Trusted Logic Voting process illustrates one such approach that uses EML XML as a foundation to implement secure voting practices based on EML procedure guidelines.  The fact that the US does not currently use formal open specifications for the information storage in election systems indicates the lack of maturity in US vendor solutions today.  In addition, without formal specifications of information processing requirements it is almost impossible to envision how formal certification occurs in the USA today, which can be shown to be consistent across multiple vendor solutions

5. To what extent is EML being used in the international election market?

Vendors in Europe, many of which are multi-nationals, have developed solutions which have been used over the last couple of years in the UK’s e-voting pilots..  Spain and Portugal are currently piloting solutions using EML formats and 3 Cantons in Switzerland are piloting EML for referendums.  Additionally we have participation in Asia and Australia where some elements of EML are being used for shareholder elections.   

In addition to this, Ministers of the Council of Europe endorsed the adoption of EML as part of their Directive to member states on e-Voting last Autumn, see http://www.coe.int/t/e/integrated%5Fprojects/democracy/02%5FActivities/02%5Fe%2Dvoting/ for further details.  This followed 2 years of work between the CoE and the OASIS committee.

6. How is the EML Technical Committee contributing to or collaborating with other standards development efforts for voting systems (e.g. IEEE)?  

Currently individual members between the EML, IEEE and Openvoting.org organizations are collaborating and ensuring alignment of work.  Important developments and technical notes are shared between the teams with cross-postings.   While there are differences in specific details at the XML level, which are being resolved, the primary focus is on process and semantic alignment at the functional level.

7. What are OASIS’ plans for enhancing the current EML standard or the accompanying Process & Data Requirements document? What is the expected time frame for updates to these documents?  To what extent are enhancements expected to address the security and reliability of voting systems?

Currently the specification EML 4.0 is being moved through the OASIS process to become a full standard within the next six months, with the intention thereafter for it to become an ISO standard.  

Requirements gathering for the next version is underway.  The Trusted Logic Voting work using the EML 4.0 formats shows how a truly robust voting system with self-checking mechanisms can be implemented using the OASIS EML specifications to advantage.

Further development will be dependent on lessons learnt through actual usage by countries as they introduce e-voting pilots and implementations.

8. What are the committee’s goals for the adoption of EML and associated products?  What is being done to meet those goals and how is progress measured?

Our goal as mentioned above is to make EML an ISO standard and thus by raising its profile seek adoption world-wide for all public elections and private elections such as shareholder votes.

The adoption by the Council of Ministers mentioned above has been a significant step forward and opportunities to influence other nations or groups of nations are now being sought.  Inevitably this can only been done where national administrations are prepared to step into the world of e-voting and many are very cautious about that.  

The specifications have been developed to be broadly applicable worldwide, with the facility to localize them to national circumstances, and to establish a minimum acceptable basis for a trusted election process.  

Other Relevant OASIS Activities

9. Are there any other voting system products or activities that OASIS is working on? What are their security and reliability components?

The EML TC is the only OASIS activity focused solely on voting systems.  However, there are other committees working on XML security specifications and mechanisms for secure transfer of XML-based content that could be applied to implementations using EML.  These include SAML, XACML and ebXML Registry along with the XDS secure document server solution.

10. What challenges is your organization facing in these efforts?

None.  Coordination mechanisms between OASIS TCs is strongly developed and cross-membership for participants enables collaboration.

11. Is your organization collaborating on initiatives to improve voting systems with other organizations?  Please describe.

See answers to 5) and 6) previously.  

Broad Questions

12. What issues remain in defining and adopting standards for voting system security and reliability?

Most obvious issue is the alignment of legislation governing voting and the capabilities of voting systems.  Also the lack of explicit reference to open specifications hampers adoption since vendors develop proprietary mechanisms instead of working collaboratively with peer-reviews and certification around open public specifications.

Also in most countries the legislation governing voting is historically based and does not permit or address the issues relevant to e-voting and thus currently restricts how sophisticated EML can become.  Changes in legislation will be required to take full advantage of the opportunities provided by e-voting.

13. What additional work needs to be done to improve the security and reliability of electronic voting systems in the U.S.?

The broad legislation of requirements for paper-based balloting to ensure a secure and reliable audit trail and crosschecking mechanism is urgently needed.  Currently systems relying solely on electronic digital record keeping are open to a variety of trivial system failures along with software process issues.  Certification could be greatly simplified by insisting on use of EML XML formats around which conformance suites can be built to exercise both the information handling and also the process steps involved.  Also current systems fail to offer audit mechanisms that can both protect against and detect low-level vote manipulations in close election races, nor provide rapid authentication and crosschecking of record counts.  Today’s elections demand that such auditing can be performed with hours or days of the closing of polls, not weeks or months later.

14. What international projects or initiatives are the most relevant to improvements in the security and reliability of U.S. voting systems?

The work of the Council of Europe dealt with all aspect of e-voting and has set standards at the legal, operational and technical level.  As stated above this involved 2 years of detailed consideration of all aspects of introducing e-voting including security and reliability.

Addendum

A –  How are control principles and functions such as voter authenticity, system accountability, system availability, and system reliability supported in EML?

this requires an extensive answer – essentially support for all these aspects are in EML – answering this in depth will be handled in an addendum here.

B -  To what extent are the Internet Voting Security Concerns (Appendix A of EML Process and Data Requirements) useful for other voting technology environments (e.g. DREs)?

Essentially a secure process should work in either a remote or local environment.  The controls, crosschecks and trust mechanisms within the computer system are required in either case.  Again this requires an extended answer in the addendum.

