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This technical note is intended to provide guidance on how OASIS Election Markup Language specifications can be applied to the issue of “requiring software independence” as identified by the NIST report
 on verification of election results
This is not in any way an official normative document – rather an ad hoc discussion paper prepared by members of the OASIS EML Technical Committee (TC) to summarize the discussions and ideas presented between TC members via the group email list server. 

EML Specification Summary and Benefits

Developed as an international standard over five years OASIS EML began as a US-centric initiative that has grown and is now endorsed by the EU Council of Europe.  EML incorporates the best of both European and US work on voting systems, voting processes and safeguards for ensuring voter rights are not compromised.  EML is designed to provide auditability, transparency and accreditation.
The formal processes that EML details allow implementers, election jurisdictions and authorities to tailor the exact needs to match their own local practices and law while at the same time providing proven templates and mechanisms to assist in the adoption of e-voting technology.  Benefits include the ability to test and certify software systems based on published and known specifications for the handling of voting, votes and audit controls.  In addition EML defines open standard document mechanisms (in a syntax called XML) for the creation, storage and management of voting artifacts and ballots. These document mechanisms are proven in real world elections in Europe and the US, most recently in the Belgium national elections.
Very Brief Sojourn Into Theory of Logic and Trust

In their report NIST identifies the problems with software-only voting verification.  In logic theory, to ensure the verifiable actions of one un-trusted party requires the introduction of another third party who can act as an independent agent.  That agent then responds to the actions of the first party and all actions are recorded so that later on each can be audited independently. Simply put the human voter can then crosscheck directly what they were told by one agent with what another agent then determines the first agent is saying.  The two should match.

To ensure that there is no collusion between the two agents requires very strict rules on exactly what minimum information is passed between agents. That information can be verified and tracked. The OASIS EML syntax is such a mechanism. Now lets consider how this can be applied to DRE machines and the issue of software independence to provide a system that can be both trusted and verifiably audited.
Opportunity and Benefits

Following on from the issues raised in the NIST report it becomes necessary to modify and adapt existing in-place DRE-based voting systems that have cost millions of dollars already.  This needs to be done in an independent way to satisfy the requirements of the logic theory and at the same time be open so that it can work reliably with as many existing DRE systems as possible.  
The idea is to create an off-the-shelf solution that adds printed paper ballot records to a DRE using standard ink-jet printers that are widely available today.  This solution would be independently developed using XML conforming to the OASIS EML specifications. This adds a step that is not dependent on software alone because it uses firmware built into the printer hardware to produce the rendering of the paper ballots.  The voter can then use those paper ballots to verify that the DRE correctly recorded their voting choices, and complete the ballot process by casting that paper ballot as well.
Suggested Approach

To implement this means developing a system that provides the flow control as shown in Figure 1.  In practical terms this means installing a computer server in a polling station that does two things – first it receives copies of ballots cast as XML records (EML 440) that it stores, then it routes those same EML 440 records to the printer devices located next to each DRE.  Notice these printers are forbidden to be connected to the DRE itself. The printers are connected to the computer server only. This establishes hardware independence.  Each printer can then produce a paper record for the voter to verify their cast ballot.  The voter then deposits that paper record in the ballot box as with a regular paper-based election – and those can then be audited later as necessary.
Figure 1 -  Trusted logic voting combining DRE and printer server.
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1. Voter casts "provisional" vote.  DRE records provisional vote and sends a 440 to the counting engine (CE).
2. CE records provisional vote and sends feedback to printer.
 

3. Voter confirms that vote has been correctly printed and registered.  DRE and CE record the confirmed vote.
 

4. Voter puts paper record in ballot box.
When the ballot closes at the end of the day – then the DRE and CE counts are compared for each DRE.  If they are different, the paper ballots are counted.  For audit purposes, some paper records are counted anyway and compared to the DRE and CE counts.  The paper record is also available for recounts.
Summary and Conclusions

By combining OASIS EML ballot processing formats with the addition of an independent printer server and printer(s) allows each DRE to be verified in a software independent way.  The off-the-shelf printer uses firmware in the printer to produce the paper ballot record and therefore meets the needs for software independence.   The use of OASIS EML ballot XML allows this configuration to be independently developed and delivered as a public open source implementation with collaboration between industry and NIST.  This can then be certified and each DRE vendor merely needs to extend their DRE software to send EML 400 ballot records to the certified printer server and confirm that operation.
We appreciate your taking the time to review this proposed solution and hope that it offers practical insights in how OASIS EML can be applied to resolving the issues NIST has identified in their report.  

Questions and comments to the EML Technical Committee via the committee comments list at the website:

Election Markup Language (EML): http://www.oasis-open.org/committees/election  
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