Brian Cooper Lockheed-Martin CAP v1.1-IPAWS Profile Comments;

1. (Section 1.1)The better approach is to define the CAP standard so that the message contents are more universal and definitions are commonly accepted. In that manner, one message for every type of alert is sent to all consumers, and the individual adapters at the consumer will interpret those fields, as appropriate. This approach is consistent with other commercial messaging standards, such as SOAP and WSDL

Defining separate profiles for every type of CAP consumer leads to some serious complications and inefficiencies when implementing an IPAWS solution, namely:

1. The message traffic will be larger, because the CAP message itself needs to be larger to accommodate the different types of consumers or there must be more messages sent for each alert to address the specific consumer needs;

The producer of the alerts will have to be aware of the consumer, which is against the publisher/subscriber pattern. A much more elegant solution can tolerate more changes to the consumers when knowledge of said consumers is not built into the composition of the message.
2. (Section 1.1)The IPAWS CAP Profile should define the protocol – what messages would be exchanged by a client that wishes to add an alert, as well as appropriate responses? What messages would be exchanged by a client wishing to query current alert messages? What about a reconstitution protocol, that would allow a consumer to “catch up” with the current alerts after recovery from a failure? How would a subscriber (receiver) of alert messages define a subscription which would allow the IPAWS provider (publisher) to know what kinds of messages should be published to given subscribers?

3. (Section 2 overall)The following fields are not included in the table and need to be addressed:

1. Message ID –The message identification needs to be standardized so that messages are universally unique and have some sort of semantic scheme in order to avoid duplicates.

2. Restriction – there is no guidance on how this field is used – it is especially important for supporting messages targeted for certain audiences in order to consistently interpret and apply the restrictions.

3. If all messages are supposed to be “public”, should “private” be a banned field? Same with “Restriction”?

4. Incidents – it is not clear from even the CAP specification how instance identifiers are associated with a CAP message or segment. If this field is not allowed, state so. If allowed, be specific on how it is to be used to promote consistency.

5. <status> senderName/headline/description – each of these fields should be required, as these are the kinds of fields displayed on situational awareness displays about the alert.
4. <code> Fields like “code” need to be specified, not freeform text, so that there is no interpretation problem. Including a string does not enforce the conformity necessary in a nationwide system that needs to interpret these fields in a uniform manner.
5. <references> Not “should” – make this a requirement (“must”) – otherwise, how will the receiving system know what message is being updated or canceled?
6. <info> What if the first block is not in the language the system supports, but maybe the second or third one is?
7. <info> The constraint of making every CAP message available to the public is a real problem – it limits the ability to define CAP messages for users like FEMA to dispatch resources or handle responses to situations. Every CAP message is not necessarily going to the public – it may be going agency to agency.
8. <responseType> It is not recommended to put out a profile specification that is not compliant with the schema. In order for implementations to be written efficiently, those implementations will want to validate against a schema. Allowing messages that do not validate against the schema will cause extra work for these potential implementations.
9. <eventCode> How will the receiving system know if the code has been approved? The valid values should be enumerated in the schema
10. <effective> Since requirements for the IPAWS system have not yet been defined, there may be requirements to disseminate alerts that do not take effect until a future time, which means alert producers (like state emergency managers) might want to send a CAP message to an IPAWS service with a future time stamp.
11. <expires> Will the expiration time of every event will be known? It is conceivable that there will be emergency alerts that will not have an expiration at the time they are generated and disseminated.
12. <parameter> “parameters” that are expected to be handled by IPAWS the same way for all participants need to be defined explicitly. Therefore, that list should be defined here exactly. Also, shouldn’t the valueName was be “CMAStext”, and not “CMAMtext”?
13. <resourceDesc> Why is the message producer dictating the transmission path? The architecture should be that the CAP message carries the data, and not the transmission medium. The individual CAP players (EAS would be one of them) would subscribe to whatever set of CAP messages are necessary to be generated over EAS by virtue of a combination of CAP message parameters and geographic locations.
14. <mimeType> For purposes of security, would it not be the best option (assuming these are not 30-minute diatribes) to encode any audio messages in the CAP message to support verification of message integrity, rather than separating them either by a URL reference or a separate HTTP put message that cannot be integrity checked with the original message?
15. <area> Recommend the use of “polygon” or “circle” instead of (or in addition to) geocodes in the area definition, because alerts often span areas that are not along nice geographic code boundaries. It would be better to document the true alert area, rather than a selection of codes which might be misleading. In that manner, the alert area (the true one, defined by a polygon or circle) can be cross-referenced (intersected) against control areas.

The use of “altitude” and “ceiling” should be encouraged, and that their absence really does mean that the alert has no lower or upper limits
16.(Section 3.1 Conformance Targets) Another concept in IPAWS is the IPAWS Message Distributor. The way IPAWS will probably work is that an IPAWS Message Producer will send a message to an IPAWS Message Distributor, and the IPAWS Message Distributor will publish the message to the Message Consumers, hopefully through some subscription mechanism (which is something that would be most useful in this specification). The rules outlined here will cause significant complications with an IPAWS Message Distributor.
17.( Appendix A) Feedback to FEMA/FCC: Why propose a new system (CMAS) that is so restrictive on the CAP specification? All of these rejections and restrictions will place additional complexity (which will become unmanageable) on an IPAWS system responsible for distributing CAP messages to all consumers (not just CMAS). CMAS should be required to be CAP-compliant, just like any other new system that will be added as a message consumer to IPAWS.
18. (Appendix A: CAP Element <note> in EAS Column) None of these rules are included in the specification above. It is generally unwise to rely on free-form text fields to drive functionality – it makes the overall system very fragile. These required terms should be defined in the schema.
19. 
(Appendix A: CAP Element <responseType> in CMAS Column) Recommend that this profile not be adopted until the CAP specification is updated with this new value.

20. (Appendix A: CAP Element <certainty> in EAS Column)  These kind of relationships between event code and certainty, severity and urgency need to either be defined in the schema, or removed, because these kinds of relationships cannot be otherwise enforced. 

21. Here goes 

