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Introduction





The potential for universal delivery of information is largely dependant on consideration for and payload coordination between dissimilar network delivery protocols, in addition to sustaining persistent point to multi-point connectivity across various local and national communications infrastructures. These concerns become particularly critical in the context of a national emergency.


Based on the events of 9/11, a 2003 National Research Council Report entitled The Internet Under Crisis Conditions, clearly illustrates the need to overcome various connectivity weaknesses in the current public infrastructure including;





“Parts of the network such as interconnection points and communications links (were) damaged or destroyed and consequently the Internet (stopped) functioning as expected.”1





“Changes in network use (resulted) in higher loads causing parts of the network to be overwhelmed by traffic.”2





“Loss of Internet connectivity (occurred) in the vicinity of the site.”3





“Connectivity (was lost) at “out of town” locations in the United States and other parts of the world.”4





In addition to these specific difficulties, excessive loads were experienced across all network types as requests for, and response to the need for general and operational information exceeded particular network capacities. Extrapolation of these concerns, therefore leads to the conclusion that had the 9/11 incident been less localized, a total failure of the public communications infrastructure could have occurred.  





It is additionally obvious that the TC is dedicated to delivering schema that accommodates particular operational payloads in addition to their universal delivery. These factors, therefore form the basis for the EMIF-SC’s continuing concerns, as well as the recommendations contained herein.    





Delivery Device Universe





In order to establish common protocols and processes for the propagation of emergency information of any kind it is important to understand the various available devices and networks that could be utilized at the time of an incident. In this context the committee has adopted the general device matrix surveyed and provided by the Partnership for Public Warning (PPW) in its August 2003 draft assessment of currently available devices and systems.6





To whit; 





Mass Devices: for delivery of information to large numbers of people inside or outside of buildings using automated public address systems, electronic highway signs, flashing lights, and/or related devices. 





Wired Devices: for delivery of information by computers, e.g. calling all telephones in a region or by sending digital signals across Public Switched Networks (PSN) utilizing telephone or power lines for distributed control and delivery activation. Location and identity of wired devices can be established either by the device itself or by a database (such as 911) to provide for geographic location. 





Wireless Devices: for delivery of information through wireless devices that receive or deliver analog or digital information including; one and two-way radio, RF television, and analog cable television systems 





Cell Nets: for delivery of information through wireless devices that receive or deliver digital signals including; Satellite networks, GPS sender/locators, voice and text pagers, tablet computers, pocket organizers, and wristwatches. Signals may be provided in binary format or may be multiplexed into radio, television, or other types of data streams as required.





Data Nets: for delivery of information across the public Internet or connectivity through virtual private networks.





Telematics Systems: for delivery and receipt of information across devices now being built for vehicles and other vehicle management systems that detect an accident or illegal use and transmit signals with information on severity and location.





Infrastructure Framework Constraints





In the sub-committee’s view, there is a lack of understanding of the various constraining factors associated with universal payload delivery. Elementally, therefore the committee suggests the following questions be applied as a baseline in the development of its standards:





Is a payload to be delivered across a high or low bandwidth network?





Is a payload’s transaction effectiveness predicated on one-way or two-way communication (simplex or duplex?)








Suggested Infrastructure Concepts Regarding Delivery/Distribution Control





To date, interest has centered on the delivery and distribution of CAP 1.0.  It is important, however, to understand that infrastructure concerns are actually comprised of a three-dimensional matrix of factors including; delivery/distribution method, delivery/distribution control and receipt management, and that these factors will have equal impact on any TC standard, regardless of a particular payload’s orientation.





Effective delivery/distribution processes are more about transport pattern and transport-mode capacity, than simply one-way vs. two-way communication. In this context, the EMIF-SC asserts that there are essentially five types of delivery/distribution control that a sender may impose on a payload receiver; 





No control: the payload is sent to all who subscribe.





Audience designation: the payload is sent to particular types of organizations or individuals who subscribe.





Authenticated audience designation: the payload is sent to particular organizations or persons who are able to certify their receipt through authentication.





Individual receiver specification: the payload is sent to addresses compiled and individually specified by the sender.  It is assumed that the sender will manually authenticate each address and its owner. 





Acknowledged individual receiver specification: the payload is sent to individual addresses that are required to acknowledge its receipt. (This could be carried forward to a non-repudiated acknowledgement, requiring specific authentication of the source of the acknowledgement.)





Receipt management moves the issue of control from the receiver to the sender’s viewpoint.  In order to avoid overload, payload subscriptions need to be effective.  This requires effective localization and effective categorization so that individual receivers do not become deluged with unimportant payloads, yet continue to receive information that is truly important.  





Subscription management components (e.g. registries such as EPAD), and collaborating payload distribution systems are especially sensitive to the concepts defined above because of the number and variety of virtual connections that they must manage.  In this case, therefore, distribution issues are actually more important than content in accomplishing a particular mission.





Once these concepts are accepted and applied any schema questions associated with payload coordination can be reduced to:





How does a specification address each of these issues? Or should it?





What change is warranted, if any, within a specific schema?





Are there normative, and/or non-normative guidelines that might address these concepts without changing the schema?





Infrastructure EM-TC Specification Recommendations





In addition to the guidance referenced above, the EMIF-SC recommends, and seeks formal TC ratification of the following elemental protocols regarding all formal specifications/schema;





TYPE elements, regardless of Network, Platform and/or Application shall be named as required components.





All TC specifications shall include support for multiple delivery mechanisms in order to define a capability for delivery and receipt of a particular payload, without alteration of the specification’s purpose, or core format.





All TC specifications shall, therefore be defined as the sum of two component parts;





Payload, i.e. the “transaction package.”


Envelope, i.e. the “delivery wrapper.” 





Return of Comments


Please return rebuttal comments, suggestions or additive concepts to the committee chair at rcarlton@consultrac.com
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