Excerpt from NIMS Final Draft (6/27/2003)

Section E.2.b (Communications, Information and Intelligence Management / System Description / Information Management)

(2) Interoperability Standards 
Information management requires standards to ensure interoperability and security when disparate systems come together during an incident. These standards include: 

(a) Incident notification. Incident notification takes place at all levels and needs to be coordinated and standardized without precluding organization-specific information from being collected. This will require development of data standards and for all notification systems to adhere to the standards. Standardized transmissions of core data should automatically deliver the notification information to a national system where data queries and intelligence assessments can occur. 

(b) Status reporting (e.g., Situation Reports (SITREPS), Pollution Reports (POLREPS)). These reports occur across all levels of government. A core set of data elements should be coordinated and standardized. These standards would not preclude organizations from expanding beyond the core set with additional elements of information. 

(c) Analytical data. Health and environmental data needs to flow from the field to labs through acceptance processes to end-users for evaluation and action. During incidents requiring health and environmental sampling, multiple organizations at different levels of government often respond and collect samples. These samples need to be able to be analyzed as a whole by those organizations conducting the assessments, and need to be adequately documented (contain metadata) and adhere to standards so that appropriate consolidation and synthesis or environmental/health assessments can be made. In 

      addition, the information flows should be electronic and standards-based to avoid duplicative data entry and the introduction of errors. Related efforts are currently under way by the Consolidated Health Informatics Initiative (part of the President’s eGov portfolio), Environmental Protection Agency (EPA), and the Centers for Disease Control (CDC). 

(d) Geospatial Information. Geospatial information is critical for integrated assessments, situation reporting, and incident notification, for many all aspects of prevention-recovery. NIMS should incorporate the capabilities being developed by major national efforts such Geospatial One-Stop. In particular, efforts to facilitate the transfer of geospatial information across systems should be of particular focus. The National Spatial Data Infrastructure, the Content Standards for Digital Geospatial Metadata and similar efforts makes locating and sharing spatial information possible. Important to review the robustness of these capabilities in order to ensure their availability during incident situations, where telecommunications capabilities may be impacted. 

(e) Wireless interoperable communications. E-Gov initiatives such as Project SAFECOM are designed to ensure that interoperable wireless capabilities for federal, state, local public safety organizations are successful and ensure those organizations can communicate and share information as they respond to incidents. 

(f) Authentication. The overarching information management effort among Federal, State and local governments will require that all individuals and participating organizations that access the “system” and in particular that contribute information to the system (e.g., situation reports) are who they say they are and that the information represent are authentic. To makes this happen there is a need for a national authentication process that is flexible and robust enough to ensure authentication and non-repudiation of the information. An e-Authentication project would provide this capability. Administration of the authentication process will have to be a collaborative effort between different levels of government, and the responsibility for establishing and maintaining the process within DHS. 

(g) National database of incident reports. This capability will be developed through a collaboration effort among Federal, State and local organizations responsible for receiving initial incident reports. Based on a core set of data standards and data flows, this database will be able to be mined to establish trends, and perform pattern recognition analysis that could indicate unusual activity representing coordinated attacks. 

