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1. Aims of the Working Group

1.1. Introduction

The discussion is taking place in the context of i2010, which is itself the realignment of the eEurope framework arising from the Lisbon 2000 agenda. I2010 envisages a single European Information Space, or Society (EIS), which includes, as a third pillar beside RTD and ???, a range of ICT Flagship projects.

The lack of an EIS is a limitation on Europe’s ability to manage risks, emergencies and disasters. Therefore this group of experts has been convened to contribute to forming consensus on the issues and proposing remedial actions.

This is envisaged as a long-term concertation action, to be done within the framework of a Forum, whose objectives will be set by this group. Its scope is specifically the application of ICT to this area.
1.2. Focus on Information and Communications Technologies
There are two questions concerning ICT in the context of risk, emergency and disaster management. How it can contribute to:
· Environmental sustainability and growth? and
· Reducing the societal impact of natural and technological disasters?
Examples of ICT’s contributions include:
· increasing resilience;
· improving preparedness;
· enabling reliable early warnings;
· increasing situational awareness; and
· enabling fast, appropriate responses. 
1.3. Tasks of the Working Group
The Working Group was invited to consider:
· Detailed definition of the area, based on the Commission’s background baseline document, and contributions received from experts in the area;
· Identification of trends and major issues, problems and barriers;
· Remedial actions to address the issues/problems/barriers identified above;
· Objectives and mechanisms of, and roadmap for, a future Forum in which consensus in the area can be sought.
1.4. Expected Outputs from the Working Group
Questions to address are:

· Does the input cover the topic completely? Is there anything missing?
· Any aspects that need to be addressed? We aim at having as detailed a description of the Areas as possible;
· Scope, i.e. ICT specific topics belonging, or not, to the theme. Also, ancillary aspects being handled elsewhere and any coordination needs;
· Identify all relevant ongoing activities both at National and European (even Global) level with a view to maximising synergies.
· Compile a list of Reference Documents
Contributions on these topics were solicited and were divided into three areas:
· Energy;
· Environment;
· Emergency (this WG).
These areas are inter-dependent to a certain extent and overlaps are indicated as appropriate in the text below.

2. Area Definition

· Background Document

· Prediction - ICTs can help better prepare for natural disasters such as floods, droughts, fires and earthquakes, predicting as accurately as possible their spread and progression

· Mitigation - ICT can help reduce the societal impact (i.e. on human beings and on the economy) of natural and technological disasters through raised preparedness, improved modelling allowing for reliable prediction, accurate and precise early warning, improved situation awareness and rapidly deployable, flexible telecommunications systems allowing for fast, timely and appropriate response. 

· Enabling Technologies - the combination of sensor technology, wireless sensor networks, real-time GIS, geo-information standards and GRID computing will bring major improvement in risk assessment, management and mitigation, disaster preparedness, early warning and fast response.

· Deployed Infrastructure - Broadband communication is a pre-requisite for improved coordinated emergency response. 

· Contributions
The contributions before and during the Working Group’s meeting indicated concerns focussing on a few keywords:

· Disaster Life Cycle – the benefits of ICT can be realised before, during and after an event in different ways according to these phases and the type of event;
· Community – how to benefit from participation;
· Evaluation – what was effective, and how to analyse this;
· Information – its availability, consistency and how to use it;
· Best Practice – the enabling technologies and their deployments.
Disaster Life Cycle

Consensus emerged on a model of a cycle of “before, during and after” when a risk emerges, then matures; becomes a crisis, then an emergency or outright catastrophe; is responded to; and finally resolves or otherwise subsides. The duration of these phases and the granularity of sub-phases within them will vary.

We need to develop and understand scenarios, physical phenomena, and human actions to be able to state the role of ICT and identify appropriate enabling technologies. The following must be quantified:
· Categories of event, their qualities and impacts
· War, terrorism and crime;

· Pandemics;

· Environment and natural hazards
;
· Industrial accidents;

· Severity - economic and human tolls, persistence of their effects;

· Origin, or cause – often they arise for social reasons;

· Timescales - frequency and duration: once in a millennium, five times a day, etc;

· Processes, noting that not all have the potential to be applied effectively in all cases:
· Planning  and preparedness – developing a network of responders and resources, reducing risk in advance of an event;
· Preventing and averting – actions to respond to early indications of an event;
· Mitigation – early warning and “just before” responses;
· Responding – the immediate and secondary actions by local authorities and public services;
· Recovery – distinguishing immediate and early actions from progressive restoration of infrastructure, networks and services;
· Post-mortem – collecting and analysing the data that was accumulated since the start of the event, leading to eventual legislation or the creation of standards and future best practices.
Community

Strong consensus emerged that there is no single solution. All countries have different local conditions, customs and laws. Even within countries there are significant regional variations. The main areas identified are:
· Participation - in an early warning system, population is an active part of the system. For the system to work effectively, population must be trained and must be familiar with the system itself in order to quickly respond to the events;
· Education and outreach - in risk reduction, the education of population in general and specifically of young generations is of paramount importance in the short, medium and long term. The ability to properly react during an emergency can be achieved only by the dissemination of information and training;
· The capacity to effectively alert the population plays a crucial role in reducing the consequences of an imminent threat or calamity

· The handling of large scale emergencies is also closely related to issues of cross-border intervention, national security, and safety of the citizen

· People do things themselves, using blogs for example, and bypass emergency services and normal supporting institutions or information channels. These actions will have a high positive impact;

Evaluation
Key questions to ask in an evaluation are:

· How good is “good enough”, what is sufficient, what is necessary?
· Why was nothing done to address a known vulnerability or threat?
· Why were measures successful in averting a disaster? Was its imminence recognised? How many were averted?

· Why do most systems fail?

The answers will be quantitative in respect of:
· Learning lessons – it is necessary to reinforce the "learning from experience" in implementing ICT for managing risks, both in prevention and crisis management. 
· Measuring cost/benefit – a quantitative set of metrics for assessing success or failure;
· Post-mortem analysis of actions during phases of the cycle: (just) before, during and after;

· Validating the processes of planning, risk reduction, (before), response and mitigation (during), and response and recovery (after);

· Verifying the independence and quality/integrity of expert opinion and resolving conflict and contradiction therein;
· Developing standards and best practices and committing to their use.

Information

All processes depend on information being available, correct and consistent and there was discussion on ways of using it:
· Visualisation, i.e. the processing of information to make it easy to assimilate and to reveal its characteristics statically and dynamically, emerged as a common thread:

· Decision-centred visualisation for time-critical scenarios, GIS, and spatial data infrastructures;
· The tight integration of spatial and non-spatial visualisation and visual analytics should play a vital part for disaster management and preparedness;
· The thematic individualisation of visualisations and examination environments of information spaces especially with presentation of influences across sectors;
· Disasters & emergencies require communication.  The most effective means of communication is visual/graphic, especially in stressful situations.  One (ideal) medium for graphics is the web.  The ability to be agile in producing & displaying such visual communication is primordial.
· Sharing, harmonisation and integration of information bases and tools:
· There is development of a common shared system with risk-related knowledge and data usable for risk assessment;
· Multi-criteria decision support tools shared among the risk decision-makers that guarantees consistent implementation of environment and risk related directives in the 25 MS (corporate level and public policy indicators /dashboards);
· Earth observation tools to monitor the damage after a environmental accident;
· Software tools and advanced sensors for detecting dangerous situations in industrial systems;
· Develop a data & knowledge metasystem as a web platform dedicated to industrial safety, with several industrial sectors and all the relevant information for risk assessment and management (database, models, tools, knowledge, e-learning modules, courses for training...), useful for both the industry, service-providers to industry and the authorities. This can be done only with a critical mass and several member states;
· The harmonisation of information for joint information processing to handle trans-sectoral effects and interdependencies of decisions and situations.

· Modelling:

· Advanced 3D-models to improve the quality of the predictions of the consequences of accident/pollutions
· There is a need for the development of multi-hazard zonation maps, of groundwater vulnerability maps, of predictive models. These elements are essential to enhanced land-use planning, aimed at risk reduction. They are also indispensable to efficiently focus emergency response resources in case of an event and to properly plan the clean up and, where necessary, reconstruction of impacted areas.
· While due attention is paid to early warning and early response, the preparation and the use of multi-hazards inventories and zonation maps, the development of related models (which are of utmost usefulness to rapidly determine the zones of maximum damage in the case of an event, hence allowing the proper focusing of emergency response) are still either ignored, or underfunded;
· The whole notion of realistic simulation of natural phenomena for the sake of what-if-scenarios in both environmental applications as well as natural disaster preparedness.
Best Practice

A large number of contributions on the implementation of the processes were received:
· Need for a European dimension

· Optimise measures to improve public protection and disaster relief capabilities in Europe and to enhance European operational capacity to respond effectively to emergencies. 
· Geological knowledge and expertise should be better integrated in the EU policy-making process, as was the case for the Soils Thematic Strategy, the Common Implementation Strategy of the Water Framework Directive and the preparation of the Thematic Strategy on the Sustainable Use of Natural Resources;

· A Europe wide vulnerability analysis would use consequence scenarios to focus on the outcomes of event types (eg. large staff absences whether from flooding, strike action or flu), related to  - regional, local, societal and indirect/ distal events;
· One issue remains data collection in some countries, data harmonisation and interoperability. European  action would be required to foster progress;
· A Europe wide allocation of radio spectrum for emergency services is essential to enable Europe wide solutions.

· Policy and joined-up thinking:

· Link ICT and GIS tools for risk management
· The concept of organisational resilience - that is to say organisations able to absorb change gracefully and retain core functions in the face of crises and disaster should be the subject of further research.
· There should be a greater emphasis on vulnerability analysis - determining how to reduce vulnerabilities and develop adaptive capacities.  This should inform readiness exercises and disaster simulations (REDS) and spread awareness among decision makers and managers of the importance of understanding and managing vulnerable elements in our environment.  ;

· Inter-institutional workflow is needed for precautionary care in permits, emergency planning, controlling procedures;
· Modern permit and control procedures should not be merely bureaucratic acts. They should be communication procedures during the whole life cycle of facilities and technical processes.
· Provisioning and access:

· Improve the databases and access to knowledge and validated information for risk management 
· ICT-Platforms open to public or groups for the communication in engineering, application, permit and operational procedures should be set up.
· Planning and deployment for robustness

· Together with mitigation and preparedness measures, an appropriate level of resilience (especially with respect to critical infrastructures) reduces the vulnerability of our societies and economies;
· The predictive or better, proactive, part of hazards management is unfortunately still missing, or understated in various recent EU hazards related strategies/ policies such as flood;
· Potential hazards must be considered during engineering, application, permit and operational procedures, (REACH, IPPC, Seveso Guideline, etc.);
· Execution

· Modern process management must foresee intensive communication between involved parties;
· Training simulation using virtual reality for prevention of major accident and preservation of HSE objectives;
· The whole notion of realistic simulation of natural phenomena for the sake of what-if-scenarios in both environmental applications as well as natural disaster preparedness;
· Work on a standardised monitoring system for the safety performance of industry (it will serve the objectives of ETPIS).
3. Relation with other areas

· Background Document

The integrated European Information Space for Environment Management has the capacity to play a fundamental role in providing rapid and open access to vital data and models required for such large scale pre-disaster planning and emergency response situations, the latter of which also rely on ICT for rapidly deployable telecommunications, early warning and alert systems

3.1. Ongoing RTD Work

· Background Document
Project OASIS is developing an ICT-enabled open, flexible and generic command and control system to improve interoperability and to support response and rescue operations in the case of large-scale disasters and emergencies. It will permit, among over, information exchange between units speaking different languages   [www.oasis-fp6.org]. 

Project CHORIST is integrating heterogeneous communication means (radio, TV, sirens, GSM) to dispatch messages from authorities to as many citizens as possible within the crisis area and in the shortest delay possible. It is also developing secured, rapidly deployable and interoperable voice and high data-rate telecommunication systems required by the field response teams [www.chorist.eu]. 

· Contributions
· IST WIDENS www.comlab.hut.fi/projects/WIDENS/ 
· UC Berkeley - Fire Information and Rescue Equipment (FIRE): Enhanced Decision-Making and Situational Awareness for Urban/Industrial Firefighting, http://fire.me.berkeley.edu/ 

3.2. National Initiatives

· Background Document
· Contributions

· Italy
· Istituto Nazionale di Geofisica e Vulcanologia project EDURISK (Earthquake eDUcation: a journey for seismic RISK reduction)
3.3. European Initiatives
· Background Document
Input requested.
· Contributions

Input requested.
4. References

· Background Document
· Contributions

European Geochemical Atlas produced by EuroGeoSurveys members


www.gsf.fi/publ/foregsatlas/index.php

4.1. Work done in DG INFSO and elsewhere

· Background Document

· Within DG INFSO, this initiative would incorporate (at various levels) the work being done in running initiatives (e.g., Intelligent Car, e-Government, e-Health) and with ongoing R&D work related to energy-efficient electronic devices and lighting, to dematerialisation (tele-work and e-Business in general), etc, all contributing to sustainable growth.

· DG INFSO would also liaise with other DGs directly involved in legislative work (e.g. Action Plan derived from [9]), initiatives (e.g. GMES, INSPIRE) and RTD (e.g. Technology Platforms for construction, smart power grids, industrial safety) in order to stimulate the demand and promote the adoption of relevant ICT-based solutions, assessing their impact through large-scale pilots.

· Contributions
More input requested.

5. Trends
The WG considered the major trends in the area.
· Background Document

· During the past decade, the world has witnessed an unprecedented series of disasters in terms of number and extent of devastation, including the Asian tsunami, hurricane Katrina, major floods in Europe, and earthquakes around the globe. Following such large scale events (estimated economic losses world wide in 2005 amounts to 140 billion euro and growing), policy-makers highlight the urgent need for remedial actions in order to reduce the risk of future catastrophes, by more accurate prediction and early warning, and better overall disaster preparedness.

· The reality however is that, despite good planning, most disasters cannot be entirely prevented for many reasons, including the relative uncertainty of their occurrence and magnitude, and the generally high cost of preventive measures. However, well planned disaster risk mitigation measures combined with improved alerts and real-time reaction/coordination, can significantly reduce the impacts of natural and technological hazards on communities, thereby reducing loss of life and injury, property and environmental damage, and social and economic disruption. 

· Several ecologists and economists have linked disaster resilience to the concept of sustainability, which refers to long-term survival at a non-decreasing quality of life. 

· Contributions

· The more and more intensive search for appropriate and sustainable business models in the risk reduction and emergency management area.
· The more intensive use of semantics to aid the cross-organisational and cross-boundary collaboration.
· The ongoing debate whether to establish visualisation/symbolic standards EU-wide vs. using semantics to visualise content user- and task-based.
6. Issues/Problems/Barriers
· Background Document

· Efficient alert systems capable of reaching the affected/whole population – even if solutions are available and proven - are considerably underused;
· Interoperability to enable seamless cooperation between Member States is needed in order to make significant progress in the handling of large scale emergencies. Issues of cross-border intervention, national security, and safety (civil protection) need to be addressed at European level;
· The USA is active in defining 2nd-generation broadband systems, while the EU industry only offers narrowband technology. This is partly due to the fact that Europe has failed to reach an agreement on spectrum allocation for Public Protection and Disaster Relief (PPDR);
· Until recently, the lack of disaster risk reduction and resilience methodologies, combined with the sheer complexity of the processes, has prevented the development and take up of ICT solutions, in spite of the huge potential benefits;
· Lack of Emergency Response interoperability, even within a single Member State, amongst the various forces called up to intervene in case of Emergency;
· Varying regulatory constraints (e.g. spectrum allocation) prevent development of cost-effective pan-European solutions.

· Vulnerability of critical infrastructures and public spaces is a major concern; standard surveillance methods can not ensure proper level of security and safety 

· Contributions
· Standardized API towards applications: application developers are not ICT specialists and want to develop their applications independent of the underlying networks technology.

· information overload; the development of solutions to filter and visualise information user- and task-oriented in real-time.

· In Europe there are and there have been numerous information and education initiatives on natural risks and their effects, but so far they have been sporadic and without coordination and synergies at the European level.

· Fragmented information, data and tools for risk management (heterogeneity of  the data, and no validation)

· Difficulty to combine quantitative & qualitative information, and contradictory expert judgments

· Risk management main barriers :

· technical : no system to integrate and contextualise the knowledge and data for risk assessment : it generates a lot of uncertainty in the results and therefore... poor or misunderstood decisions

· organisational : lack of coordination between the industrial sectors and the authorities to collect data and organise the available knowledge and information

· Coherent European measures do not exist in some areas – generally sporadic and fragmented;
· Companies do have proprietary approaches;
· Trans-boundary issues;
· Local adaptations are necessary;
· Processes are not strongly linked;
· No library or repository of knowledge;
· Systems must be 24/365, useful, usable and used;
· Capacity to…

· Process information

· Filter, reduce, fuse, visualise;
· Assess relevance, trustworthiness of information;
· Use it securely and consistently;
· Effectiveness in use of other channels and resources:
· News media, grassroots, youth;
· Focus mainly on ICT for “during”, but some elements are common to all phases;
· Need more emphasis on “before”, “just before” and risk management - this is a key element;
· Tools are needed, those for risk management are not adequate;
· Emergency response must be fast and 100%;
· Training needed – a lifetime process;
· Link public and private initiatives;
· Vertical approach encourages platform solutions, which will be discouraged by convergence;

· Regulators organise workshops to discuss measures:
· This means more regulation – industry is put off?

· Two possibilities:
· Enrol grassroots;
· Insurance industry will demand measures;
· Need a risk culture, a service industry;
· Many organisations do not have access to infrastructure;
· NIPP in USA is a requirement.
· Use of research grids?

· References exist;
· Not usable in a disaster area until access is restored;
· Can be exploited in intact regions surrounding a disaster;
· Situational awareness:
· Increased network-centric approach;
· Military has much ICT experience;
· Obviously relevant and to be exploited where accessible;
· Peer-to-peer communications:
· Mentioned as a key resource
· May be excluded by regulation
· You may not have your distributed service just when you really need it!
7. Remedial Actions

· What can/should be done at European (and Global) level to address the identified problems/barriers? 

· Identify a number of Remedial Actions to be taken to promote the use of ICT in this context

· Promotion
· Dissemination
· Take-up
· Communication
· Training
· Large-Scale Trials
· Policy
· Standardisation/Interoperability
· Regulation
· Certification
· How best to address the issues, in terms of time plan and involved entities?

· Background Document

· HARMONISE EU-WIDE EMERGENCY RESPONSE
· Policy: extend eCall to other domains (infrastructures, utilities, …); Memorandum of Understanding
· Policy: Allocate EU-wide emergency telecoms spectrum 
· Awareness raising & take-up: Promote recommendations of Public Safety Communications Forum; identification and wide dissemination of best practices 
· PROMOTE "PROACTIVE SAFETY OF CRITICAL INFRASTRUCTURES AND PUBLIC SPACES"

· Awareness raising & take-up: Promote advanced technologies (networks of sensors and actuators) that enable proactive safety and advanced surveillance of infrastructures and public spaces – taking into account privacy concerns; identify and disseminate best practices 
· Contributions

· More interdisciplinary research efforts are required, looking for integrated solutions and end-to-end systems.

· Research needs to be complemented with experimental validation.

· The availability of a large-scale, flexible experimental research platform is essential. Such a research platform should enable proof-of-concept demonstrations of newly developed solutions (as well at the service, network and lower layers) in realistic environments and for realistic scenarios. 

· Investment in alternative scenarios and strongly in the communications side, exploring EU advantages, namely in mobile computing and communication could be strengthened.

· Standardisation to achieve cross-sectoral interoperability of information and risk estimations is needed. Special attention has to be paid to risk modelling and risk communication to enable dependent organisations to estimate their own risk potential reliably and efficiently while preventing unauthorized access to confidential information or information misuse;
· The analysis of the risks that different critical infrastructures have to face as well as integrated views on how these critical infrastructures influence each other is the basis for an efficient and successful management of such critical infrastructures. This includes simulation, visualisation, GIS data analysis, spatial data infrastructures, security technologies, and a tight integration under participation of industry users.
· Needed for the barriers that were identified, so have to identify stakeholders, objectives, etc.

· Education, education, education;
· Coherent European approach - Forum will encourage this

8. A Future Forum
· A Forum consisting of Fora, WGs and SIGs
· The example of the Public Safety Communications Forum
· Open Forum bringing together all stakeholders and involving all relevant public bodies
· Participation of Industry, including SMEs, Research Institutes and Academia
· Background Document

· a Stakeholders' Forum, a group of high-level representatives from industry (ICT industry and targeted end-user industries, including SME representatives), research and the public sector.

· This pubic-private partnership, would be supported by Commission's DG Information Society and Media.

· The Forum would advise the Commission services on suitable actions with respect to policy, RTD and awareness-raising/take-up.

· sub-groups would be formed according to the identified needs for action. These groups would be populated and chaired by the respective stakeholders 

· Public Safety and Emergency Communications Forum is foreseen as a sub-group of an overall ICT for Environmental Sustainability and Growth Stakeholders' Forum. It will bring together manufacturers, telecoms operators, civil protection agencies, standardisation bodies, response and rescue organisations and civil society representatives. Its aim is to coordinate end user requirements, to prepare an interoperability roadmap for emergency and disaster management, to discuss spectrum requirements and to promote technologies for emergency communications (such as cell broadcasting) that offer most potential (www.publicsafetycommunication.eu).

· The Forum would identify and prioritise research topics and propose research agendas for ICT for sustainable growth.

· It would coordinate the stakeholders from the various sectors involved with/impacted by ICT, facilitate synergies whenever possible and promote integrated, pan-European approaches.

· It would also consider the international dimension of ICT for environmental sustainability and growth from the perspective of worldwide awareness, technology transfer and market opportunities.

· Contributions
· Original idea resisted by governments – national interest, subsidiarity, etc.

· Must attract industry, researchers, and users as stakeholders;
· Commission in the background;
· Stakeholders will say what they want and how they propose to achieve it;
· This has worked well in the USA: it is one example of best practice, must also consider other countries;
· Bring functional requirements and technical solutions closer;
· Clarify relationship to Critical Infrastructure Protection group(s);
· Legacy national provision must be exploited;
· Strategy and tactics for disaster response must be formulated;
· Presence at major workshops, e.g. in USA.
9. Conclusions and Recommendations[image: image1.png]



� Earthquakes, volcanoes, floods; slow ground motion, fast ground motion (landslides, subsidence due to underground cavities), shrink and swell movements of clay-rich soils, gaseous emanations (radon, CO2, CO ...), excess or lack of trace elements in soils and water In Europe some areas are affected by a combination of several of these hazards). 
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