1.1 Transglobal Secure Collaboration Program (TSCP) use case

The Transglobal Secure Collaboration Program (TSCP:  www.tscp.org) is a consortium of aerospace and defense companies and government agencies.  The industry has evolved to require real-time electronic access to information based upon high-assurance strong authentication.  Toward that end, TSCP has developed a technical specification that uses identity federation technology to provide access to shared resources.  This specification is known as Document Sharing via Identity Federation (DSIF).  DSIF is a cloud-computing model which is predicated upon the notion that TSCP members gain access to electronic resources shared among the various members and other service providers.  TSCP members agree to adhere to the internally defined Common Operating Rules, which include terms for identity federation governance.  The following items are both requirements and expected benefits of DSIF:

· Share Information Beyond Organizational Boundaries - Allows users to easily and securely access documents that are housed in multiple security domains within an enterprise or across multiple organizations, and across international boundaries such that different regulatory policies (e.g. privacy) and national security policies must be simultaneously enforced.

· Reduction in Costs Related to Credential Management – Identity federation allows for authentication token reuse, resulting in reduced costs to application owners and simplification of authentication token management for end users.

· Increase Identity Assurance of End Users – Identity federation, as defined by DSIF v1, provides a common framework across the aerospace and defense sector for establishing the appropriate level of identity assurance to be used when remotely accessing specific categories of information on electronic systems.

· Reduce Sign On End User Experience – Identity Federation allows the end user to enter credentials fewer times in the process of accessing and completing their work tasks.

· Improved Security through the use of strong, vetted, two-factor authentication, mapping to NIST 800-63 identity assurance levels, and reflecting changes to credentials immediately across the federated trust.
DSIF and a related project Digital Labeling on Document with Access Policy Enforcement (DLDAPE)  will provide organizations with automated ways to enforce some complex policies such as ITAR (International Traffic in Arms Regulation) managed by Directorate of Defense Trade Controls (DDTC) an agency of the US Department of State and PIEA (Proprietary Information Exchange Agreement) managed by enterprises engaged in a program and other relevant polices.

To implement a practical scope of DSIF, TSCP is focusing on a class of policies (Export Control including: ITAR’s TAA (Technical Assistance Agreement) and Intellectual Property protection including PIEA), unstructured document types, document repository applications, and limited to some common use-cases such as document labeling, document upload, and document download.
In addition to standard cloud-computing notions, the following concepts are of particular importance for TSCP members.
Business Authorization
Our analysis has shown that most of the policies applicable to information protection in the Aeronautical & Defense industry are contained in a number of documents.  These are represented as “Business Authorizations”.   These authorizations, which are of legal and/or contractual nature, determine the kind of protection that is expected from the various parties on information exchanged with the agreed upon scope. Examples of Business Authorizations include Technical Assistance Agreement (TAA), Non Disclosure Agreements (NDA), or Proprietary Information Agreements (PIA).

Business Authorization Identification and Labeling Scheme
A Business Authorization Identification and Labeling Scheme (BAILS) defines a standard way to apply specific Business Authorization Labels (BAL’s) to a controlled resource that identify its sensitivity characteristics. The Business Authorization Identification and Labeling Scheme further defines how these BAIL’s should visually appear to human-users and digitally to non-human systems -- enabling system security controls to protect the resource and allow access to authorized recipients. The latter includes syntactic and encoding considerations.

Policy binding
This term designates the identification of all the business authorizations applicable to a specific resource.  It is possible that in many circumstances that BAL’s might also meet many, if not all, of the requirements for Policy Binding. The binding needs to have a systemic and a visual form.
DSIF architecture calls for the use of the following items:

· Strong identity proofing and vetting

· Authentication by the Identity Provider
· SAML or WS-Federation assertions for identity federation
DLDAPE architecture is represented below, utilizing 3 fictionalized companies as examples in the data flow.
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