
                                 NIST Cloud Standards Roadmap

To provide maximum value, the NIST Cloud Standards Roadmap should be based on the standards required by the use cases for planned US government Cloud deployments. Currently the GSA has approved 11 vendors as IaaS suppliers for agencies. There are multiple vendors that will be SaaS providers (e.g Salesforce, Microsoft). There will almost certainly be additional Cloud resource suppliers including PaaS vendors. In addition, internal applications will continue to be used that include virtualization and Cloud-like enhancements. 

For efficient operations, it will be necessary to provide interfaces to support capabilities including portability, interoperability, and security across the multiple Cloud deployments. Without standardizations for critical use cases, it will be necessary to perform very costly systems integration projects that will eliminate the savings from Cloud deployments.

Below is a list of use cases where standards can provide value. Prioritizing these use cases can help develop the timelines for the Cloud Standards Roadmap and guide future SDO activities. All of the items below are meant to be an initial starting point for future discussions. Priorities should be developed with input from agencies. (Near term = 2011, medium term = 2012, long term = 2013)

Use Cases
1. Use Case: Creating, accessing, updating, deleting data objects in Clouds
    Benefits: Cross:Cloud applications

    Standardizations Needed: Standard interfaces to metadata and data objects

    Possible Standards: CDMI

    Priority: Near term

    Availability: Now for CDMI 1.0

2.  Use Case: Moving VMs and virtual appliances between Clouds

    Benefits: Migration. Hybrid Clouds.  Disaster Recovery. Cloudbursting

    Standardizations Needed: Common VM description format

    Possible Standards: OVF from DMTF

    Priority: Near term because OVF is available and an official standard

    Availability: Now for OVF

3. Use Case: Selecting the best IaaS vendor for private externally hosted Cloud

    Benefits:  Provide cost:effective reliable deployments

    Standardizations Needed: Resource and performance requirements description languages

    Possible Standards: ? 

    Priority: Medium term

    Availability: ?

 4. Use Case: Tool for monitoring and managing multiple Clouds

     Benefits: Simplifies operations as opposed to individual tools for each Cloud

     Standardizations Needed: Standard management interfaces to IaaS resources 

     Possible Standards: DMTF Cloud Management WG, OGF OCCI

     Priority: Medium term

     Availability: ?

5. Use Case: Moving data between Clouds

    Benefits: Migration between Clouds. Cross-cloud applications

    Standardizations Needed: Standard metadata/data formats for movement between Clouds.  

                                               Vendor mappings between Cloud data and standard formats 

                                               Standardized query languages (e.g. for NoSQL for IaaS)

    Possible Standards: ?

    Priority:  Near term to avoid lock-in 

    Availability: ?

6. Use Case: Single sign:on access to multiple Clouds

    Benefits: Simplified access. Cross:cloud applications

    Standardizations Needed: Federated identity and authorization

    Possible Standards: OpenID, OAuth, OASIS, CSA outputs

    Priority: Medium term

    Availability: ?

 7. Use Case: Orchestrated processes across Clouds

     Benefits: Enhanced applications

     Standardizations Needed: Standards for APIs and data movement

     Possible Standards: Intercloud standards from IEEE

     Priority: Long term because standards must be developed and tested

     Availability: ?

 8. Use Case: Discovering Cloud resources

     Benefits: Selection of appropriate Clouds for applications

     Standardizations Needed: Description languages for available resources. Catalog interfaces                                      

     Possible Standards: DMTF , TM Forum

     Priority: Medium term

     Availability:

9. Use Case: Evaluating SLAs and penalties

    Benefits: Selection of appropriate Cloud resources

    Standardizations Needed: SLA description language

    Possible Standards: ?

    Priority: Long term because it is a hard problems

    Availability: ?

10. Use Case: Auditing Clouds
      Benefits: Ensure regulatory compliance. Verify information assurance.

      Standardizations Needed: Auditing standards and verification check lists

      Possible Standards: CSA Cloud Audit

      Priority: Near term because it is needed to avoid risky deployments

      Availability: ?

