Identity in the Cloud TC – BAC Use case v1.0

1.1 Use Case A:  Mobile customers id authentication using Cloud provider
1.1.1 Description / User Story

A financial company wishes to use Cloud service to authenticate mobile users before routing the financial transaction requested by the mobile users to its back end system hosted at its data centers. 


The financial company wishes to leverage the Cloud service provider with numerous data centers located in disbursed global locations. 
1.1.2 Goal or Desired Outcome

The financial company is able to use cloud service for its global-based mobile clients to make connection to the closest physical location to enhance fast response.

1.1.3 Notable Categorizations and Aspects

	Categories Covered: 

· Authentication

· Single Sign-On (SSO)

· Authorization

· Audit and Compliance
	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Public

· Private

· Service Models

· Infrastructure-as-a-Service (IaaS)

	Actors:

· Financial Customer

	Systems:

· None

	Notable Services:

· Cloud Management Platform:

· Single Sign-On (SSO) – User Authentication to Cloud provides credentials needed to Manage/Access Cloud IaaS Services.

· Multi-factor authentication 
· Access Control Services – Manage Roles and Security Policies  (e.g. customer’s identification information)



	Dependencies:

· Endpoint security for user authentication.

· Endpoint transaction security from mobile services.

	Assumptions:

· Company has established an account with the cloud service provider along with any “root” trust credentials to further administer more granular (service or resource level) security policies.
· Access Control: Company is able to manage its security policies and associate them to cloud enabled processes  

· The ability to correlate cloud (storage) transactions across infrastructure boundaries (i.e. identities and authentications are preserved).

· Geography: Consideration of local rules and regulations on personal identifiable information
· Data: Consideration of local rules and regulations on personal identifiable information. 

· Storage: Consideration of local rules and regulations on personal identifiable information


1.1.4 Process Flow

1 TBD 
