1.1 Use Case 28: Government Provisioning of Cloud Services
1.1.1 Description / User Story

A vendor offering the provisioning of cloud services (i.e. of any XaaS type) to government agency operatives offers two online service on-boarding options:  

1) through a website to provision simpler, smaller ad hoc cloud services, similar to the retail public cloud portals and 

2) via a B2B (machine based) Web Services call through a common front-end portal 

to provision larger, more complex services.
Using a web browser, a government agency operative (not necessarily an employee and could be a contracted outsourced vendor operative accessing remotely from a different realm to the agency) logs on to a web page that offers online tools to configure and provision the environment they need.  They define the configuration of the services they need, and once processed by the cloud provider, confirmed online in real time and captured in the cloud provider’s configuration management database application. 

The Web Services call follows an appropriate programmatic process to achieve the same result, but in addition, the confirmation is captured in the government agency’s/outsourced vendor’s configuration management database. 

The online management processes (provisioning and de-provisioning history, activity and access monitoring, reporting, billing etc) is done via either the same browser based customer portal that offers the provisioning, or a separate one, depending on the vendor’s approach.    

In order for the service to operate to high standards of security, confidentiality and integrity, the key IDM requirements will be Identity Proofing, Authentication and Authorization (including Role Management opf the RBAC) for delegated functions and separation of duties.  External access to the cloud based provisioning service is the overall responsibility of the agency.  Access required from within the service, is  the overall responsibility of the vendor.  The online management processes capture the activities of both external and internal activity related to the service.

1.1.2 Goal or Desired Outcome

Authorized personnel will be granted access and appropriate privileges to configure and provision the service.  All access requests will be verified to ensure that the user is who they say they are, and have a legitimate requirement for access to the service.  
1.1.3 Notable Categorizations and Aspects

	Categories Covered: 

· Authentication – both browser based and API (Web Service) applications 

· Authorization

· Account and Attribute Management

· Role Management


· Audit and Compliance



	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Private

· Community

· Service Models

· Software-as-a-Service (SaaS)

· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)

	Actors:

· Cloud vendor & their OEMs etc 

· Government agency

· Government agency employee

· Government agency outsource provider/third party support org
	Systems:



	Notable Services:

· Cloud Applications and Services

· Either Cloud or off-cloud (centralized) Identity Provider Services

· Either Cloud or off-cloud (centralized) logon Services

· Cloud Access/Privilege Management Services

· Cloud Attribute Services  

	Dependencies:

For the B2B web services call, a commonly agreed API and assertion method will be required for all agencies and all suppliers

	Assumptions:

· Contractual relationship and SLA already established and operating between government agency and cloud vendor

· Contractual relationship and SLA already established and operating between government agency and its outsource provider/third party support (if applicable)


1.1.4 Process Flow

1 Example: A member of the government agency team logs on to a web page that offers online tools to configure and provision the environment they need.
2 They define the configuration of the services they need, choosing and confirming from a menu of pre-configured capacity, feature and function templates and pre-configured Service Level templates, and optional blank templates for bespoke requirements, and entering enter cost centre and billing authorization codes, at the check-out facility.
3 The activity is captured in the applicable configuration management databases and confirmed online in real time. 

4 Later, at some scheduled interval or as required for the purposes of SLA compliance, security and privacy, the agency’s audit and compliance department accesses the online management processes (provisioning and de-provisioning history, activity and access monitoring, reporting, billing etc) either via the same browser based customer portal that offers the provisioning, or a separate one, depending on the vendor’s approach.   
�This is a good example of audit, would like to see this in process flow below


�Not yet defined. 


�IT’s RBAC/ABAC/PBAC and RAdAC management. In an outsourced environment you don’t necessarily want to grant access by user and there will be multiple users as contractors come and go, but to grant/ change level/ revoke access by role. So move it up as a subcategory of Authorization.


�not featured in process flow.


�Done. See 5.28.4 below.
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