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1.1 Use Case 23 Number:  Mobile customers id authentication using Cloud provider
1.1.1 Description / User Story
Mobile banking has emerged as a significant financial services channel.  Mobile banking and other financial services enable customers to pay bills on the fly, check and transfer balances and even trade stocks. Mobile banking usage is set to double the next three years, reaching 400 million people by 2013, according to Juniper Research. 

The proliferation of new payments products - such as mobile applications, especially at the front end of the transactions, where initial access is gained - generates ongoing concern around data security, identify theft, fraud and other risk-related issues among consumers, businesses, regulators and payments professionals.
To address issue of the front end of the transaction risk, Identity and Access Management (IAM) technologies for managing the user access control and authentication including Cloud-based identity management solutions offered by Cloud service providers, are leveraged to mitigate this risk. 
Cloud-based Identity and Access Management services offered from the cloud such as identity proofing, credential management, strong authentication, single sign-on, provisioning solutions provide organizations with choices and business values such as benefits of cost, reliability, and speed of deployment.
To leverage the aforementioned business values offered by Cloud service provider solutions, a financial company wishes to use Cloud service to authenticate mobile users before routing the financial transaction requested by the mobile users to its back end system hosted at its data centers.  

The financial company wishes to leverage the Cloud service provider with numerous data centers located in distributed global locations. 
1.1.2 Goal or Desired Outcome
The financial company is able to use cloud service for its global-based mobile clients to make secure connection to the closest physical location to enhance fast response.
1.1.3 Notable Categorizations and Aspects
	Categories Covered: 

· Infrastructure Trust Establishment

· General Identity Management (IM) 

· Infrastructure Identity Management (IIM)

· Federated Identity Management (FIM)

· Enrollment

· Life Cycle Management

· Authentication

· Single Sign-On (SSO)

· Multi-factor authentication

· xAuth (global cookie)

· Authorization
· xAuth (global cookie)

· Context space (geo-location)

· Other services

· xAuth (global cookie)

· Account and Attribute Management

· Account and Attribute Provisioning

· Security Tokens

· Audit and Compliance


	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Private

· Public

· Hybrid

· Service Models

· Software-as-a-Service (SaaS)

· Infrastructure-as-a-Service (IaaS)
· Other (i.e. other “as-a-Service” Models)

	Actors:

· Financial (Mobile) Customer

· Enterprise administrators

· Service provider administrators


	Systems:

· System-independent.

	Notable Services:
· Cloud Management Platform:

· Single Sign-On (SSO) – User Authentication to Cloud provides credentials needed to Manage/Access Cloud IaaS Services.

· Multi-factor authentication 
· Access Control Services – Manage Roles and Security Policies  (e.g. customer’s identification information)



	Dependencies:
· Endpoint security for user authentication.

· Endpoint transaction security from mobile services.
· Compliance to end-to-end security local regulations.

· Forensic investigation traceability, capability and availability 

· On-going verification, certification of the service provider

· Service providers’ downstream contractors

· Trust anchor



	Assumptions:

· Company has established an account with the cloud service provider along with any “root” trust credentials to further administer more granular (service or resource level) security policies.
· Access Control: Company is able to manage its security policies and associate them to cloud enabled processes  

· The ability to correlate cloud (storage) transactions across infrastructure boundaries (i.e. identities and authentications are preserved).

· Geography: Consideration of local rules and regulations on personal identifiable information

· Data: Consideration of local rules and regulations on personal identifiable information. 

· Storage: Consideration of local rules and regulations on personal identifiable information
· May be able to leverage on existing standard: 
· (ISO SC27 29115 Harmonization with Identity Assurance Framework
ISO/IEC 19772:2009 specifies six methods for authenticated encryption, i.e. defined ways of processing a data string with the following security objectives: data confidentiality, i.e. protection against unauthorized disclosure of data; data integrity, i.e. protection that enables the recipient of data to verify that it has not been modified; data origin authentication, i.e. protection that enables the recipient of data to verify the identity of the data originator. All six methods specified in ISO/IEC 19772:2009 require the originator and the recipient of the protected data to share a secret key. Key management is outside the scope of ISO/IEC 19772:2009; key management techniques are defined in ISO/IEC 11770
· ITU-T SG17Q6 Correspondence Group on X.EAA on harmonization and international standardization of the Identity Assurance Framework---work commenced Sept. 2008) http://www.itu.int/ITU-T/studygroups/com17/past-meetings.html
· Electronic credentials – x.509
· OASIS SAML Assertion
· U.S. National Institute of Standards and Technology (NIST) Special Publication 800-63 version 1.0.2 (NIST800-63)
· U.S. National Institute of Standards and Technology (NIST) Special Publication 800-19- Mobile Agent Security http://csrc.nist.gov/publications/nistpubs/800-19/sp800-19.pdf
· Kantara Initiative Identity Assurance Framework


1.1.4 Process Flow

The following process flow
1 A Mobile client logs on to FI on-line service web-site via mobile device browser.
2 Based on pre-arrangement, the Mobile client is directed to the Cloud authentication hosting site.

3 The Mobile client enters credential for authentication.
4 Mutual authentication is invoked and secure channel is established to secure authentication information and attributes passed over wireless network.
5 Cloud authentication service provider validates the Mobile client credential (user credential and device credential (mobile phone number, other mobile phone attributes.
6 The Mobile client is authenticated and passed forward to the banking system to allow access to the system to conduct financial transaction.

7 Secure connection maintains throughout the session.

8 The Mobile client completes transaction and logs off.

9 Secure channel terminates.
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