This document contains three submissions to the IMI TC for consideration during our v1.1 work.
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	Namespaces Referenced
	

	ic09
	http://docs.oasis-open.org/imi/ns/identity-200903

	wst13
	http://docs.oasis-open.org/ws-sx/ws-trust/200512

	ic
	http://schemas.xmlsoap.org/ws/2005/05/identity


Submission 1 – New optional ic:InformationCard elements
Card Type

<xs:element name="CardType" type="xs:anyURI" />

ic:InformationCard\ic09:CardType
This OPTIONAL element, when present, is intended to be common to all card instances of a given card type issued by an identity provider.  It is anticipated that this field could be used in card provisioning solutions.  It is not intended that this value be used in WS-Trust exchanges.
Issuer Name
<xs:element name="IssuerName" type="xs:string" />

ic:InformationCard\ic09:IssuerName

This OPTIONAL element enables an issuer’s human-readable name to be directly set by the card issuer.  If present, this might be displayed in the user interface instead of the ic:IssuerName element, which is computed from the issuer’s certificate.
Submission 2 – X509 credential enhancements

The below additions are intended to improve the usability of X.509 certificates to back information cards.  By using these additions, proof of possession would not be required to specify the certificate in the Information Card.
<xs:element name="ic09:X509Principal" type="X509PrincipalType"/>

<xs:complexType name="X509PrincipalType">

  <xs:element name="PrincipalName" type="string" />

  <xs:element name="EKUPolicy" type="EKUPolicyType" minOccurs="0"/>

</xs:complexType>

ic:InformationCard\...\ic:X509V3Credential\ic09:X509Principal

X509 certificate reference based on the principal name in the certificate

<xs:element name="ic09:PrincipalName" type="string" />

ic:InformationCard\...\ic:X509V3Credential\ic09:X509Principal\ic09:PrincipalName

Principal name is the principal name that appears in the X509 cert under Subject Alternative Name/Other Names: Principal Name.

<xs:element name="ic09:X509SubjectAndIssuer" type="ic09:X509SubjectAndIssuerType"/>

<xs:complexType name="ic09:X509SubjectAndIssuerType">

  <xs:element name="ic09:X509Subject" type="string" />

  <xs:element name="ic09:X509Issuer" type="string" />

  <xs:element name="ic09:EKUPolicy" type="EKUPolicyType" minOccurs="0"/>

</xs:complexType>

ic:InformationCard\...\ic:X509V3Credential\ic09:X509SubjectAndIssuer

X509 certificate reference based on the subject name and issuer name in the certificate

<xs:element name="ic09:X509Subject" type="string" />

ic:InformationCard\...\ic:X509V3Credential\ic09:X509SubjectAndIssuer\X509Subject

Subject name from X509 certificate. Ex: CN=John Doe.

<xs:element name="ic09:X509Issuer" type="string" />

ic:InformationCard\...\ic:X509V3Credential\ic09:X509SubjectAndIssuer\X509Issuer

Issuer name from the X509 certificate. Ex: DC=com,DC=contoso,CN=contoso-CA

<xs:element name="ic09:EKUPolicy" type="ic09:EKUPolicyType" />

<xs:complexType name="ic09:EKUPolicyType">

  <xs:sequence>

    <xs:element name="ic09:OID" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>

  </xs:sequence>

</xs:complexType>

ic:InformationCard\...\ic:X509V3Credential\ic09:X509SubjectAndIssuer\ic09:EKUPolicy

ic:InformationCard\...\ic:X509V3Credential\ic09:X509Principal\ic09:EKUPolicy

ic09:EKUPolicy element is a set of Extended Key Usage (EKU) OID elements that specify the usage of the certificate. This element is used as a filter that goes with x509 certificate reference.
An absent or empty EKUPolicy element means that certificates with any EKU OID values would match.
<xs:element name="ic09:OID" type="xs:string" />

ic:InformationCard\...\ic09:EKUPolicy\ic09:OID

ic09:OID is a string element that contains the OID. Ex: <ic09:OID>1.3.6.1.4.1.311.42.2.1</ic09:OID>

Submission 3 - Information Card Provisioning
This issue proposes a way to provision Information Cards, where the client requests a collection of Information Cards from a provisioning server. The following goals are addressed below:

· Acquiring a collection of Information Cards directly by a SOAP client

· Acquiring a collection of Information Cards through a trusted proxy (OnBehalfOf pattern)

Versioning

The protocol version is assumed by the namespace. In the HTTP profile, where namespaces are not used, the action RequestInformationCard will have a suffix designating the version, for example:

?action=RequestInformationCard10
Requesting an Information Card
Client sends the RequestInformationCards request to receive Information Cards from the server. 

The request SHOULD be accompanied by requester’s credentials, or include wst13:OnBehalfOf element if the request is done on behalf of a third party.

Server SHOULD return only the cards that satisfy the filtering parameters sent with the request: ic:Issuer, ic:CardId, ic09:CardType. Filtering parameters are treated with AND semantics. If the intersection of these parameters is an empty set, then the server SHOULD return an empty card collection.
The syntax for this element is as follows:
<ic09:RequestInformationCards>

  <ic:Issuer> xs:anyURI </ic:Issuer> ?

  <ic:CardId> xs:anyURI </ic:CardId> ?

  <ic09:CardType> xs:anyURI </ic09:CardType> ?

  <wst13:OnBehalfOf>...</wst13:OnBehalfOf> ?

  <ic09:CardSignatureFormat>...</ic09:CardSignatureFormat> ?
</ic09:RequestInformationCards>
/ic09:RequestInformationCards
This element is the request to get cards based on criteria conveyed by parameters.
/ic09:RequestInformationCards/ic:Issuer
This OPTIONAL element is the issuer logical URI, for which the client requests the collection of cards. If this element is included, server MUST return only cards with the specified issuer or an empty collection if no cards exist that satisfy the filtering parameters.
/ic09:RequestInformationCards/ic:CardId

This OPTIONAL element is the CardId attribute of the card. If this element is included, the server MUST return only a single card with a matching CardId or empty collection if no card exists.

/ic09:RequestInformationCards/ic09:CardType

This OPTIONAL element is the CardType attribute of the card. If this element is included, the server MUST return only cards with a matching CardType or empty collection if no card exists.

/ic09:RequestInformationCards/wst13:OnBehalfOf

This OPTIONAL element has the same semantics as specified in WS-Trust specification – (WS-Trust 1.3 2007)
/ic09:RequestInformationCards/ic09:CardSignatureFormat

This OPTIONAL element can contain the following values: “None”, “Enveloping”, “Enveloped” according to the following schema:

  <xs:simpleType name="CardSignatureFormatType">

    <xs:restriction base="xs:token">

      <xs:enumeration value="None"/>

      <xs:enumeration value="Enveloping"/>

      <xs:enumeration value="Enveloped"/>

    </xs:restriction>

  </xs:simpleType>
The values signify whether and how returned Information Cards should be signed.

If “None” is passed the server SHOULD NOT sign the returned Information Cards.

Otherwise, the server should signed Information Cards either in “enveloped” or “enveloping” mode as described in (XML Signature Syntax and Processing (Second Edition) 2008).
If this element is not specified, then the default value is assumed to be “None”.
Returning an Information Card
The return value from the server is the ic09:RequestInformationCardsResponse that contains a collection of cards in a form of ic09:InformationCardCollection or wrapped in a signature element.
The syntax for this element is as follows:

<ic09:RequestInformationCardsResponse>

   (<ic:InformationCard>...</ic:InformationCard> | 

    <ds:Signature>...</ds:Signature>) *

   ...

 </ic09:RequestInformationCardsResponse>

/ic09:RequestInformationCardsResponse
This value is a collection of cards that are returned from the server in a response to ic09:RequestInformationCards request.

When no cards are returned, the return value is an empty collection.

/ic09:RequestInformationCardsResponse /ic:InformationCard

This OPTIONAL element holds the Information Card.

/ic09:RequestInformationCardsResponse /ds:Signature

This OPTIONAL element holds the Information Card wrapping in an enveloping signature.

Faults
The following faults can be returned by the server. These faults are in addition to other faults supported by the transport. The faults will be returned in a profile-specific format (i.e. SOAP fault for SOAP, HTTP status code for HTTP)
InternalErrorFault
This fault happens whenever there is an internal error and server cannot generate cards. Client MAY try again later.

UnauthorizedRequestFault

This fault happens when the request to obtain cards is denied. Specifically, this could be an authorization fault based on the data in the OnBehalfOf element.
InvalidInputFault

This fault happens when the request has invalid parameters.

UnsupportedSignatureFormat

This fault happens when the request for a specific signature format is not supported by the server.
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