Changes to KMIP Editor Draft 0.98 Dated May 21, 2009

For Key Wrapping

J. Furlong

24 June 2009

2.1.3  Key Block
A Key Block object encapsulates all of the information that is closely associated with a cryptographic key. A Key Block object may contain different information depending on who it is sent to and when it is sent. It contains a Key Value of one of the following Key Value Types:

· Raw – This is a key which consists of “pure” cryptographic key material, encoded as a string of bytes. 

· Opaque – This is an encoded key for which the encoding is unknown to the key management system. It is encoded as a string of bytes.

· PKCS1 – This is an encoded private key, expressed as a DER-encoded ASN.1 PKCS#1 object.

· PKCS8 – This is an encoded private key, expressed as a DER-encoded ASN.1 PKCS#8 object, supporting both RSAPrivateKey syntax and EncryptedPrivateKey.

· Several Transparent Key types – These are algorithm-specific structures containing defined values for the various key types, as defined in Section 2.1.6.

· Extensions – These are vendor-specific extensions to allow for proprietary or legacy key formats.

It contains also the Cryptographic Algorithm and the Cryptographic Length. Some example values are:

· RSA keys are typically 1024, 2048 or 3072 bits in length

· 3DES keys are typically 168 bits in length

· AES keys are typically 128 or 256 bits in length

The Key Block may optionally contain a Key Wrapping Data structure, which indicates that the key is wrapped (encrypted), MAC'ed, signed, wrapped and MAC’ed, or wrapped and signed.

	Object
	Encoding
	Required Field

	Key Block
	Structure
	Yes

	Key Value Type
	Enumeration
	Yes

	Key Value
	Octet String: for wrapped Key Value; Structure: for plaintext Key Value 
	Yes

	Cryptographic Algorithm
	Enumeration
	Yes, may be omitted only if this information is encapsulated in the Key Value. Does not apply to Secret Data or Opaque Objects. If present, Cryptographic Length below must also be present. 

	Cryptographic Length
	Integer
	Yes, may be omitted only if this information is encapsulated in the Key Value. Does not apply to Secret Data or Opaque Objects. If present, Cryptographic Algorithm above must also be present.

	Key Wrapping Data
	Structure 
	No


2.1.5 Key Wrapping Data
The Key Block may also supply optional information about a cryptographic key wrapping mechanism used to wrap the Key Value. This consists of a Key Wrapping Data structure.

This structure contains: 

· A Wrapping Method that indicates the method used to wrap the Key Value.

· An Encryption Key Information with the Unique Identifier value for the encryption key, used to wrap the Key Value, and associated cryptographic parameters. 

· A MAC/Signature Key Information with the Unique Identifier value for the MAC'ing or signing key and associated cryptographic parameters.

· A MAC/Signature field with the MAC or signature of the Key Value.

· An IV/Counter/Nonce if required by the wrapping method.

If wrapping is used, the whole Key Value structure is wrapped with the wrapping key material unless otherwise specified by the Wrapping Method. The algorithm is determined by the Cryptographic Algorithm attribute set for the key. Similarly, the Cryptographic Parameters attribute of the key will identify the mode of operation or hashing algorithm to be used.

The following wrapping methods are currently defined:

· Encrypt only (Covers both wrapping performed using a symmetric key and wrapping performed using the public key of an asymmetric key pair.    Possibly includes authenticated encryption algorithms that use a single key)

· MAC or sign only

· Encrypt then MAC or sign

· MAC or sign then encrypt

· TR-31

· Extensions

	Object
	Encoding
	Required Field

	Key Wrapping Data
	Structure
	Yes

	Wrapping Method
	Enumeration
	Yes

	Encryption Key Information
	Structure
	No. Corresponds to the symmetric key or the asymmetric public key used to wrap (encrypt) the Key Value.

	MAC/Signature Key Information
	Structure
	No. Corresponds to the symmetric key used to MAC the Key Value or the private key used to sign the Key Value

	MAC/Signature
	Octet String
	No

	IV/Counter/Nonce
	Octet String
	No


The structures of the Encryption Key Information and the MAC/Signature Key Information are as follows:

	Object
	Encoding
	Required Field

	Encryption Key Information
	Structure
	Yes

	Unique Identifier
	Text string
	Yes

	Cryptographic Parameters
	Structure
	No


	Object
	Encoding
	Required Field

	MAC/Signature Key Information
	Structure
	Yes

	Unique Identifier
	Text string
	Yes. It can be the Unique Identifier of the symmetric key used to MAC the Key Value or the asymmetric public key used to sign the Key Value.

	Cryptographic Parameters
	Structure
	No


2.1.6  Key Wrapping Specification
This is a separate structure defined for operations that provide the option to return wrapped keys. The Key Wrapping Specification must be specified inside the operation request, if clients wish the server to return a wrapped key. If Cryptographic Parameters are specified in the Encryption Key Information and the MAC/Signature Key Information, then the server can verify that they match one of the instances of the Cryptographic Parameters attribute of the corresponding key. If Cryptographic Parameters are omitted, the server can choose to use the Cryptographic Parameters attribute with the lowest index of the corresponding key. If the corresponding key does not have any  Cryptographic Parameters attribute, or if no match is found, an error is returned.

This structure contains :

· A Wrapping Method that indicates the method used to wrap the Key Value.

· An Encryption Key Information with the Unique Identifier value of the encryption key,used to wrap the Key value, and associated cryptographic parameters. 

· A MAC/Signature Key Information with the Unique Identifier value of the MAC'ing or signing key and associated cryptographic parameters.

· Zero or more Attribute Names to indicate the attributes to be wrapped with the key material.

	Object
	Encoding
	Required Field

	Key Wrapping Specification
	Structure
	Yes

	Wrapping Method
	Enumeration
	Yes

	Encryption Key Information
	Structure
	No. Corresponds to the symmetric key or the asymmetric public key used to wrap (encrypt) the Key Value.

	MAC/Signature Key Information
	Structure
	No. Corresponds to the symmetric key used to MAC the Key Value or the private key used to sign the Key Value

	Attribute Name
	Text String
	No, May be repeated


The structures of the Encryption Key Information and the MAC/Signature Key Information are defined in Section 2.1.5.
9.1.3.2.3 Wrapping Method Enumeration
	Wrapping Method

	Name
	Value

	Encrypt
	00000001

	MAC or sign
	00000002

	Encrypt then MAC or sign
	00000003

	MAC or sign then encrypt
	00000004

	TR-31
	00000005

	Vendor specific
	00000006

	Extensions
	8XXXXXXX


