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Issue Statement

The Certificate Identifier, Certificate Subject and Certificate Issuer attributes all contain fields which are populated from values found within X.509 public key or PGP certificates.  According to the KMIP v1.0 specification these fields should be encoded as Text String values, but the value of these attribute fields are obtained from fields within certificates which are ASN.1 (X.509) or octet (PGP) encoded.

This proposal recommends that data type of these fields within the Certificate Identifier, Certificate Subject and Certificate Issuer attributes be changes from Text String to Byte String so that the values of these fields parsed from the certificates can be preserved and no conversion from the encoded values into a text string would be necessary.  
Since these certificate-related attributes and associated fields were included as part of the v1.0 KMIP specification, this proposal also recommends that the existing attributes and associated fields be deprecated and be replaced with new attributes and fields with slightly changed names, new tag values and different data type of Byte String (fields only).  
This proposal also differentiates between the serial number for a device and the serial number within a certificate, by renaming the device-related one as the ‘Device Serial Number’ and the one in the certificate as the ‘Certificate Serial Number’.
Proposed Changes to the KMIP Specification 

This section documents changes required to existing sections of the KMIP Specification.  Changes are marked in Red text.

Section 2.1.2 - Credential
A Credential is a structure (see Table 3) used for client identification purposes and is not managed by the key management system (e.g., user id/password pairs, Kerberos tokens, etc). It MAY be used for authentication purposes as indicated in [KMIP-Prof].
	Object
	Encoding
	REQUIRED

	Credential
	Structure
	

	Credential Type
	Enumeration, see 9.1.3.2.1
	Yes

	Credential Value
	Varies. Structure for Username and Password Credential Type.
	Yes


Table 3: Credential Object Structure

If the Credential Type in the Credential is Username and Password, then Credential Value is a structure as shown in Table 4. The Username field identifies the client, and the Password field is a secret that authenticates the client.

	Object
	Encoding
	REQUIRED

	Credential Value
	Structure
	

	Username
	Text String
	Yes

	Password
	Text String
	No


Table 4: Credential Value Structure for the Username and Password Credential 

If the Credential Type in the Credential is Device then Credential Value is a structure as shown in Table 5. The Password field is a secret that authenticates the client. The other fields identify the client.

	Object
	Encoding
	REQUIRED

	Credential Value
	Structure
	

	Device Serial Number
	Text String
	No

	Password
	Text String
	No

	Device Identifier
	Text String
	No

	Network Identifier
	Text String
	No

	Machine Identifier
	Text String
	No

	Media Identifier
	Text String
	No


Table 5: Credential Value Structure for the Device Credential

Section 3.9 – Certificate Identifier Revised
The Certificate Identifier Revised attribute is a structure (see Table 55) used to provide the identification of a certificate. For X.509 certificates, it contains the Issuer Distinguished Name (i.e., from the Issuer field of the X.509 certificate) and the Certificate Serial Number (i.e., from the Serial Number field of the X.509 certificate). For PGP certificates, the Issuer contains the OpenPGP Key ID of the key issuing the signature (the signature that represents the PGP certificate). The Certificate Identifier Revised SHALL be set by the server when the certificate is created or registered and then SHALL NOT be changed or deleted before the object is destroyed.
	Object
	Encoding
	REQUIRED

	Certificate Identifier Revised
	Structure
	

	Issuer Distinguished Name
	Byte String
	Yes

	Certificate Serial Number
	Byte String
	Yes (for X.509 certificates) / No (for PGP certificates since they do not contain a serial number)


Table 54: Certificate Identifier Revised Attribute Structure

	SHALL always have a value
	Yes

	Initially set by
	Server

	Modifiable by server
	No

	Modifiable by client
	No

	Deletable by client
	No

	Multiple instances permitted
	No

	When implicitly set
	Register, Certify, Re-certify

	Applies to Object Types
	Certificates


Table 55: Certificate Identifier Revised Attribute Rules

Section 3.10 – Certificate Subject Revised
The Certificate Subject Revised attribute is a structure (see Table 56) used to identify the subject of a certificate. For X.509 certificates, it contains the Subject Distinguished Name (i.e., from the Subject field of the X.509 certificate). It MAY include one or more alternative names (e.g., email address, IP address, DNS name) for the subject of the certificate (i.e., from the Subject Alternative Name extension within the X.509 certificate). For PGP certificates, the Subject Distinguished Name contains the content of the first User ID packet in the PGP certificate (that is, the first User ID packet after the Public-Key packet in the transferable public key that forms the PGP certificate). These values SHALL be set by the server based on the information it extracts from the certificate that is created (as a result of a Certify or a Re-certify operation) or registered (as part of a Register operation) and SHALL NOT be changed or deleted before the object is destroyed.

If the Subject Alternative Name extension is included in the X.509 certificate and is marked CRITICAL (i.e., within the certificate itself), then it is possible to issue an X.509 certificate where the subject field is left blank. Therefore an empty string is an acceptable value for the Subject Distinguished Name.

	Object
	Encoding
	REQUIRED

	Certificate Subject Revised
	Structure
	

	Subject Distinguished Name
	Byte String
	Yes, but MAY be the empty string

	Subject Alternative Name
	Byte String
	No, MAY be repeated


Table 56: Certificate Subject Revised Attribute Structure

	SHALL always have a value
	Yes

	Initially set by
	Server

	Modifiable by server
	No

	Modifiable by client
	No

	Deletable by client
	No

	Multiple instances permitted
	No

	When implicitly set
	Register, Certify, Re-certify

	Applies to Object Types
	Certificates


Table 57: Certificate Subject Revised Attribute Rules

Section 3.11 – Certificate Issuer Revised
The Certificate Issuer Revised attribute is a structure (see Table 59) used to identify the issuer of a certificate, containing the Issuer Distinguished Name (i.e., from the Issuer field of the X.509 certificate). It MAY include one or more alternative names (e.g., email address, IP address, DNS name) for the issuer of the certificate (i.e., from the Issuer Alternative Name extension within the X.509 certificate). 

The Certificate Issuer Revised attribute is not applicable to PGP Certificates.

The server SHALL set these values based on the information it extracts from a certificate that is created as a result of a Certify or a Re-certify operation or is sent as part of a Register operation. These values SHALL NOT be changed or deleted before the object is destroyed.

	Object
	Encoding
	REQUIRED

	Certificate Issuer Revised
	Structure
	

	Issuer Distinguished Name
	Byte String
	Yes

	Issuer Alternative Name
	Byte String
	No, MAY be repeated


Table 58: Certificate Issuer Revised Attribute Structure

	SHALL always have a value
	Yes

	Initially set by
	Server

	Modifiable by server
	No

	Modifiable by client
	No

	Deletable by client
	No

	Multiple instances permitted
	No

	When implicitly set
	Register, Certify, Re-certify

	Applies to Object Types
	Certificates


Table 59: Certificate Issuer Revised Attribute Rules

Section 9.1.3.1 Tags

The following table defines the tag values for the objects and primitive data values for the protocol messages.

	Tag

	Object
	Tag Value

	(Unused)
	000000 - 420000

	Activation Date
	420001

	Application Data
	420002

	Application Namespace
	420003

	Application Specific Information
	420004

	Archive Date
	420005

	Asynchronous Correlation Value
	420006

	Asynchronous Indicator
	420007

	Attribute
	420008

	Attribute Index
	420009

	Attribute Name
	42000A

	Attribute Value
	42000B

	Authentication
	42000C

	Batch Count
	42000D

	Batch Error Continuation Option 
	42000E

	Batch Item
	42000F

	Batch Order Option 
	420010

	Block Cipher Mode
	420011

	Cancellation Result
	420012

	Certificate
	420013

	Certificate Identifier
	420014


	Certificate Issuer
	420015


	Certificate Issuer Alternative Name
	420016

	Certificate Issuer Distinguished Name
	420017


	Certificate Request
	420018

	Certificate Request Type
	420019

	Certificate Subject
	42001A


	Certificate Subject  Alternative Name
	42001B


	Certificate Subject Distinguished Name
	42001C


	Certificate Type
	42001D

	Certificate Value
	42001E

	Common Template-Attribute
	42001F

	Compromise  Date
	420020

	Compromise Occurrence Date
	420021

	Contact Information
	420022

	Credential
	420023

	Credential Type
	420024

	Credential Value
	420025

	Criticality Indicator
	420026

	CRT Coefficient
	420027

	Cryptographic Algorithm
	420028

	Cryptographic Domain Parameters
	420029

	Cryptographic Length
	42002A

	Cryptographic Parameters
	42002B

	Cryptographic Usage Mask
	42002C

	Custom Attribute
	42002D

	D
	42002E

	Deactivation Date
	42002F

	Derivation Data
	420030

	Derivation Method 
	420031

	Derivation Parameters
	420032

	Destroy Date
	420033

	Digest
	420034

	Digest Value
	420035

	Encryption Key Information
	420036

	G
	420037

	Hashing Algorithm
	420038

	Initial Date
	420039

	Initialization Vector
	42003A

	Issuer
	42003B


	Iteration Count
	42003C

	IV/Counter/Nonce
	42003D

	J
	42003E

	Key
	42003F

	Key Block
	420040

	Key Compression Type
	420041

	Key Format Type
	420042

	Key Material
	420043

	Key Part Identifier
	420044

	Key Value
	420045

	Key Wrapping Data
	420046

	Key Wrapping Specification
	420047

	Last Change Date
	420048

	Lease Time
	420049

	Link
	42004A

	Link Type
	42004B

	Linked Object Identifier
	42004C

	MAC/Signature
	42004D

	MAC/Signature Key Information
	42004E

	Maximum Items
	42004F

	Maximum Response Size
	420050

	Message Extension 
	420051

	Modulus
	420052

	Name
	420053

	Name Type
	420054

	Name Value
	420055

	Object Group
	420056

	Object Type
	420057

	Offset
	420058

	Opaque Data Type
	420059

	Opaque Data Value
	42005A

	Opaque Object
	42005B

	Operation 
	42005C

	Operation Policy Name
	42005D

	P
	42005E

	Padding Method
	42005F

	Prime Exponent P
	420060

	Prime Exponent Q
	420061

	Prime Field Size
	420062

	Private Exponent
	420063

	Private Key
	420064

	Private Key Template-Attribute
	420065

	Private Key Unique Identifier
	420066

	Process Start Date
	420067

	Protect Stop Date
	420068

	Protocol Version
	420069

	Protocol Version Major
	42006A

	Protocol Version Minor
	42006B

	Public Exponent
	42006C

	Public Key
	42006D

	Public Key Template-Attribute
	42006E

	Public Key Unique Identifier
	42006F

	Put Function 
	420070

	Q
	420071

	Q String
	420072

	Qlength
	420073

	Query Function
	420074

	Recommended Curve
	420075

	Replaced Unique Identifier
	420076

	Request Header
	420077

	Request Message
	420078

	Request Payload
	420079

	Response Header
	42007A

	Response Message
	42007B

	Response Payload
	42007C

	Result Message
	42007D

	Result Reason
	42007E

	Result Status
	42007F

	Revocation Message
	420080

	Revocation Reason
	420081

	Revocation Reason Code
	420082

	Key Role Type
	420083

	Salt
	420084

	Secret Data
	420085

	Secret Data Type
	420086

	Serial Number
	420087


	Server Information
	420088

	Split Key
	420089

	Split Key Method
	42008A

	Split Key Parts
	42008B

	Split Key Threshold
	42008C

	State
	42008D

	Storage Status Mask
	42008E

	Symmetric Key
	42008F

	Template
	420090

	Template-Attribute
	420091

	Time Stamp
	420092

	Unique Batch Item ID
	420093

	Unique Identifier
	420094

	Usage Limits
	420095

	Usage Limits Count
	420096

	Usage Limits Total
	420097

	Usage Limits Unit
	420098

	Username
	420099

	Validity Date
	42009A

	Validity Indicator
	42009B

	Vendor Extension 
	42009C

	Vendor Identification
	42009D

	Wrapping Method
	42009E 

	X
	42009F 

	Y
	4200A0 

	Password
	4200A1

	Device Identifier
	4200A2

	Encoding Option
	4200A3

	Extension Information
	4200A4

	Extension Name
	4200A5

	Extension Tag
	4200A6

	Extension Type
	4200A7

	Machine Identifier
	4200A8

	Media Identifier
	4200A9

	Network Identifier
	4200AA

	Object Group Member
	4200AB

	Certificate Serial Number
	TBD

	Device Serial Number
	TBD

	Issuer Alternative Name
	TBD

	Issuer Distinguished Name
	TBD

	Subject Alternative Name
	TBD

	Subject Distinguished Name
	TBD

	Certificate Identifier Revised
	TBD

	Certificate Issuer Revised 
	TBD

	Certificate Subject Revised
	TBD

	(Reserved)
	4200AC – 42FFFF

	(Unused)
	430000 – 53FFFF

	Extensions
	540000 – 54FFFF

	(Unused)
	550000 - FFFFFF


Appendix B:  Tag Cross-Reference
This table is not normative.

	Object
	Defined
	Type
	Notes

	Activation Date
	3.19
	Date-Time
	

	Application Data
	3.31
	Text String
	

	Application Namespace
	3.31
	Text String
	

	Application Specific Information
	3.31
	Structure
	

	Archive Date
	3.27
	Date-Time
	

	Asynchronous Correlation Value
	6.8
	Byte String
	

	Asynchronous Indicator
	6.7
	Boolean
	

	Attribute
	2.1.1
	Structure
	

	Attribute Index
	2.1.1
	Integer
	

	Attribute Name
	2.1.1
	Text String
	

	Attribute Value
	2.1.1
	*
	type varies

	Authentication
	6.6
	Structure
	

	Batch Count
	6.14
	Integer
	

	Batch Error Continuation Option
	3.13, 9.1.3.2.29
	Enumeration
	

	Batch Item
	6.15
	Structure
	

	Batch Order Option
	6.12
	Boolean
	

	Block Cipher Mode
	3.6, 9.1.3.2.13
	Enumeration
	

	Cancellation Result
	4.27, 9.1.3.2.24
	Enumeration
	

	Certificate
	2.2.1
	Structure
	

	Certificate Identifier
	3.9
	Structure
	Deprecated in KMIP v1.1

	Certificate Identifier Revised
	3.9
	Structure
	

	Certificate Issuer
	3.9
	Structure
	Deprecated in KMIP v1.1

	Certificate Issuer Revised
	3.11
	Structure
	

	Certificate Issuer Alternative Name
	3.11
	Text String
	Deprecated in KMIP v1.1

	Certificate Issuer Distinguished Name
	3.11
	Text String
	Deprecated in KMIP v1.1

	Certificate Request
	4.7, 4.8
	Byte String
	

	Certificate Request Type
	4.7, 4.8, 9.1.3.2.21
	Enumeration
	

	Certificate Serial Number
	3.9
	Byte String
	

	Certificate Subject
	3.10
	Structure
	

	Certificate Subject Revised
	3.10
	Structure
	Deprecated in KMIP v1.1

	Certificate Subject Alternative Name
	3.10
	Text String
	Deprecated in KMIP v1.1

	Certificate Subject Distinguished Name
	3.10
	Text String
	Deprecated in KMIP v1.1

	Certificate Type
	2.2.1, 3.8, 9.1.3.2.6
	Enumeration
	

	Certificate Value
	2.2.1
	Byte String
	

	Common Template-Attribute
	2.1.8
	Structure
	

	Compromise Occurrence Date
	3.24
	Date-Time
	

	Compromise Date
	3.25
	Date-Time
	

	Contact Information
	3.32
	Text String
	

	Credential
	2.1.2
	Structure
	

	Credential Type
	2.1.2, 9.1.3.2.1
	Enumeration
	

	Credential Value
	2.1.2
	*
	type varies

	Criticality Indicator
	6.16
	Boolean
	

	CRT Coefficient
	2.1.7
	Big Integer
	

	Cryptographic Algorithm
	3.4, 9.1.3.2.12
	Enumeration
	

	Cryptographic Length
	3.5
	Integer
	

	Cryptographic Parameters
	3.6
	Structure
	

	Cryptographic Usage Mask
	3.14, 9.1.3.3.1
	Integer
	Bit mask

	Custom Attribute
	3.34
	*
	type varies

	D
	2.1.7
	Big Integer
	

	Deactivation Date
	3.22
	Date-Time
	

	Derivation Data
	4.6
	Byte String
	

	Derivation Method
	4.6, 9.1.3.2.20
	Enumeration
	

	Derivation Parameters
	4.6
	Structure
	

	Destroy Date
	3.23
	Date-Time
	

	Device Identifier
	2.1.2
	Text String
	

	Device Serial Number
	2.1.2
	Text String
	

	Digest
	3.12
	Structure
	

	Digest Value
	3.12
	Byte String
	

	Encoding Option
	2.1.5, 2.1.6, 9.1.3.2.31
	Enumeration
	

	Encryption Key Information
	2.1.5
	Structure
	

	Extension Information
	2.1.9
	Structure
	

	Extension Name
	2.1.9
	Text String
	

	Extension Tag
	2.1.9
	Integer
	

	Extension Type
	2.1.9
	Integer
	

	Extensions
	9.1.3
	
	

	G
	2.1.7
	Big Integer
	

	Hashing Algorithm
	3.6, 3.12, 9.1.3.2.15
	Enumeration
	

	Initial Date
	3.18
	Date-Time
	

	Initialization Vector
	4.6
	Byte String
	

	Issuer
	3.9
	Text String
	Deprecated in KMIP v1.1

	Issuer Alternative Name
	3.11
	Byte String
	

	Issuer Distinguished Name
	3.9, 3.11
	Byte String
	

	Iteration Count
	4.6
	Integer
	

	IV/Counter/Nonce
	2.1.5
	Byte String
	

	J
	2.1.7
	Big Integer
	

	Key
	2.1.7
	Byte String
	

	Key Block
	2.1.3
	Structure
	

	Key Compression Type
	9.1.3.2.2
	Enumeration
	

	Key Format Type
	2.1.4, 9.1.3.2.3
	Enumeration
	

	Key Material
	2.1.4, 2.1.7
	Byte String / Structure
	

	Key Part Identifier
	2.2.5
	Integer
	

	Key Role Type
	3.6, 9.1.3.2.16
	Enumeration
	

	Key Value
	2.1.4
	Byte String / Structure
	

	Key Wrapping Data
	2.1.5
	Structure
	

	Key Wrapping Specification
	2.1.6
	Structure
	

	Last Change Date
	3.33
	Date-Time
	

	Lease Time
	3.15
	Interval
	

	Link
	3.30
	Structure
	

	Link Type
	3.30, 9.1.3.2.19
	Enumeration
	

	Linked Object Identifier
	3.30
	Text String
	

	MAC/Signature
	2.1.5
	Byte String
	

	MAC/Signature Key Information
	2.1.5
	Text String
	

	Machine Identifier
	2.1.2
	Text String
	

	Maximum Items
	4.9
	Integer
	

	Maximum Response Size
	6.3
	Integer
	

	Media Identifier
	2.1.2
	Text String
	

	Message Extension
	6.16
	Structure
	

	Modulus
	2.1.7
	Big Integer
	

	Name
	3.2
	Structure
	

	Name Type
	3.2, 9.1.3.2.10
	Enumeration
	

	Name Value
	3.2
	Text String
	

	Network Identifier
	2.1.2
	Text String
	

	Object Group
	3.28
	Text String
	

	Object Group Member
	4.9
	Enumeration
	

	Object Type
	3.3, 9.1.3.2.11
	Enumeration
	

	Offset
	4.4, 4.8
	Interval
	

	Opaque Data Type
	2.2.8, 9.1.3.2.9
	Enumeration
	

	Opaque Data Value
	2.2.8
	Byte String
	

	Opaque Object
	2.2.8
	Structure
	

	Operation
	6.2, 9.1.3.2.26
	Enumeration
	

	Operation Policy Name
	3.13
	Text String
	

	P
	2.1.7
	Big Integer
	

	Password
	2.1.2
	Text String
	

	Padding Method
	3.6, 9.1.3.2.14
	Enumeration
	

	Prime Exponent P
	2.1.7
	Big Integer
	

	Prime Exponent Q
	2.1.7
	Big Integer
	

	Prime Field Size
	2.2.5
	Big Integer
	

	Private Exponent
	2.1.7
	Big Integer
	

	Private Key
	2.2.4
	Structure
	

	Private Key Template-Attribute
	2.1.8
	Structure
	

	Private Key Unique Identifier
	4.2
	Text String
	

	Process Start Date
	3.20
	Date-Time
	

	Protect Stop Date
	3.21
	Date-Time
	

	Protocol Version
	6.1
	Structure
	

	Protocol Version Major
	6.1
	Integer
	

	Protocol Version Minor
	6.1
	Integer
	

	Public Exponent
	2.1.7
	Big Integer
	

	Public Key
	2.2.3
	Structure
	

	Public Key Template-Attribute
	2.1.8
	Structure
	

	Public Key Unique Identifier
	4.2
	Text String
	

	Put Function
	5.2, 9.1.3.2.25
	Enumeration
	

	Q
	2.1.7
	Big Integer
	

	Q String
	2.1.7
	Byte String
	

	Qlength
	3.7
	Integer
	

	Query Function
	4.25, 9.1.3.2.23
	Enumeration
	

	Recommended Curve
	2.1.7, 3.7, 9.1.3.2.5
	Enumeration
	

	Replaced Unique Identifier
	5.2
	Text String
	

	Request Header
	7.2
	Structure
	

	Request Message
	7.1
	Structure
	

	Request Payload
	4, 5, 7.2
	Structure
	

	Response Header
	7.2
	Structure
	

	Response Message
	7.1
	Structure
	

	Response Payload
	4, 7.2
	Structure
	

	Result Message
	6.11
	Text String
	

	Result Reason
	6.10, 9.1.3.2.28
	Enumeration
	

	Result Status
	6.9, 9.1.3.2.27
	Enumeration
	

	Revocation Message
	3.26
	Text String
	

	Revocation Reason
	3.26
	Structure
	

	Revocation Reason Code
	3.26, 9.1.3.2.18
	Enumeration
	

	Salt
	4.6
	Byte String
	

	Secret Data
	2.2.7
	Structure
	

	Secret Data Type
	2.2.7, 9.1.3.2.8
	Enumeration
	

	Serial Number
	2.1.2, 3.9
	Text String
	Deprecated in KMIP v1.1

	Server Information
	4.25
	Structure
	contents vendor-specific

	Split Key
	2.2.5
	Structure
	

	Split Key Method
	2.2.5, 9.1.3.2.7
	Enumeration
	

	Split Key Parts
	2.2.5
	Integer
	

	Split Key Threshold
	2.2.5
	Integer
	

	State
	3.17, 9.1.3.2.17
	Enumeration
	

	Storage Status Mask
	4.9, 9.1.3.3.2
	Integer
	Bit mask

	Subject Alternative Name
	3.10
	Byte String
	

	Subject Distinguished Name
	3.10
	Byte String
	

	Symmetric Key
	2.2.2
	Structure
	

	Template
	2.2.6
	Structure
	

	Template-Attribute
	2.1.8
	Structure
	

	Time Stamp
	6.5
	Date-Time
	

	Transparent*
	2.1.7
	Structure
	

	Unique Identifier
	3.1
	Text String
	

	Unique Batch Item ID
	6.4
	Byte String
	

	Username
	2.1.2
	Text String
	

	Usage Limits
	3.16
	Structure
	

	Usage Limits Count
	3.16
	Long Integer
	

	Usage Limits Total
	3.16
	Long Integer
	

	Usage Limits Unit
	3.16
	Enumeration
	

	Validity Date
	4.24
	Date-Time
	

	Validity Indicator
	4.24, 9.1.3.2.22
	Enumeration
	

	Vendor Extension
	6.16
	Structure
	contents vendor-specific

	Vendor Identification
	4.25, 6.16
	Text String
	

	Wrapping Method
	2.1.5, 9.1.3.2.4
	Enumeration
	

	X
	2.1.7
	Big Integer
	

	Y
	2.1.7
	Big Integer
	


Table 266: Tag Cross-reference

Proposed Changes to the KMIP Usage Guide

New Usage Guide Section – Certificate Attribute Related Fields
In KMIP v1.1, the data type associated with fields contained within the Certificate Identifier, Certificate Subject and Certificate Issuer attributes has been changed from Text String to Byte String so that the values of these fields parsed from the certificates can be preserved and no conversion from the encoded values into a text string would be necessary.  

To accommodate for this change, new attributes and fields with slightly changed names, new tag values and data types (for fields) are introduced in KMIP v1.1.  The corresponding attributes and fields which were defined in v1.0 KMIP are deprecated.  Table x provides a list of the deprecated certificate-related attributes and fields with their corresponding tag value.
	Deprecated Attribute/Field
	Deprecated Tag Value

	Certificate Identifier
	420014

	Certificate Issuer
	420015

	Certificate Issuer Distinguished Name
	420016

	Certificate Issuer Alternative Name
	420017

	Certificate Subject
	42001A

	Certificate Subject Distinguished Name
	42001B

	Certificate Subject Alternative Name
	42001C

	Issuer
	42003B

	Serial Number
	420087


Table x: Deprecated Certificate Related Attributes and Fields

Table y provides a mapping of v1.0 to v1.1 certificate attributes and fields.
	Deprecated V1.0 Field
	Deprecated V1.0 Attribute
	New V1.1 Field
	New V1.1 Attribute

	Certificate Issuer Distinguished Name
	Certificate Issuer
	Issuer Distinguished Name
	Certificate Issuer Revised

	Certificate Issuer Alternative Name
	Certificate Issuer
	Issuer Alternative Field
	Certificate Issuer Revised 

	Certificate Subject Distinguished Name
	Certificate Subject
	Subject Distinguished Name
	Certificate Subject Revised

	Certificate Subject Alternative Name
	Certificate Subject
	Subject Alternative Name
	Certificate Subject Revised

	Issuer
	Certificate Identifier
	Issuer Distinguished Name
	Certificate Identifier Revised

	Serial Number
	Certificate Identifier
	Certificate Serial Number
	Certificate Identifier Revised


Table y: Mapping of v1.0 to v1.1 Certificate Related Attributes and Fields

�Deprecated in v1.1.  Remove from table?


�Deprecated in v1.1.  Remove from table?


�Deprecated in v1.1.  Remove from table?


�Deprecated in v1.1.  Remove from table?


�Deprecated in v1.1.  Remove from table?


�Deprecated in v1.1.  Remove from table?


�Deprecated in v1.1.  Remove from table?


�Deprecated in v1.1.  Remove from table?
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