Proposed Service Models for Electronic Court Filing 3.0
This document summarizes two models for electronic service a key decision point to be considered by the Electronic Court Filing technical committee for support of service in the Electronic Court Filing 3.0 specification.
Service Model A

This first model for secondary service was initially developed based on previous work by the technical committee and the requirements sucbommittee.  It was developed in a domain modeling session involving John Greacen (Greacen Associates), Jim Cabral (MTG) and Christoph Hoashi-Erhardt (MTG) and revised based on comments from Dallas Powell (Tybera), Shane Durham (Lexis Nexis) and Robert DeFilippis (OneLegal).
A physical implementation of the Filing Assembly MDE function will be required to provide Service MDE functionality for all persons and organizations for whom it submits filings into a court.  That is, while the Filing Assembly and Service MDEs are logically separate, the specification (ECF 3.0 v. 1) will require that they be implemented in the same physical component.  If an entity chooses to provide Filing Assembly functionality to a client, it will be required to provide Service functionality for that client in that case..
 We assume that each client uses the same Filing Assembly provider for receiving service that they used to make their initial filing.  This is per case.  They may use a different Filing Assembly provider for a different case.    If they decide to use a different Filing Assembly provider in a case in which they have already filed electronically, they need to notify the court.

Every Filing Assembly MDE will assign a userID to each filer that it supports.  From the standpoint of the court, the combination of serviceID and userID needs to be unique within a case.   It will probably make sense for the Filing Assembly MDE to maintain the same userID for its client across all cases.
  The Filing Assembly MDE will provide this userID with each filing to the Filing Review MDE.  
The Filing Assembly MDE will also transmit a serviceID and a serviceMessgingProfileCode.  The serviceID is a location for receipt of future messages.  The serviceMessagingProfileCode will be a value set forth in a message profile approved by the Technical Committee for use with ECF 3.0.    These values will permit the Filing Review MDE to transmit the asynchronous response to the Filing Assembly MDE.  It will also allow another Filing Assembly MDE to send a Serve Filing message to another Filing Assembly MDE for the purpose of transmitting a filing for service on one of its clients.  The Serve Filing message is identical to the Review Filing message except Serve Filing omits the payment information. 
A Filer will be limited to the use of a single Filing Assembly/Service MDE in a particular court for a particular case.  A filer may change MDEs but may not simultaneously use more than one MDE for a case in a court.

A court will be required to maintain in its database the following electronic address information for each party participating electronically in a case – userID, serviceID and serviceMessagingProfileCode (which are the userID, serviceIDs and serviceMessagingProfileCode submitted with the filing) and serviceMessagingProfileCode.  It may require that a Filer physically notify the court of any change in its Filing Assembly and Service MDE affiliation, or it may assume the responsibility for automatic updating of its "electronic address" file to include the serviceID and serviceMessagingProfileCode of the MDE from which it most recently received in a filing from that Filer.

The service function will operate under the same rules as currently govern secondary service of filings.  (We have abandoned the notion of a different process delayed until triggered by the receipt of the asynchronous response to the Review Filing Message.)
In the course of assembling a filing, the Filing Assembly MDE will submit a GetServiceInformation Query to the Filing Review MDE which will return the service information userID, serviceID and serviceMessagingProfileCode for each person entitled to service
 (only parties that have appeared in the case and only the attorney for a represented party) along with the name and title of the person and the name of the organization.  To do this, the court must track the names and addresses and roles of each participant in the case as included in the Review Filing message..  For service recipients participating electronically, the query will return the userID and serviceID. For service recipients who are not participating electronically, the query will return the contact information needed for mail, in-person, or other forms of service (e.g., by publication).

We understand that some courts may not choose to maintain an official list of case participants and service recipients, for liability concerns.  One option for these courts would be use an outside vendor provide the Filing Review MDE.

.The Serve Filing message is identical to the Review Filing message except the Serve Filing message omits the payment information.  Both messages include a Service Recipients structure that lists the parties that are being served electronically.
1. The service information in the Serve Filing message will notify another Filing Assembly/Service MDE serving that court of its obligation to serve one or more of its clients with the documents and metadata included in the message, and

2. The service information in the Review Filing message can
 serve as the Certificate of Service submitted to the Court for the persons served electronically.
The Filing Assembly MDE sends the Serve Filing message to each Filing Assembly/Service MDE responsible for serving one or more of the service recipients.  If a Filing Assembly/Service MDE is responsible for multiple service recipients, the Filing Assembly MDE can (and probably should) send only one Serve Filing message. This structure may (and probably should) send the document(s) and metadata to be served only once to each Filing Assembly MDE even though multiple clients of a Filing Assembly/Service MDE must be served - a requirement that Dallas articulated at one of the face to face meetings.  However, a calling service MDE may also choose to send an individual ‘service’ message for each intended recipient, even if those individual calls are all going to the same destination.  It also sends the message to the Filing Review MDE.  As in the present paper world, the filing now includes the information on the persons/organizations served.

A certificate of service for persons served by mail or in person can be included in the text of the filed document itself, as per current practice, or it can be submitted as a separate document in a subsequent filing when the service has been performed.  (Some courts may continue to require the Filer to include the electronically served persons in the Certificate of Service included at the end of the document submitted for filing.  The Certificate would merely state that “I have this date instructed [name of entity performing the ServiceMDE function] to serve the aforesaid electronically upon the persons listed below at the locations listed for each person pursuant to Rule [local or state rule authorizing eSecondaryService])
We have also created a ServeFilingResponse message to be used in a synchronous response message from the FilingAssembly/Service MDE to the sending FilingAssembly MDE acknowledging that it has “received” and validated the service instruction and will notify the service recipient, “sent” the filing to the designated person, or “failed to recognize” the designated person.

We realize that the ServeFilingResponse message  could, in the future, be used in an asynchronous callback response from the FilingAssembly/Servie MDE(s) verifying receipt of the message if the communication link between the FilingAssembly/Service MDE and its client is electronic.  However, this response is not possible if an MDE has a non-electronic mechanism for communicating with its clients.  Because of these complications, and because acknowledgement of receipt is not a requirement of service in the current paper world, we proposed to postpone consideration of that additional functionality until v2 or later of ECF 3.0.

One of the remaining question with this model is whether the service recipients are notified of any changes in the filing by the court.  The current model allows the both the clerk or Court Record System to make changes to the filing.  The document identifiers and modified documents are returned to the filer in the asynchronous callback to the Review Filing message which will typically occur after the message is served to the recipients.  Do these need to be sent to the service recipients as well?  Or should the service recipients be responsible for checking for any changes? 
(YES!
Service Model B
The second model was developed by Tybera based on the implementation of service in the federal courts and their experiences in Orange County, Florida and Utah.  Comments on this model from Jim Cabral, Shane Durham, Robert DeFilippis, and Jim Beard are included.
After reviewing the Service design document with one of our programmers working on this feature, it occurred to us that we were thinking of the Service flow differently than perhaps what others were thinking.  It is our opinion that both methods are valid and should be appropriate options for the standard, however, we feel that one is more efficient that the other and we will present these arguments here in.

Service flow A is defined in the diagram below.
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We are of the opinion that this diagram represents the concepts being considered by many.  The idea here is that the Court maintains a database of participants and relationship of participants.  This diagram shows the steps that would occur for a notification to be distributed, however, it does not show how the participant database is populated, updated, or changed, de-activated, nor does it define who the participants should be.

Step 1 – Filing Assembly MDE sends a submission to the Filing Review MDE.
Step 2 and Step 3 – Filing Assembly MDE sends a request to the Service db to identify all participants. The synchronous response would be all participants information which would include who will be served electronically and who must be served in paper. ( The order of Step 1 and Step 2 could be interchanged and I do not think it is critical if the court policy defines the amount of delayed time between the two calls)

There may be a challenge to make sure that the actual document sent to the court is the same as the document sent to the other service providers.

Step 4 – The Filing Assembly MDE that created the submission then distributes the information to all other service providers. 

It is possible that the message going to the other service providers is only xml data with a link to the documents for them to download rather than including the documents.

One challenge with this model is that EACH Filing Assembly Service module must receive information about the other Filing Assembly Service providers from either the database or some other means.  Really the Court is the organization that authorizes who can play as a Service provider so they should have the master list.  In addition, authentication between all the other service providers becomes more complicated in this model, especially if each court has a different method of authenticating service providers.

There is no clear method for populating the database.  The data is really in each submission, therefore I wonder if we are going to be duplicating all the data, once for submission and once for notice.

Service flow B is defined in a diagram below
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In this system the Service database is automatically populated by each submission that is sent in to the court.  Also, this system is designed so that the notification is distributed directly from the courts to the other Filing Assembly MDE services.

This means that the document that was sent to the courts is going to always be the same as the document in the notification.  Also, it means that the Court maintains the security method of communication to all the Filing Assembly MDE and alleviates that burden from all the Filing Assembly MDE. 

Tybera is of the opinion that this system will also function as a notification process of orders.  This means that the Judges and Clerks are participants, and when an order is completed the notification system will send out notices (not services) of the order.  It is our understanding that the courts are not generally responsible to serve notice to participants.

In this fashion, we are not duplicating data, and when updates occur they are going through the eFiling system which automatically updates the Service db.

We have also found that the Get Service Information Query is still needed in both models (A and B). This helps the filer create a page within the submission that expresses to the court who they served and how.
  This page is then stored as part of the submission documents.  This goes back to old rules and also supports eFiling systems that are mixed with paper filings.

The comments on Service Model B are summarized as follows:
1. One of the challenges this model creates is that it weakens or eliminates the value of a transaction fee to serve other parties
.
2. Since the courts don't do this already, they do not want to take on the responsible for performing service
.  However, several courts are already moving to this model and other courts may reconsider when they see how the federal courts operate.

3. Authentication  between Filing Assembly MDEs in Service Model A
 could be complicated but there are reasonable messaging-layer work arounds using public key certificates, etc.

4. What this model appears to bring to the table is a solution to a perceived technical issue.  The model would appear to better facilitate filing/document authentication ( An issue for which courts have shown an inconsistent interest anyway.  But, that's not to say it isn't important. ).   By making eServiceDelivery a property of a courtFiling, then, we believe there would be less opportunity for the served filing/documents to differ from what was submitted to the court
.  In other words, there is less opportunity for 'monkey business'
. The trouble is, we haven't identified what we should consider to be 'monkey business'.  Perhaps, it will turn out that there is a legitimate and essential technical distinction to be made between the filing data which is sent to the court, and the filing data which is transmitted to service recipients.  Consider whether or not payment data is to be expressed, and whether or not ALL service recipients are to be expressed, in a message to a given service recipient.  Of course, this model does not say "There is NO opportunity" for monkey business. The court *could* still deliver something (by choice?) to the serviceMDEs that differs from what was received by the court.   But then, if that's true, then what has this model achieved that was not equally resolvable by Service Model  A?
5. Since critical service-properties are included in the court's filing message, then the court could not (should not) affirm that a filing was received
, until it has transmitted/forwarded the necessary service data to all of the appropriate serviceMDEs.  I think that's a lot of pressure to place upon a single " ReviewFiling (myfiling-with-serviceProperties ) " function.

6. If we ever decide that eService functionality has an asynchronous callback step (expressing the final success/failure of delivery) , then, in this second model, the 'FilingReceipt' (the callback to 'ReviewFiling') would ALSO have to contain optional serviceDelivery properties representing what the first model's 'ServiceReceipt' would otherwise express.
7. Both methods will be used by different courts. While I think it is ideal for the court or court bodies (AOCs) to manage service lists, I do not think it will always be feasible. I believe many courts will not want the added responsibility.

8. I would also agree that both models should be at least considered. Flexibility is obviously key in this area.  
 

Decision Point for the TC: In the specification, should we support only Service Model A or both models?
Position for supporting only Service Model A 

Provided by Shane Durham.
The distinction between the models is this:

· In one model, the eService function (call-it-what-you-will), is a distinct call between the FilingApplication, and the eService MDE(s).  For example:  "NotificationOfFiling( filing-and-serviceRecipients )"

· In the second model, the eService function, is a property of the call between the FilingApplication, and the FilingReview MDE.  For example: "ReviewFiling ( filing-with-serviceProperties )" 

To help keep our debate straight, let's note that in BOTH models: 

- The court can act as the exclusive hub for the trafficking of eService data.

- The final delivery of service information to the recipient, is a private matter pre-arranged between the recipient and their serviceMDE.

So, our debate isn't about whether the court can act as a service-hub.

Nor is the debate about the use of serviceMDEs to deliver data to users.

BOTH proposed models meet those requirements.

I think the two models have such differing interaction flows,that we will make life too difficult for ourselves (as designers) and for our implementers, if we define BOTH as part of 'blue'.
It would be difficult to give the two models distinct and meaningful names, let alone, attempt to document both of them for potential implementers, and to somehow create a policy structure which would define whether each model is enabled-or-disabled within a particular implementation. ( Heck, would we propose that a single implementation simultaneously support BOTH models? ick,ick,ick...)

 

Please, let's try to settle on one interaction model for eService processes.
My feeling is that the first model (a distinct eService function), can functionally meet what the courts have been primarily clamoring for: the ability to exclusively act as the eService hub, or the ability to entirely delegate eService traffic to the implementation's participating vendors.  I also believe that ( if we think hard about it ), the first model can satisfy the requirements that Dallas has expressed.
Position for supporting both models
Provided by Dallas Powell
We experienced the same initial response in both Utah and Orange County Florida, that is, they did not want to be responsible.  However, Orange County hired a specialist from the US Federal Courts on eFiling and that person changed OC's decision.  Utah has also since softenned their position and are leaning a towards the support.  The second model is how the Feds operate, and we find that once courts realize that the Fed's are doing it they begin to rethink their position.  We see that many courts look for guidence from the Fed's.  OC is even asked us to call the service NEF (Notice of Electronic Filing) which is what the Fed's call it.

 

I guess what I am saying is that I think there are lots of courts where the initial response will be against it, but as they begin to see other courts doing it they may change.

I do not agree with Shane's assessment about the difficulty or the hazards of the standard supporting both models.  I do agree that there are differences and we need to identify them and make adjustments even if it includes adding information that goes back through the Filing Review response. 

 

Shane's concern about "sucess/failure of delivery" on eService will surely come to pass when Primary Service is within scope.  I anticipate that when this occurs it will have a significant impact on court rules and it will be a more difficult change for the courts to adopt than the secondary service we currently are working on.  Since the courts currently do not require the filer to ensure or identify the success or failure of a service I don't see it as an issue for today’s discussion.

The mix does not mean that the court will take the burden of notifying in paper, although I have seen that some courts do.  The mix just tells the filer who is electronically notified and who they must notify in paper.  I have included a sample (not finalized yet) of what the parties will receive and view as a service.  

�I'm not sure I agree that we can or should REQUIRE anyone to provide the service functionality just because they provide filing assembly functionality. Service by electronic means using the E-Filing system a court has in place is a DESIRABLE but not a NECESSARY feature of the E-Filing system. Some court rules won't support E-Service now and may not in the future. Washington's General Rule 30 allows parties to serve one another electronically "by agreement." While it is a plus to include service functionality, as a kind of extra incentive to use E-Filing, there are many scenarios where a court wouldn't want to (or couldn't afford to) get into that business. Remember, service means managing an email database for parties to cases AND a contact information database for parties who do not have email or who have not signed up for E-Service. It is keeping these databases that may be daunting to many courts.





�I don't see why a given client (does that mean E-Filer?) would have to notfiy the court when they choose to use a different go-between "Filing Assembly provider" to file documents electornically. What is the court going to do with all those reports? What enforcement if the reports aren't made? This seems to assume the court has a business need to keep track of what service is being used by each and every E-Filer - much more work than it would ever possibly pay off to a court to know this. (My humble opinion.)





�Don't we want to articulate standards, not make suggestions? If we mean for the UserID to be a unique identifier and mean for a person to have one-and-only-one such ID, are we actually trying to standardize that practice? 


�Not sure that we have to limit a filer to one and only one MDE. The point is for each transaction/submission to be separate and distinct. The point is for the E-Filer to be identified by the UserID, regardless of which MDE is in use. What does "simultaneously" mean in this context?


�I think this is too complicated for a standard. The point is that the court must have only one definitive data set for each party to the case who is receiving electronic service. This should, I think, be the UserID, which needs to be tied back to any "proof of service" document subsequently filed.


�I understand that the federal courts allow non-parties to sign up to be served. This is not necessarily something we should exclude from happening - so long as the messaging is automated and serves as proof of required service, there would be no harm (in a public record case) when others who wish to monitor filings in the case sign themselves up to do so. 


�Seems to me that some courts may wish to continue to document service by filing a document, even though it would seem to be more sensible to allow this message to serve that function.


�I'm not sure it's a good idea to try to replicate all of the possible responses one might have for attempting service in the paper world. In the paper world, we don't usually have parties signing up to be served by a particular vendor or method, so we expect that they might get into service avoidance mode or something. However, here we have the opportunity to say that if one signs up for E-Service, the only documentation that is required as "proof of service" is that the message was issued to those registered to be served (who are - list of UserIDs). Keep the onus on the person served to update their own electronic address for this purpose. It is not likely that someone seeking to avoid service would ever sign up in the first place. (There should be a rule that if one service message appears to get through to the person, any subsequent bounces will be assumed to be a failure on the part of the served person to update a changed email address.)


�The burden should always be on the service recipients - once they've signed up for the "easy" way to be notified, they need to be attentive to keeping their avenue of notification open. The changes mentioned here seem to be routine things they can anticipate and check. Other changes could come must later, e.g., when the clerk modifies a document based on a court order. In those instances, it would seem that a new document (the order) would be filed and it would be "served" on all who are signed up to be notifed when new documents are added to the case file.


�Someone who sends different documents to court and for service would be getting into BIG TROUBLE if found out. That should be challenge enough. There is no need, IMHO, for the vendor or court to build in something to prevent this from happening - indeed, you'd probably not want to interfere with someone who chooses to behave in this way, since the person would be showing questionable behavior in a court environment.


�I'm of the opinion that service messages should, wherever possible, provide links to the filed documents or a notice to "go look in the file" rather than to keep sending copies of the documents to everyone, creating proliferation of copies. When there are zillions of copies, the door is open to quibble over which is the "real" content if and when any one copy appears to diverge from the others. Always best to have one-and-only-one "original," the one in the Clerk's custody.


�Caution against taking responsibility for authenticating too much. Service provider roles should be to pass messages back and forth from clients to MDEs. The MDEs should be designed simply as possible, so when one signs up for service, for example, that's taken care of from then on. If that person has an identity theft problem or interception of messages, etc., those are potentially criminal acts that should be investigated. Just because such things can be imagined doesn't mean they need to be prevented by burdening the court or service provider with the job of keeping hypothetical situations from ever occurring.


�Seems to me that everyone who "signed up to be served" would be considered served until they withdrew themselves from e-service - those who don't sign up and whom a party must serve or court notify are the ones for whom "proof" of service is going to continue to be necessary. Thus, when the court generates its list of non-electronic-service parties, it is that group whom the filer, service provider, etc., needs to worry about actually serving (physically) and documenting. Electronic service should be simple and straightforward - like the federal courts have already set up.


�Elimination of a fee (going along with elimination of a costly task) would be a good thing. Right?


�What they are taking on is the responsibility to send a standard notice about e-filings to a set list of email addresses from those who have signed up to be served that way AND to produce (for the e-filer) the current list of other parties who didn't sign up and remain to be served by "conventional methods." This is not exactly "responsibility to serve." I don't have to prove that your computer is working and that you could get your email opened to see the notice - only that you were signed up at the time.


�I still believe we over-authenticate sometimes. The best authentication method is to look in the court file and check whether the document content is the same as one sent.


�How often does this occur among your customers, Dallas? I haven't heard of anyone being prosecuted for fraud or forgery or misrepresentation, etc., from serving different documents than were filed with the court - does this really happen often?


�This model seems motivated to make "monkey business" harder for someone to perform. However, don't we want to proceed on the assumption that the transactions are usually "normal" transfers of documents so, when someone does do "monkey business," they might be caught and suffer the consequences? By making it harder for the cheater to cheat, it is harder to detect the cheating; if it happened, by dealing with it, we would better protect the longterm interests of the cheated. It isn't the responsibility of the e-filing system or vendor to figure out all the possible ways someone might act badly and then make those actions impossible. 


�Do you mean "affirm that service was received about a filing?" It is sufficent that the notice was sent to the email on record to say that service has been done. No one can or should have the burden to confirm something was actually received (what if the person is on vacation in the wilderness?). If we need to prove that, shouldn't we also have to prove the item was read and understood??





