PAGE  

- 3 -

PbD Principle 2: Privacy as the Default Setting (“Privacy by Default”)

After the commitment to address privacy issues early, the starting point for designing all information technologies and systems begins with NO collection of personally identifying information —unless and until a specific and compelling purpose is defined. This approach is sometimes described as “data minimization” or “precautionary principle.” Non-collection, non-retention and non-use of personally-identifiable information supports all of the other PbD principles
	Sub-Principle + Best Practices
	Additional (Organizational) Guidance

	Purpose Specificity

Purposes for collection, use and disclosure of personally-identifiable information must be:

1. identified and documented 

2. made known to the individual

3. the measure against which all use(s) must be assessed

4. limited and specific
5. written in such a way so to be amendable to engineering controls
Adherence to these purposes must be limited, documented and measurable.


	Purposes may be described in other terms, such as goals, objectives, requirements, or functionalities. 

Specified purposes SHOULD BE

· explicit and relevant to circumstances

· Fair and lawful 

· Made easily available”

· Timely (e.g., made available early)

· Clear, in plain language, easy-to-read

· Subject to special conditions for sensitive data

· Not subject to change without additional notice and consent

· Commutative (transferable to 3rd parties)

· Subject to periodic review and assessment

Purpose specificity does NOT mean collection, use and disclosure is prohibited by default!

Depending on the application or domain, building a positive case may entail, for example, creating detailed data flow maps, carrying out privacy risk and impact assessments, documenting legal requirements, and seeking/obtaining user consent.

	Collection, Use, Disclosure and Retention Limits

Systems and procedures must be in place to ensure that personally-identifiable information is collected, used, disclosed and retained:

1. in conformity with the specified, limited purposes

2. in agreement with the consent received from the data subject

3. in compliance with applicable laws and regulations


	Limiting Collection
Documented techniques & procedures SHOULD

· specify essential versus optional personal information to fulfill identified purposes. 

· periodically review information requirements 

· obtain explicit individual consent to collect sensitive personal information 

· monitor the collection of personal information to ensure it is limited to that necessary for the purposes identified, and that all optional data is identified as such. 

· link stated purpose of collection to the data source identification

· ensure auditability of legal or business adherence to collection limitation

· associate time expirations to collection

· establish levels or types of identity such as gradations of non-identifiable, identifiable or identified data collection and processing that need to be supported 

· establish limits to collection associated with levels or types of data subject identity 

Indirect Collection 

Documented techniques & procedures SHOULD

· ensure that personal information collection from sources other than the individual are reliable ones that also collect information fairly and lawfully. This requires that:

· due diligence be performed before establishing a relationship with a 3rd-party data provider.

· privacy policies, collection methods, and types of consents of third parties be reviewed before accepting personal information from third-party data sources.

· document and, where necessary, seek consent where the software develops or acquires additional information about individuals.



	
	Uses and Disclosures

Documented techniques & procedures SHOULD:

· limit all uses and disclosures of personal information to the specified purposes (and for which the individual has provided implicit or explicit consent)

· Differentiate personal information by both type and quantity, and treat accordingly

· Anticipate emergency and unintended disclosures

· Assign and observe time expirations associated with uses 

· Tie future uses to the original collection purpose

· Establish whether selected “secondary” use(s) may be allowed under law

· Secure individual consent, where necessary, for disclosures to third parties

· Establish valid justification(s) for all disclosure without subject consent

· Inform third parties of relevant collection, use, disclosure and retention requirements, and ensure adherence

· Audit retention limits and resulting destruction 

· Ensure security of data transfers



	
	Retention
Documented techniques & procedures SHOULD:
· Limit retention no longer than needed to fulfill the purposes (or as required by law or regulations) and thereafter appropriately dispose of such information.

· Document retention policies and disposal procedures.

· Retain, store, and dispose of archived and backup copies of records in accordance with its retention policies.

· Ensure personal information is not kept beyond the standard retention time unless a justified business or legal reason exists for doing so.

· Consider contractual requirements when establishing retention practices that may be exceptions to normal policies/practices.



	
	Disposal and Destruction
Documented techniques & procedures SHOULD:

· Regularly and systematically destroy, erase, or make anonymous personal information no longer required to fulfill the identified purposes or as required by laws and regulations.

· Erase or destroy records in accordance with the retention policies, regardless of the method of storage (for example, electronic, optical media, or paper based).

· Dispose of original, archived, backup and ad hoc or personal copies of records in accordance with its destruction policies.

· Carry out disposal in a manner that prevents loss, theft, misuse, or unauthorized access. 

· Document the disposal of personal information.

· Within the limits of technology, locate and remove or redact specified personal information about an individual as required.

· Consider contractual requirements when establishing disposal, destruction, and redaction practices if these may result in exception to the entity’s normal policies.
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