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DRAFT MINUTES

Privacy by Design Documentation for Software Engineers (PbD-SE) TC Meeting

18 August 2013, 1:30-3:00 PM EDT / 19.30-21.00 CET

Scribe: Fred Carter, David Weinkauf
0. Call to Order 

Meeting Attendees:

Members:

Ann Cavoukian [IPC]

Fred Carter [IPC]

Michelle Chibba [IPC]

Frank Dawson

Dawn Jutla

Kevin MacDonald

John Sabo

Stuart Shapiro

David Weinkauf [IPC]

This meeting quorates.

1.  
New Business / Approval of Agenda 

Agenda was adopted. Moved: Ann Cavoukian; Seconded: John Sabo
2.  
Approval of Previous Meeting Minutes

The draft meeting minutes of the 17 July 2013 and 21 August TC meetings were approved. Moved: John Sabo; Seconded: Ann Cavoukian.
3. 
Discussion of Draft Specification 

a) Presentation and discussion of Use Case 

The Use Case Scenario was presented and discussed. TC members were invited to indicate where and how the draft Specification could provide effective guidance to software engineers on applying PbD Principle #2.
The questions of appropriate boundaries, level of specificity and roles/responsibilities for applying the Specification arose. It seems clear that someone needs to do the high level and other analyses that software engineers cannot do, but less clear was how to address this division of work in the Specification. Some felt that identifying generic roles/responsibilities could work, (such as “Chief Privacy Officer”) while the majority believed that the carefully phrased language specifying “preconditions” and “postconditions” or else “entry” / “exit”  requirements for each software development phrase could work. A precondition to requirements analysis is/are specified purpose(s); a precondition for carrying out a risk analysis is data characterization, analysis and risk controls (???)
Frank Dawson circulated several documents to the list in support of discussions.
The details of the discussion are as follows: 

· John raises the question of what are the boundaries of the documentation to be produced by the Specification. The TC needs to decide whether the Specification is laying out high-level guidance or more granular claims. More granularity may pose problems for companies with their own software development process. 

· Dawn asks whether larger companies have existing templates to incorporate privacy into their software development process. 

· Frank responds that Nokia has a template, and he emails the template to the TC list.

· Dawn asks whether the template addresses data minimization.

· Frank responds that the Nokia template asks questions about retention and deletion for each category of personally identifiable information (PI), and that it also asks about purposes and attempts to constrain them, but it does not ask about data minimization. Frank wonders whether asking about data minimization is always necessary. 

· John says that this gets to the issue of business programming and businesses having their own requirements. It may be that one business genuflects data minimization, another does not. The Specification needs a range of options.

· Ann recommends that we err on the side of supporting data minimization. 

· Dawn suggests that the TC think through the Nokia template posted by Frank for further discussion. 

· Fred asks what the method to minimize purposes in software development is. 

· Frank says that Nokia has different business units with different approaches, but that in his a software engineer (SE) comes to him with the Nokia template and he himself helps the SE narrow down the primary and secondary purposes. 

· Dawn says that this means that there is no central representation of privacy in the Nokia documentation. 

· Frank says that the SE is responsible for the documentation, but that the SE needs sign-off and that there are a lot of different contexts in which a SE come to him for sign-off.

· Dawn clarifies that this means that SEs come to Frank for help in filling out documentation vis-à-vis privacy requirements. 

· Kevin asks Frank whether reviewing privacy requirements with SEs requires discussing legal issues at a certain point. 

· Frank replies no – the legal compliance policy is consistent across Nokia, which has a federated but distributive privacy policy.

· Michelle suggests that the TC go back to the Working Draft (WD) of the Specification and discuss the illustrative use case scenario. What would be helpful to SEs in this scenario to help them incorporate privacy by default? 

· Kevin asks whether there is an updated WD. 

· Michelle says that we are still on WD 02, but changes need to be made to it to reflect comments. 

· Dawn says that because there were a lot of comments on the WD, we need a process of accepting them into the WD. 

· Fred says that this should be discussed later in agenda item 3 c) “Methodology to incorporate member input into Specification.” With respect to the use case scenario, do we need something more concrete? What do SEs need to build in privacy to IT systems?

· John replies that in the use case template (section 3.1.1 of WD), when moving to privacy controls, the question arises again as to how granular do the control statements need to be. The functionality to support these controls may come from corporate policy. For example, in the case of security, there may be a policy saying to use SSL for encryption. 

· Fred says that he is looking in particular at PbD principle #2 “Privacy by Default” and he is wondering where exactly purpose specificity comes in in the use case template. 

· John brings up the example of legitimate access to PII by law enforcement agency. Does the SE need to know that another access point is needed or not? To do analysis well, a bounded use case is needed. 

· Fred asks whether the use case template is the starting point of such analysis. 

· John says that some of this is typically done outside the realm of the SE but depends on the company. Is this a one-person shop or a large corporation where privacy requirements are typically handed down? 

· Fred replies that if privacy is handed down to SE, then why is purpose specificity even in the Specification? 

· John says that we are back to our original question: What are the boundaries of the Specification? Who is responsible for doing what? 

· Michelle says that this takes us back to the intended audience of the Specification. 

· John says that specifying complete use cases is required, but the question of who is responsible for what still needs to be answered. 

· Fred mentions how Kevin had suggested defining roles of different actors in the software development process. 

· Kevin says that different responsibilities are based on different software development systems. 

· Michelle asks how the TC can move forward in making these decisions, so that we can begin to populate the Specification. 

· Frank asks who will edit the sections. Editorial changes to the document can be disposed of by the editor, but more substantial changes need to be brought forward to the TC. 

· John says that he and Gershon are editors of section 3.1.1. The editor should bring changes forward to the TC and then the TC can agree on whether to make them. 

· Stuart asks if we can go back to the earlier discussion on boundaries and roles. He wonders whether we really even need to get into roles at all in the Specification. Could we specify privacy requirements as preconditions or post-conditions of phases of the software development life cycle (SDLC)? Can we do all of this without roles? 

· Michelle asks what the preconditions would be in relation to a post-condition. 

· Stuart replies that preconditions and post-conditions are two ways of getting at the same thing, for each phase of the SDLC. For example, a precondition to requirements analysis would be a purpose. 

· Kevin says that he likes this approach. 

· Fred wonders asks whether after purposes are established would a SE then map out data flows and determine risks and minimize them. This seems to be the only way for a SE to minimize data. 

· Frank clarifies that these are not risks – risks in privacy are to the user. What Fred is talking about are threats, which could lead to harm. SE can do threat analysis with PII. Risk analysis, however, requires business analysis, which needs threat work of SE. 

· Ann says that she agrees: threat analysis first; then risk analysis. 

· Frank informs the TC that he has sent an email with the Microsoft SDLC for security and privacy. This maps well to what Stuart had suggested. It’s high-level, but we could go into more detail. 

· Stuart says that we could break down [privacy requirements] into higher-level activities. For example, a precondition to risk analysis is characterization; following analysis, you engage in risk control activities. 

· Michelle asks if we can get some volunteers to determine how this would affect the structure of the Specification. 

· Frank says that the basic outline is already in the WD in the first and second header levels. He is comfortable with what Stuart suggested. 

· Michelle asks how to move forward. 

· Frank recommends that the co-chairs get back to the TC with next steps. 

· John agrees. 

· Michelle says on behalf of the co-chairs that she will report back to the TC on next steps. 

· John says that circulating use case template diagrams also needs to be deferred until further discussion in light of these new developments. 

b) Refresh on TC objectives and Specification purposes 

TC Members reviewed elements of the Charter and deliverables. (See above discussion.)
c) Methodology to incorporate member input into Specification 

TC Members agreed to review Member input in a group context. The current editor – or whoever is “holding the pen” can incorporate suggested changes into the document showing revisions and flag suggestions/areas requiring Committee deliberation and decisions. Subject to proposed work plan, there will be several members who hold the pen on a rotating basis. (See above discussion.)
4.
Report back on Action Items
a) Discussion on terminology (Dawn)

This agenda item was deferred 
b) Update on IP from Carnegie Mellon; connect with OASIS general counsel (Gershon)
This agenda item was deferred 

c) Circulate diagrams from use case template to TC (John, Gershon)
This agenda item was deferred

d) Report on member input received on Draft Specification v2 (Fred)
Fred provided a quick overview of the comments received to date. Most are being incorporated into the draft Specification v3, which will be circulated to members shortly. However, there were a few comments that require clarification before they can be integrated into the current draft specification.
5.  Assignment of New Roles / Activities
The co-chairs will get back to TC members with proposed individual work assignments with Committee timelines and milestones
6.  Adjourn

Next meeting Wednesday 16 October 2013 @ 1:30-3:00 PM EST

Meeting adjourned at 3.00 PM EDT.
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