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[bookmark: _Toc263182930]Introduction
The OASIS Privacy by Design Documentation for Software Engineers Technical Committee provides a specification of a methodology to help engineers model and document Privacy by Design (PbD) goals and requirements, translate the PbD principles to conformance requirements within software engineering tasks, and produce artifacts as evidence of PbD-principle compliance. Outputs of the methodology document privacy requirements from software conception to retirement, thereby providing a plan around compliance to Privacy by Design principles, and other guidance to privacy best practices, such as NIST’s 800-53 Appendix J [NIST 800-53] and the Fair Information Practice Principles (FIPPs) [PMRM-1.0]. Software engineers, project managers, privacy officers, data stewards, and auditors, among others, may use the PbD-SE methodology for documenting such compliance to PbD throughout the entire software development life cycle. Correct application of PbD principles to software engineering helps lower overall risk, and may serve as evidence of compliance with privacy law and regulation.

The PbD-SE specification helps engineers to visualize, model, and document PbD requirements and embed the principles within software engineering tasks. It also helps inform those organizational governance processes that oversee the software engineers. 

Visualizing, modeling, and documenting are activities that help software engineers to accelerate their learning and to translate privacy requirements into their software and create a record of it.  It tackles all documentation that supports the software engineer in embedding PbD in software, whether (s)he references the documents (e.g. privacy policies), or generates documentation (e.g. privacy considerations in a user story or system design).  Software engineers reference documents that others in a software organization generate as well as produce their own documentation. Thus this specification further addresses the documenting of the organizational context in which the software engineer operates. 

The PbD-SE specification encourages flexibility of choice of documentation representations for different software engineering methodologies, ranging from waterfall to agile. The PbD-SE TC references the OASIS Privacy Management Reference Model and Methodology v1.0 (PMRM), as a PMRM-derived Privacy Use Case/User Story Template (Privacy Use Template for short) forms part of this specification to assist engineers to understand and document comprehensive privacy requirements in complex environments, and to document the selection of appropriate privacy services and controls. The PbD-SE uses the Privacy Use Template, the OMG software modeling standard UML, and other popular representation languages and tools, including and not limited to, data flow diagrams (DFDs) and spreadsheet modeling, to provide visual and textual examples of privacy documentation.  Yet it allows for equivalent documentation for conformance to PbD-SE. Thus this specification remains agnostic to choice of visual modeling language or tool for use in generating or referencing documentation in various stages of the SDLC. 

[bookmark: _Toc263182931]Context and Rationale
The management of privacy in the context of software engineering requires normative judgments to be made on the part of software engineers operating within an organization-wide governance framework of privacy protection. It has become increasingly apparent that software systems need to be complemented by a set of governance norms that reflect privacy dimensions. There is a growing demand for provable software privacy claims, systematic methods of privacy due diligence, and greater transparency and accountability in the design and operation of privacy-respecting software systems, in order to promote wider adoption, gain trust and market success, and demonstrate legal and regulatory compliance.

[bookmark: _Toc263182932]Objectives
[bookmark: _GoBack]This specification provides guidance and requirements for engineers to document privacy-enhancing objectives and associated control measures throughout the software development life cycle. This documentation is the output of the specification’s methodology but may be supplemented by artifacts produced from auxiliary privacy processes or services, and procedures for internal independent reviewers to conduct reviews of documentation for explicit adherence to Privacy by Design (PbD) guidelines. Artifacts include explicit documentation of functional and non-functional privacy requirements. Examples of artifact representations include, and are not limited to, spreadsheet documentation of compliance tasks and processes, those components of user stories, use cases, misuse cases, interface design, DFD diagrams, class diagrams, data flow diagrams, sequence diagrams or activity diagrams that clearly show embedding of PbD principles and associated requirements, business model diagrams that show personal data flows across technology platforms, and diagrams of privacy architectures. Organizational privacy-related documentation for engineers to reference (e.g. privacy policies, privacy training materials, documentation of go-to personnel for privacy consultations) is expected to be at hand.  The documentation specified by this standard may form part of a larger, organization-wide Privacy by Design implementation and approach.
[bookmark: _Toc263182933]Intended Audience
The intended audience is primarily software engineers tasked with implementing and documenting functional privacy requirements and/or to show compliance to Privacy by Design principles. However, as software engineers operate in larger contexts, this specification should also be of interest and use to their project managers, business managers and executives, privacy policy makers and compliance managers, privacy and security consultants, auditors, regulators, and other designers and users of systems that collect, store, process, use, share, transport across borders, exchange, secure, retain or destroy personal data. In larger organizations, where subject matter experts and organizational stakeholders have clear roles in the SDLC, their contributions may be an explicit part of the documentation.  In addition, other OASIS TCs and external organizations and standards bodies may find the PbD-SE useful in producing evidence of compliance to Privacy by Design principles. 
[bookmark: _Toc263182934]Outline of the Specification
This specification provides:
· [bookmark: _Toc85472893][bookmark: _Toc287332007]An expression and explanation of the Privacy by Design principles in the context of software engineering. In effect, it closes a communications, requirements, and operations gap among policymakers, business stakeholders, and software engineers. 
· A process to insure privacy requirements are considered throughout the entire software development life cycle from software conception to software retirement.
· A methodology for an organization and its software engineers to produce and reference privacy-embedded documentation to demonstrate compliance to Privacy by Design principles.
· A mapping of the Privacy by Design principles to engineering-related sub-principles, and to documentation, and thus PbD-SE compliance criteria. 
· Privacy considerations for the entire software development life cycle from software conception to software retirement.
· A Privacy Use Case Template that helps software engineers document privacy requirements and integrate them with core functional requirements.
· A Privacy by Design Reference Architecture for software engineers to customize to their context, and Privacy Properties that software solutions should exhibit.
· Privacy by Design Patterns (developed in a future version of specification)
· Privacy by Design for Maintenance and Retirement (developed in a future version of specification)
· Software engineering Documentation Checklists
[bookmark: _Toc263182935]Terminology
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].
Informational Privacy: "Privacy is the claim of individuals, groups, or institutions to determine for themselves when, how, and to what extent information about them is communicated to others. Viewed in terms of the relation of the individual to social participation, privacy is the voluntary and temporary withdrawal of a person from the general society through physical or psychological means, either in a state of solitude or small-group intimacy or, when among larger groups, in a condition of anonymity or reserve.", see page 7 of Westin, A, Privacy and Freedom, 1967) Information Privacy, then is the discipline of applying privacy principles to any processing of personally identifiable information or personal data, including those that involve digital technology, such as the product of software development.
Personal Data: any data about an individual including (1) any data that can be used to distinguish or trace an individual‘s identity, and (2) any other data that is linked or linkable to an individual or an individual’s device. Adapted from NIST, Guide to Protecting the Confidentiality of Personally Identifiable Information (PII) Special Publication 800-122 (April 2010)
Personally Identifiable Information (PII): any information about an individual including (1) any information that can be used to distinguish or trace an individual‘s identity, and (2) any other information that is linked or linkable to an individual. Adapted from NIST, Guide to Protecting the Confidentiality of Personally Identifiable Information (PII) Special Publication 800-122 (April 2010)
Principle: A fundamental truth or proposition that serves as the foundation for a system of belief or behaviour or for a chain of reasoning (Oxford Dictionary); a comprehensive and fundamental law, doctrine, or assumption (Merriam-Webster)

Privacy Control:  A process designed to provide reasonable assurance regarding the achievement of stated privacy properties or objectives 

Privacy Service: A service-based software implementation of one or more privacy controls.

Software Engineer: A person that adopts engineering approaches, such as established methodologies, processes, architectures, measurement tools, standards, organization methods, management methods, quality assurance systems and the like in the development of software (adapted from Wang, 2011). 
Software Organization: Any organization or department or unit within an organization that engages in the development of software products and services either directly or indirectly.
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Notes: Accepted the great majority of edits from John, Stuart, Jonathan, Sander, Colin, Gail, and Fred. 

Further requests for clarification and comments to address TC’s edits and comments 
Stuart: Page 5, please can you explain why we may need to clarify “ beyond user/data subject preferences”?
Jonathan: I intend to add text and an edited diagram to illustrate how the Privacy by Design Use Case Template can be adapted for agile methodology and user stories. So the “however” is not needed.  I have suggested to John that we can rename it to the Privacy Use Template so that agile methodologists do not feel that the PbD-SE spec is not applicable to them.
John: We may leave a few further details about the PMRM to Section 5 without loss to the PbD-SE introduction. I left in the PMRM reference as normative as you correctly stated that the PbD-SE WD asserts that Privacy Use Template is RECOMMENDED for embedding privacy requirements in a Privacy Use Case or User Story, then the Normative designation for PMRM is appropriate as the accessible Privacy Use Template is based on the PMRM. 
Fred: I added goals in section 1 but also left in requirements as software engineers interests in this document are for privacy requirements and the documentation required by PbD. 
Sander and Colin: There are normative references to section 5 in Table 4.1. e.g. to the Privacy Use Template that provides documentation in itself. There will be more explicit linking of software engineering documentation, or spec asks for “equivalent” documentation across Sections 3, 4, and 5.
Text formatting edits will be re-applied to full document.






