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PbD SE TC Member Changes/Comments to WD 04 R2, WD 05 and their Disposition in WD 06
As of June 21, 2014

	WD 04 R2 Section
	M

	
	Comment / Edit
	Disposition

	All
	FD
	
	The document text has not been edited for consistent language use, as it shows multiple-editor’s style of writing and needs to be put into one OASIS specification style of writing.
	Accepted

	All
	KC
	
	1) Start out with a very brief motivation of why PbD like security by design is a normal part of the software development process and a risk reduction strategy for software developers given the savings that come from being proactive rather than trying to retrofit, and that this specification streamlines the process of doing such design and achieving such savings.

2) Present the specific conformance requirements (literally a few pages) with all the MUSTS and a clear explanation that developers aren’t being blocked from developing solutions, just required to analyse and succinctly document how they have dealt with privacy issues .

3) Then put the WHOLE rest of the current document - all of the introductory information, process thinking, explanation of techniques and pedagogical material – into an “Annex to the Privacy by Design Documentation for Software Engineers Version 1.0” that is clearly identified as being informational and helpful to those implementing the specification.
	Accepted

	All
	KG
	
	Software engineers in the field need to see a spec as simple as possible. This is a key factor to ensure broad implementation of the standard. Hence, I am expecting that simplifying the document will be one of the main focuses in next phase. 
	Accepted

	All
	FH
	
	It might be useful to consider how to practically address externality concerns - my suggestion is that in some cases a community may still be advised to use the PbD work to the best of their ability despite not being able to comply with all the normative statements.

See http://www.w3.org/TR/2012/NOTE-app-privacy-bp-20120703/ and http://www.iab.org/wp-content/IAB-uploads/2011/03/frederick_hirsch-revised.pdf. 
	Accepted; add wording to Annex

	Editors
	SF
	
	Is “fred.carter@ipc.on.ca” the correct email address for “Ann Cavoukian”?
	Accepted; changed 

	Editors
	DJ
	
	Added “Sander Fieten” as an editor (WD 05)
	Accepted

	Editors
	DJ
	
	Added “Kim Cameron” as an editor (WD 05)
	Removed pending OK.

	Related Work
	DJ
	
	Added reference to Annex Guide to Privacy by Design Documentationfor Software Engineers Version 1.0, (18 June, 2014), http://docs.oasis-open.org/pbd-se/pbd-se-annex/v1.0/cnd01/pbd-se-annex-v1.0-cnd01.doc.

	Accepted

	Declared XML namespaces
	SF
	
	Remove namespaces and add “None”
	Accepted

	Abstract
	SF
	
	Replace “a methodology to help engineers model” with “how software engineers can model.” I am not sure whether this spec helps SEs with modelling. The main target for this document is what the software engineering documentation should contain. How it should contain the information is a choice of the SE team.
	Accepted. DJ: Abstract has since been rewritten for WD’s new reorganization.

	

	SECTION 1:  Introduction [Now SECTION 1 in WD05]


	DJ: SECTION 1 Notes: Incorporated the great majority of edits from John, Stuart, Jonathan, Sander, Colin, Gail, and Fred.
Further requests for clarification and comments to address TC’s edits and comments


DJ:  @Stuart: Page 5, please can you further explain why we may need to clarify “ beyond user/data subject preferences” in the spec?


DJ:  @Jonathan: I intend to add text and an edited diagram to illustrate how the Privacy by Design Use Case Template can be adapted for agile methodology and user stories. So the “however” is not needed. I have suggested to John that we can rename it to the Privacy Use Template so that agile methodologists do not incorrectly surmise that the PbD-SE spec is not applicable to them.

DJ:   @John: We may leave a few further details about the PMRM to Section 5 without loss to the PbD-SE introduction. I left in the PMRM reference as normative as you correctly stated that the PbD-SE WD asserts that Privacy Use Template is RECOMMENDED for embedding privacy requirements in a Privacy Use Case or User Story, then the Normative designation for PMRM is appropriate as the accessible Privacy Use Template is based on the PMRM. 

DJ:   @Fred: I added goals in section 1 but also left in requirements as software engineers interests in this document are for privacy requirements and the documentation required by PbD.

DJ:   @Sander and Colin: There are normative references to section 5 in Table 4.1. e.g. SHALL use the Privacy Use Template or EQUIVALENT that also results in further documentation. There will be more explicit linking of software engineering documentation, as the spec asks for specific or “equivalent” documentation across Sections 3, 4, and 5.

John Sabo: My main focus was on section 2, but I also propose edits in other sections.  I believe that to make the proposed specification have a greater impact on encouraging PbD in SDLC practices and code while also ensuring some reasonable basis for certifiable conformance, the roles respective of organizations, software engineers and other stakeholders need to be addressed in the spec as appropriate for each group. I think the question is where normative requirements need to mandate individual, organizational and documentation practices (SHALLs) and where the spec should set PbD SE practices at a more permissive level. My edits retain the SHALL requirements in the documentation section 4, but relax them in the section 2.  I retain the more restrictive SHALLs for the organizational section 3, but add a clause in the opening that ties these to an organization's demonstration to PbD principles. Finally some minor edits in template language section 5.


	1
	JS
	
	Remove “does not represent a prescriptive set of rules, as it”
	Accepted

	1
	JS
	
	Replace “developing privacy requirements for use cases” with “undertaking a thorough analysis of application use cases. The PMRM methodology helps establish a structured linkage between privacy policy requirements and controls and the technical services necessary to instantiate them in systems.”
	Rewritten in WD 05

	1
	JS
	
	Replace “privacy-enhanced” with “privacy-focused”
	Rewritten in WD 05

	1
	JS
	
	Replace “just” with “are” in 1st sentence of 3rd paragraph (WD 05)
	Accepted

	1
	JS
	
	Remove “instead” in 2nd sentence of 3rd paragraph (WD 05)
	Accepted

	1
	JS
	
	Place parentheses around “and its “Annex to the Privacy by Design Documentation for Software Engineers” guide” (WD 05)
	Accepted

	1
	JS
	
	Move sentence “Software engineers reference documents that others generate as well as produce their own documentation” to be 2nd sentence in 4th paragraph (WD 05)
	Accepted

	1
	JS
	
	Replace “It” with “The PbD-SE specification” in 4th paragraph (WD 05)
	Accepted

	1
	JS
	
	Replace “tackles” with “includes” in 4th paragraph (WD 05)
	Accepted

	1
	SS
	
	Add “(SDLC)” after “software development life cycle”
	Accepted

	1
	SF
	
	Replace “a methodology to help engineers model” with “how software engineers can model” (as per edit to Abstract) in 1st paragraph. 
	Rewritten in WD05 

	1
	SF
	
	Replace “Outputs of the methodology document” with “Such documentation describes” in 1st paragraph.
	Rewritten in WD 05

	1
	SF
	
	Remove “[PMRM 1.0]” in 1st paragraph. There is no reference for FIPPS in section 1.7
DJ:  FIPPS are detailed in PMRM’s Appendices; thus used a rolled-up reference.


	See comment on the left

	1
	SF
	
	Replace “engineers” with “software development teams” in 2nd paragraph.
	Accepted

	1
	SF
	
	Remove “visualize” in 2nd paragraph. 
	Accepted

	1
	SF
	
	“Visualization helps software engineers to accelerate their learning and to translate privacy requirements into their software.” As we do not want to prescribe how to document the requirements this is imo out of scope for this spec. As it is non-normative already I would prefer to move this (i.e. ch. 5) to a committee note document.
	Accepted; see Annex

	1
	SF
	
	“While remaining agnostic to choice of modeling language, the PbD-SE uses the OMG software modeling standard UML, and other popular representation languages and tools, including and not limited to, data flow diagrams (DFDs) and spreadsheet modeling, to provide concrete examples of documentation.” I find this a contradiction in itself. See also remark above about moving examples to another doc.
	Rewritten in WD 05

	1
	SF
	
	Add “and auditing” in 3rd paragraph. Added this because first target group is the SE.
	NA

	1
	JF
	
	Move statement “Software engineers, project managers, privacy officers […]” to end of first paragraph.  
	Accepted

	1
	JF
	
	Add “modeling, and documenting are activities that” to “Visualization” and “and create a record of it” to end of sentence.
	Accepted

	1
	JF
	
	Remove sentence “At the same time, privacy governance […]” and start new paragraph.
	Accepted

	1
	JF
	
	Add “; however” after “agile”
	See DJ comments

	1
	JF
	
	Remove “and other popular representation language and tools, including and not limited to” 
	Accepted

	1
	JF
	
	Add text “For purposes of this specification, the role of the software engineer is …”
	Deferred

	1
	CW
	
	Add as second sentence of second paragraph: “It also helps inform those organizational governance processes that oversee the engineers.”  
	Accepted

	1
	FC
	
	Remove “Technical Committee” in 1st sentence.
	Following other specs’ reference to its TC.

	1
	FC
	
	Replace “requirements” with “goals” in 1st sentence. 
	See DJ comments

	1
	FC
	
	Add “Correct application of PbD principles to software development helps lower overall risk, and may serve as evidence of compliance with privacy law and regulation.”
	Accepted

	1.1
	SS
	
	Remove “broader” in 2nd sentence.
	Accepted

	1.1
	SS
	
	Add “beyond user/data subject preferences” in 2nd sentence. 
	See DJ comments

	1.1
	JF
	
	Replace “protection” with “management” in 1st sentence.
	Accepted

	1.1
	JF
	
	Remove “privacy-respecting.” The requirement is not exclusive to “privacy-respecting” systems.
	Accepted

	1.1
	JF
	
	Add “that process personal information” to last sentence.
	Accepted

	1.1
	CW
	
	Add “in the context of organization-wide governance of privacy protection” to end of first sentence.
	Accepted

	1.2
	JF
	
	Remove “-enhancing” from “privacy-enhancing” in 1st sentence.
	Accepted

	1.3
	SF
	
	Replace “should also be” with “is also” in 2nd sentence.
	Accepted

	1.3
	SF
	
	“IT systems architects and analysts, and other designers.” Aren’t these also software engineers as they are involved in the creation of the software system?
	Accepted; removed 

	1.3
	JF
	
	Add “and/or” in 1st sentence.
	Rewritten in WD 05

	1.3
	JF
	
	Add “and use” and remove “their” in 2nd sentence.
	Accepted

	1.3
	JF
	
	Add “and compliance managers” in 2nd sentence.
	Accepted

	1.3
	DJ
	
	Replace “The intended audience is primarily software engineers tasked with implementing and documenting functional privacy requirements and/or to show compliance to Privacy by Design principles” with “For Privacy by Design to become accessible to mainstream software engineering and development, this specification is targeted to all software engineers. Software engineers may work in (virtual) organizations and/or on projects of all sizes, including software engineers working in distributed platform teams or on solo startup platforms. Software engineers are responsible for implementing, and documenting or referencing documentation to show adherence or compliance to Privacy by Design principles in software deliverables.” (WD 05)
	Accepted

	1.3
	DJ
	
	Add “specification” to “PbD-SE” (WD 05)
	Accepted

	1.3
	DJ
	
	Change “compliance” to “adherence and/or compliance” (WD 05)
	Accepted

	1.4
	MC
	
	Move 1st bullet under specification “An expression and explanation of the …..” to 1st bullet of Annex guidelines are provided for:
	Rescinded

	1.4
	SF
	
	Remove bullet: “A Privacy by Design Reference Architecture for software engineers to customize to their context, and Privacy Properties that software solutions should exhibit”
	Request for justification

	1.4
	SF
	
	Remove bullet: “Privacy by Design Patterns (future version of spec)”
	

	1.4
	SF
	
	Remove bullet: “Privacy by Design for Coding and Deployment (future version of spec)”
	Rewritten in WD 05

	1.4
	JF
	
	Add “, requirements, and operations” to first bullet.
	Accepted

	1.4
	JF
	
	Move and reword 4th bullet to “A process to insure privacy requirements are considered throughout the entire software development life cycle from software conception to software retirement.”
	Accepted

	1.4
	FH
	
	Spell “insure” as “ensure” in 2nd bullet.
	Accepted

	1.4
	FH
	
	Remove bullets: “Privacy by Design Patterns (developed in a future version of spec); Privacy by Design for Maintenance and Retirement (future version of spec)”
	No longer in WD

	1.4
	DJ
	
	Remove “(developed in a future version of specification)” for “Privacy by Design Patterns” (WD 05)
	No longer in WD

	1.4
	DJ
	
	Remove “(developed in a future version of specification)” for “Privacy by Design for Maintenance and Retirement” (WD 05)
	No longer in WD

	1.5
	FD
	
	In def. of “Software Engineer,” change “app” to “applications”
	Removed text

	1.5
	SS
	
	In def. of “Informational Privacy,” add “processes and technologies, including” Having just “digital technology” is too narrow; the principles apply just as much to paper records as digital technologies as is mentioned later in the document. It also implicitly excludes business processes.
	Addressed in JF’s accepted edits

	1.5
	SS
	
	“Personally Identifiable Information (PII)” is defined, but “personal data” is used almost exclusively throughout the document and is not defined.
	Both defs. of PII and personal data included

	1.5
	SF
	
	Def. of “Principle.” A common definition for an architecture principle as formulated in the TOGAF framework is “A qualitative statement of intent that should be met by the architecture.” I think this definition is more suited for a software engineering spec and also is a better fit for the PbD principles.

DJ:  This is a definition of an Architectural Principle (added to Section 1.5). PbD principles serve as a foundation for a system of belief, reasoning, & behaviour  around privacy – thus the previous Principle definition stays in for correctness.


	See comment on the left

	1.5
	SF
	
	In def. of “Software Engineer,” remove “large scale,” “seeking to result in high productivity, low cost, controllable quality, and measurable development schedule,” and “Note that we include apps that scale to millions of users as “large scale” software.” This doesn’t seem relevant for defining our target audience.
	Accepted

	1.5
	JF
	
	Def. of “informational privacy.” Might be too late for this rev of the document, but it would be great to have a definition that spoke to “use” of PI and not merely the collection or distribution of PI.
DJ:  The definition includes “any processing” with implication that it covers use.


	See comment on the left

	1.5
	JF
	
	In def. of “informational privacy,” add “any processing of personally identifiable information, including those that involve […].”
	Accepted

	1.5
	JF
	
	In def. of “PII,” add “or an individual’s device.” Otherwise, such things as UDID and other “machine data” elements sit outside this definition.
	Accepted

	1.5
	JF
	
	Def. of “Software Engineer.” Could we edit this definition to remove the “large scale” characterization as well as the references to “high productivity, low cost” etc. and cite it as “adapted”?  Seems we are otherwise artificially limiting to whom this applies.

I suggest this instead:

A person that adopts engineering approaches, such as established methodologies, processes, architectures, measurement tools, standards, organization methods, management methods, quality assurance systems and the like, in the development of software (Adapted from Wang, 2011).
	Accepted

	1.5
	FC
	
	Rename “Personally Identifiable Information” to “Personal Data”
	Accepted; both defs. included

	1.5
	FC
	
	Replace “information” with “data”
	Accepted; both defs. included

	1.5
	FH
	
	Add “/Personally Identifiable Information (PII)” to “Personal Data”
	Accepted; both defs. included

	1.5
	FH
	
	In def. of “Personal Data” change “information” to “data”
	Accepted; both defs. included

	1.5
	FH
	
	Coalesce definitions that are the same in the document (Personal Data/ Personally Identifiable Information (PII)) (WD 05)
	Accepted

	1.5
	DJ
	
	Remove def. of “Personally Identifiable Information (PII),” i.e., only have def. of “Personal Data” (WD 05)
	Coalesced definitions

	1.6
	SF
	
	Move [PbD-FIPPS] and [PMRM 1.0] to non-normative reference section.
	see DJ comments (to John)

	1.7
	SS
	
	Move “Revision 4” in [NIST 800-53] to before “Appendix J”
	Accepted

	1.7
	DJ
	
	Add URL to [PbD-SE Annex 1.0] (WD 05)
	Accepted

	1.7
	DJ
	
	Removed brackets around title of NIST 800-53 “Security and Privacy …” (WD 05)
	Accepted

	

	SECTION 4: Mapping of Privacy by Design Principles to Documentation [Now SECTION 2. In WD05 + WD06]

	@DJ:  Inserted Fred’s SECTION 6. [now SECTION 3 – WD05. Added comment that “In a next version (in Fall perhaps as people break for summer), I am suggesting that the TC does work to provide levels of conformance so that software organizations can select what subset of PbD principles it reasonably seeks to demonstrate compliance to. We may place language in this section to signal such intent.”


@DJ - Response to Sander’s edits for discussion: As individual software engineers will have varying preferences for conformance documentation in Table 4.1, to maintain flexibility to the software engineers while facilitating standardization for auditing and better privacy management, I suggest we can create definitions of LEVELS of PbD-SE conformance for the second CSD version. The goal of providing levels of conformance is to allow organizations to seek and demonstrate compliance to their growing selection of subset of the PbD sub-principles. 

@DJ - Could we start off with a default set of SHALLs in a first CSD with the knowledge that we will work on defining and refining PbD conformance levels by early Fall? This first CSD is to aggregate the substantial work that the TC has done to date, and knowing that many members will break for summer.

	2
	GM
	
	Compress requirements identified in section 4 into more simplified, actionable and achievable processes for data protection/privacy professionals and their business partners.

DJ: this recommendation is not specific enough to implement in WD05


	See comment on the left

	2
	FD
	
	Paraphrase RFC 2219 re: SHOULD, SHALL, MAY, etc.
	Consider in future version

	2/table 2.1
	FD
	
	The use of conformance terminology such as “SHALL” in “Table 4.1. Mapping of Privacy-by-Design Principles to Software Engineering Referenced and Generated Documentation” is overtly prescriptive. However, the Introduction clearly states, in part, “The PbD-SE specification does not represent a prescriptive set of rules”.
DJ:  Introduction has been rewritten to not include “prescriptive” sentence. DJ: Table 2.1 provides a mapping to the WD’s normative statements.


	See comment on the left

	2/table 2.1
	FD
	
	In addition, Table 4.1 confuses requirements for organizational privacy governance with business process requirements. These two need to be undone. This specification is about specification of requirements for software engineering processes to be conformant to best practices for privacy engineering. Organizational privacy governance is not within the scope for this specification.
DJ: The specification targets all  documentation that relates to the software engineering function. It does not exclude documentation associated with software engineering governance. This specification addresses technical, business, and policy contexts.  


	See comment on the left

	2/table 2.1/principle 1
	SS
	
	Add “/data subject” to “user” in sub-principle 1.2. 
	Accepted

	2/table 2.1/principle 1
	SS
	
	The normative statement “SHALL include assignment of privacy resources to the software project, recording who are responsible, accountable, consulted, or informed for various privacy-related tasks” effectively reifies the use of RACI, whereas previously it was presented as a suggested/example method.
DJ: One does not have to use a RACI chart for recording the informationBut such governance information is to be recorded using whatever means.


	See comment on the left

	2/table 2.1/principle 1
	SF
	
	Change “SHALL” to “SHOULD” for “reference assignment of responsibility and accountability for privacy in the organization, and privacy training program.”
	Will provide levels of conformance

	2/table 2.1/principle 1
	SF
	
	Remove “privacy” from “privacy resources” in 3rd SHALL statement. 
	Accepted

	2/table 2.1/principle 1
	SF
	
	Move “SHALL include privacy requirements specific to the service/product being engineered, and anticipated deployment environments” to principle 3.

DJ: Privacy requirements are also needed in Principle 1. Particularly as conformance levels to various subprinciples will be defined.


	See comment on the left

	2/table 2.1/principle 1
	SF
	
	Move “SHALL include privacy risk/threat model(s) including analysis and risk identification, risk prioritization, and controls clearly mapped to risks” to principle 3. 

DJ:   Principle 1’s sub-principles speak to risk and threat models also. The sub-principle mappings are not totally mutually exclusive and that’s good as nuances are captured from various angles.


	See comment on the left

	2/table 2.1/principle 2
	SS
	
	Insert “/data subject” between “user” and “stories” in 2nd SHALL statement.
	DJ: only “user story” terminology in SE.

	2/table 2.1/principle 2
	SS
	
	The meaning of “(Examples of expressive models are roughly equivalent to UML models)” is unclear.
	Accepted; text removed

	2/table 2.1/principle 2
	SF
	
	Add “SHALL clearly document the purposes for collection and processing, including retention of personal data.”
DJ:  However note that this should also be captured in “SHALL describe selection of privacy controls and privacy services/APIs and where they apply to privacy functional requirements and risks.”
	Accepted. See comment on the left.

	2/table 2.1/principle 2
	SF
	
	Change “SHALL” to “SHOULD include” for “expressive models of detailed data flows, processes, and behaviors for use cases or user stories associated with internal software project and all data/process interaction with external platforms, systems, APIs, and/or imported code.”
	DJ: Will provide levels of conformance

	2/table 2.1/principle 2
	SF
	
	Remove “(Examples of expressive models are roughly equivalent to UML models.)”
	Accepted

	2/table 2.1/principle 2
	SF
	
	Add “SHALL describe the mapping of functional and privacy requirements to software components”
	Redundant 

	2/table 2.1/principle 2
	SF
	
	Change “SHALL” to “SHOULD” for “describe selection of privacy controls and privacy services/APIs and where they apply to privacy functional requirements and risks.”
	DJ: Will provide levels of conformance

	4/table 2.1/principle 3
	JS
	
	Add “or the more comprehensive OASIS PMRM methodology [2013]”
	Accepted

	2/table 2.1/principle 3
	SF
	
	Split “SHALL include privacy risk/threat model(s) including analysis and risk identification, risk prioritization, and controls clearly mapped to risks” into two statements:

SHALL include a privacy impact assessment

SHOULD include privacy risk/threat model(s) including analysis and risk identification, risk prioritization, and controls clearly mapped to risks


	DJ: Will provide levels of conformance

	2/table 2.1/principle 3
	SF
	
	Edit “SHALL contain a privacy architecture” to “SHALL at least contain a privacy viewpoint as part of architecture documentation.”
	DJ: Will provide levels of conformance

	2/table 2.1/principle 3
	SF
	
	Remove “SHALL describe privacy UI/UX design.” Privacy services/functions may have an UI, so this has to be designed and documented, but I do not understand what a specific privacy UI is. Also system may not have an UI but still process a lot of personal data!
	See DJ comments. If a system  does not have a UI, it will not be applicable. 

	2/table 2.1/principle 3
	SF
	
	Change “SHALL” to “SHOULD” for “define privacy metrics”
	See DJ comments; Also we will provide levels of conformance

	2/table 2.1/principle 3
	SF
	
	Change “SHALL” to “SHOULD” for “include privacy review reports”
	See DJ comments. Also we Will provide levels of conformance

	2/table 2.1/principle 4
	SS
	
	See my prior comment on “trade-offs rejected.”
	Accepted; changed to “trade-offs considered”

	2/table 2.1/principle 4
	SF
	
	Replace “XXX” with “2.1.4”
	Accepted, and changed to Annex Guide Section 2.1.4.

	2/table 2.1/principle 4
	SF
	
	Add “SHALL document rationale for defined requirements”
	See DJ comments

	2/table 2.1/principle 4
	SF
	
	Change “SHALL” to “SHOULD” for “show tests for meeting privacy objectives, in terms of the operation and effectiveness of implemented privacy controls or services.”
	See DJ comments

	2/table 2.1/principle 5
	SS
	
	See my prior comment on “entire domain.”
	Accepted; changed to “interconnected domains”

	2/table 2.1/principle 5
	SS
	
	Security metrics and privacy properties and metrics are neither “designed by” nor “deployed by” the software. They are designed by relevant people/organizations and incorporated within or reflected by the software.
	Accepted: changed “by the software” to “in the software”

	2/table

2.1/principle 5
	DJ
	
	Also split the above statement to address above concern (SS) and for better readability: 

SHALL include security and privacy metrics designed and/or deployed in the software, or monitoring software, or otherwise in the organization, and across partnering software systems or organizations.

SHALL demonstrate designs and implementations that satisfy state-of-the-art privacy properties.


	Accepted

	2/table 2.1/principle 5
	SF
	
	Remove “requirements, risk analyses, architectures, design” (these are already covered in the requirements above) and replace “reference” with “include.”
	See DJ comments above

	2/table 2.1/principle 6
	SS
	
	Add “user/” to “data subject” and remove “(user)” in 2nd SHALL statement.
	User/data subject is present

	2/table 2.1/principle 6
	SF
	
	I do not understand what the SE should document in “SHALL include description of contextual visibility and transparency mechanisms […]”
	Will appear in guide eventually

	2/table 2.1/principle 7
	SS
	
	Add “/data subject” to “user” in 1st SHALL.
	Accepted

	2/table 2.1/principle 7
	SS
	
	Remove “user” from “user privacy” in 1st SHALL.
	Accepted

	2/table 2.1/principle 7
	SS
	
	Add “Data” before “Subject” in sub-principle 7.3. 
	Accepted

	2/table 2.1/principle 7
	SS
	
	Add “wherever feasible to sub-principle 7.3 “provid[ing] data subjects direct access to data held about them.” See my prior comment on this.
	Accepted

	Conformance
	FD
	
	This document is a Standards Track document and needs to have a completely specified Conformance Clause (see OASIS Policies-Guidelines §2.18 Work Product Quality, (8a)). Clause 5.9 is not structured in accordance. While the proposal is to move this to Committee Specification it [sp] only lists Table 4.1 in another clause as the conformance elements.
	NEW Section 3 WD05 contains conformance clauses

	Conformance
	FC
	
	Changed to Section 6 “Conformance” and added text that summarizes conformance requirements, i.e., table 4.1.
	As above

	Conformance
	MC
	
	By moving 5.9 to a new section, i.e., section 3 “Conformance” in WD 05, and by copying the normative in table 2.1 in WD 05, should we remove column “documentation” in table 2.1 to avoid redundancy? 

DJ: The conformance section often contains redundant statements. It’s valuable for engineers to view the mappings all in one table. That way we will create a disconnect from the PbD principles. Also the conformance section may eventually be of a different size to our mapping table.
	DJ: Response on the left 

	Conformance
	DJ
	
	Verbs in Conformance section to align with table 2.1
	Accept

	Conformance
	FH
	
	My primary concern is how to make this specification practical and useful in cases where it is possible to comply with some but not all of the normative statements.

I believe [Dawn] addressed my concern by suggesting we might develop a profile or conformance levels as a next step. This is a reasonable approach.

For others who might not easily see it, I quote [Dawn’s] Word comment:
In a next version (in Fall perhaps as people break for summer), I am suggesting that the TC does work to provide levels of conformance so that software organizations can select what subset of PbD principles it reasonably seeks to demonstrate compliance to.  We may place language in this section to signal such intent. (WD 05)
	Agreed

	Conformance
	DJ
	
	Replaced “Project Documentation” with “Documentation”
	Accepted

	Conformance
	PB
	
	Frederick, +1
There could be a parallel (deliberate, if we wished) with Levels of Assurance (LOA) in the world of trust and authentication - once the specific LOA of a particular service or partner is known, it leaves the service user to choose whether to interact at that level or not. Similarly, different levels of privacy assurance might provide transparency and something more than a simple binary choice of whether a piece of  PbD software is compliant or not. (WD 05)
	Agreed

	

	6/principle 3
	FH
	
	Change “SHALL” to “SHOULD” for “describe privacy UI/UX design.” How to handle case where out of control, e.g. backend versus client development by different parties. 

DJ comments to SF; the responsibility will be at the development team that deals with the UI.


	See DJ comments to SF on the left 

	Revision History
	DJ
	
	Added revision (04) by Sander Fieten on 07/08 Mar 2014 “Suggest use of conformance verbs for Table 4.1 entries. (now Table 2.1)” and on 15 June 2014 “Suggested edits for Table 2.1; minor edits elsewhere.” (WD 05)
	Accepted

	Revision History
	DJ
	
	Updated revision 05 to: “Processed Kim Cameron’s suggestion for re-organization of document into (1) specification (former Section 4 becomes Section 2 in this document and former Section 6 becomes Section 3 in this document) and (2) an Annex How-to Guide to address specification elaboration and adoption.” (WD 05); Completed TC edits (from documents and emails), minor edits for alignment, and updated the status/response column in the Master edits table that was compiled by the IPC. Document now in Revision 6.
	Accepted


� M = Member (member initials)
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