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PbD SE TC Member Changes/Comments to WD 04 R2 and their Disposition in Annex
As of June 21, 2014

	WD 04 R2 Section
	M

	
	Comment / Edit
	Disposition

	
	
	
	
	

	

	SECTION 1:  Introduction – edits disposed as in WD06.


	

	SECTION 2: Privacy by Design for Software Engineers  [Now SECTION 2 in Annex]. Note: The IPC disposed of comments in Section 2.

	2 + subsections
	JS
	
	Generally replace occurrences of “SHALL be” with “are” and phrases such as “The software engineer SHALL ensure […]” with “The software engineer ensures […].”
	Accepted

	2
	SS
	
	Remove “in” (typo) in 2nd sentence. 
	Accepted

	2
	SS
	
	In table 2.1, what is the source of the “Meta-FIPPs”? Not cited in document. 
	Accepted; source cited

	2
	SS
	
	In table 2.1, what is the meaning “Verifiable Methods”? Verifiable in what sense?
	Accepted; changed to “Systematic Methods”

	2
	SS
	
	In table 2.1, why “Quantitative Results”? Results are not always quantifiable.
	Accepted; changed to “Demonstrable Results”

	2
	SF
	
	Sec. 2 sets the context for what the documentation requirements are, so it more informative than normative. I would therefore recommend to at least change the RFC2119 keywords like SHALL from upper to lowercase or even rephrase.
	Accepted; rephrased

	2
	SF
	
	PbD is described as an “international standard.” Is this a formal standard that can be referenced?
	Accepted; language fixed

	2
	SF
	
	Add “taken from [PbD-FIPPS]” before table 2.1.
	Comment: Table source is identified 

	2
	SF
	
	Remove “Source: […]” from table 2.1.
	Accepted

	2
	JF
	
	Move table 2.1 and related text to after 2.1 and before 2.1.1.
	

	2
	GM
	
	Compress requirements identified in section 2 into more simplified, actionable and achievable processes for data protection/privacy professionals and their business partners.
	Accepted; rewritten

	2
	FC
	
	Table 2.1, replace “Reaction” with “Reactive”
	Accepted

	2.1
	SF
	
	Make “Seven” lowercase and remove “(7)”
	Text removed

	2.1
	SF
	
	Maybe it is clearer if the list of the 7 principles is the start of this section. Now it is more a repetition of the table above and imo does not add much. 
	Accepted; fixed/Consolidated

	2.1 (2)
	FC
	
	Remove heading “Review of PbD Principles and their Purposes” and the list of Seven Foundational Principles of PbD.
	Accepted

	2.1 (2)
	FC
	
	Replace “organizations” with “engineers”
	Accepted

	2.1 (2)
	FC
	
	Replace “IT systems” with “software-enabled information systems”
	Accepted

	2.1 (2)
	FC
	
	Add “in order to minimize data privacy risks”
	Accepted

	2.1.1
	JS
	
	Replace “This privacy commitment SHALL be […]” with “This privacy commitment should be […].”
	Accepted

	2.1.1
	SS
	
	No other principle-level text includes a specific keyword (“SHALL”). The rest restrict themselves to general description/explanation and employ keywords in the more specific sub-sections. For consistency, suggest the same be done here.
	Accepted

	2.1.1
	SS
	
	Are “user communities” internal to the organization, external, or both? If users are outside the developing organization, how can that organization speak to the commitment of those outside it? May need to include data subjects, depending on response to following comment.
	Accepted; removed “user communities”

	2.1.1
	SS
	
	Are “relevant stakeholders” internal to the organization, external, or both? Throughout this document “stakeholders” seems to be used with multiple meanings.
	Comment: both meanings are correct

	2.1.1
	SF
	
	Insert “organisational” between “highest” and “levels”
	Accepted

	2.1.1
	JF
	
	Section should lead with conformance (?) statement. Not only makes for consistency, but it makes it easier to consume. Point followed by commentary.
	

	2.1.1.1
	SS
	
	The phrase “[…] that assure a clear commitment, at the highest levels” is confusing and unnecessary. How do software engineering methods and procedures act to assure the commitment of those at the top of the management chain? They may reflect that commitment, but they don’t produce it.
	Accepted; rewritten 

	2.1.2
	JS
	
	Replace “SHALL be NO” with “mandates no”
	Accepted

	2.1.2
	SS
	
	Change “default user settings” to “default system settings”
	Accepted

	2.1.2
	SF
	
	Insert “preferably” before “automatic”
	Accepted

	2.1.2
	SF
	
	Replace “the default settings are to be” with “the default choice should be”
	Accepted

	2.1.2
	JF
	
	Section should lead with conformance (?) statement. Not only makes for consistency, but it makes it easier to consume. Point followed by commentary.
	

	2.1.2.1
	SS
	
	Change “amendable” to “amenable”
	Accepted

	2.1.2.1
	SF
	
	Replace “personal information” with “personal data”
	Accepted

	2.1.2.1
	SF
	
	I do not understand what is intended by “to be amenable to engineering controls”
	Accepted; changed to “functional requirements”

	2.1.2.2
	FD
	
	The last bullet states “• in compliance with applicable laws and regulations.”, which is not related to the titled section).
	Accepted; changed to “legal requirements”

	2.1.2.2
	SS
	
	Subsection list 1–6 is constructed in a very confusing manner. 1 – 2 are imperatives, 3 is simply an action, and 4 – 6 are life cycle stages.
	Accepted; fixed

	2.1.2.2
	SF
	
	Replace “Software engineering methods and procedures SHALL be put in place” with “The software should be designed in such way.” I think it is most important to have documented what the software does than have a defined SE methodology.
	Accepted

	2.1.2.2 (2.2.2)
	FC
	
	Replace “applicable laws and regulations” with “legal requirements”
	Accepted

	2.1.2.2 (2.2.2)
	FC
	
	Remove list of subsections (1–6)
	Accepted

	2.1.2.3
	FD
	
	§2.1.2.2 is titled, “Limiting Collection, Use, and Retention” and the following sub-section 2.1.2.3 is titled “Limiting Collection” …
	Accepted; fixed

	2.1.2.3
	SS
	
	Add “associate sensitivity levels with all personal data collected” to list.
	Accepted

	2.1.2.4
	SS
	
	Insert “for relevant” between “confirm” and “methods”
	Accepted

	2.1.2.4
	SF
	
	Replace “information” with “personal data”
	Accepted

	2.1.2.5
	SS
	
	Replace “of” with “obtained by”
	Accepted

	2.1.2.5
	SS
	
	Replace “develops” with “produces”
	Accepted

	2.1.2.5
	SF
	
	Add “NOTE: These requirements are specifically for personal data that is collected through a third party. The general requirements as documented in the above sections also apply.”
	Accepted

	2.1.2.6
	SS
	
	Insert “uses and” between “unintended” and “disclosures”
	Accepted

	2.1.2.6
	SS
	
	Add “(s)” to “disclosure”
	Accepted

	2.1.2.6
	SF
	
	List item 3: I can think that in an emergency case disclosure of personal data can be legitimate. In such case I would not qualify this as a security breach. But maybe I have misunderstood the term “emergency”?
	Accepted; clarified

	2.1.2.6
	SF
	
	List item 5: When the information is exchanged system-to-system it will be difficult to ensure the requirement to “tie future uses to the original collection purpose.” There are techniques to include meta data which indicate original collection purposes but it will be very difficult to ensure that the receiver will use the data correctly. That is more a business level trust relation.
	

	2.1.2.6
	SF
	
	Can I software engineering establish “whether selected “secondary” use(s) may be allowed under law”? I can think the highest that can be ensured is that the SE documents this.
	Accepted; reworded

	2.1.2.6
	SF
	
	Same for “valid justification(s) for all disclosure without subject consent.” Can a software engineer establish this?
	Accepted; reworded

	2.1.2.7
	SS
	
	Replace “its” with “applicable”
	Accepted

	2.1.2.7
	SS
	
	Replace “time” with “period”
	Accepted

	2.1.2.8
	SS
	
	Anonymization is NOT equivalent to deletion as some residual risk always remains. Anonymization should be presented as a lower risk alternative to maintaining PII, not as equivalent to destruction.
	Accepted; changed to “de-identify”

	2.1.2.8
	SS
	
	What exactly is meant by “personal copies”? Proper data governance implies that there should not be any personal copies of records as these are by definition unofficial and unaccounted for copies.
	Accepted; removed

	2.1.2.8
	SS
	
	Change “exception to the entity’s normal policies” to “exceptions to the normal policies/practices.” Trying to normalize the language.
	Accepted

	2.1.2.8
	SF
	
	Remove “regardless of the method of storage (for example, electronic, optical media, or paper based.” Software engineers can only ensure the retention in the software system.
	Accepted

	2.1.2.8
	SF
	
	List item 3 seems a duplicate of previous statement as reach of software engineers is limited to the software system they design / implement / operate.
	Accepted

	2.1.3
	SS
	
	Replace “systemic” with “systematic”
	Accepted

	2.1.3
	SS
	
	The phrase “Wherever possible” makes the reference to privacy impact and risk assessments weaker than other language referring to them in 2.1.3.3.
	Removed

	2.1.3
	JF
	
	Section should lead with conformance (?) statement. Not only makes for consistency, but it makes it easier to consume. Point followed by commentary.
	

	2.1.3
	JF
	
	Replace “is to” with “SHALL”
	

	2.1.3
	JF
	
	Replace “should” with “SHALL”
	Accepted; changed to “shall”

	2.1.3.1
	SS
	
	The phrase “through following this specification” creates circular logic, i.e., software engineers will demonstrate conformance to this requirement by conforming to this specification which requires conforming to this requirement.
	Broad scope: mitigating privacy risk

	2.1.3.4
	SS
	
	Add “d” to “increase”
	Accepted

	2.1.4
	JF
	
	Section should lead with conformance (?) statement. Not only makes for consistency, but it makes it easier to consume. Point followed by commentary.
	

	2.1.4
	JF
	
	Replace “should” with “SHALL”
	Accepted; changed to “shall”

	2.1.4.2
	SS
	
	“trade-offs rejected” should be qualified as “in the first instance” or SHALL should be changed to SHOULD. Trade-offs are an inherent aspect of systems engineering and sometimes they simply can’t be eliminated; there will always be exceptions to this mandate.
	Accepted

	2.1.4.3
	SS
	
	Add “whenever possible” to SHALL statement. There will be many legitimate circumstances, e.g. intellectual property concerns in the private sector or security concerns in the public sector, that will weigh against this imperative. We simply cannot mandate such disclosures without qualification. Alternatively, change SHALL to something weaker.
	Accepted

	2.1.5
	JF
	
	Section should lead with conformance (?) statement. Not only makes for consistency, but it makes it easier to consume. Point followed by commentary.
	

	2.1.5
	JF
	
	Replace “should” with “SHALL”
	Accepted; changed to “shall”

	2.1.5.1
	SS
	
	Replace “across the entire domain” with “across the entire system scope.” Domain is typically taken as being much larger than the scope of a single system.
	Accepted

	2.1.5.2
	SS
	
	Replace “be” with “is”
	Accepted

	2.1.5.3
	SS
	
	Nothing necessarily implies the use of metrics in this section. 
	Added risk mitigation

	2.1.5.3
	SS
	
	Replace “be” with “are”
	Accepted

	2.1.5.3
	SS
	
	Add “/data subjects” to “users”
	Accepted

	2.1.6
	SS
	
	Replace “consumers and other end-users” with “users/data subjects”
	Accepted

	2.1.6
	SS
	
	The statement “understanding and trust among deployers of the software” seems very odd.
	Accepted

	2.1.6
	JF
	
	Replace “This principle emphasizes the need to establish” with “The software engineer SHALL create the foundation for […].”
	Accepted; changed to “shall”

	2.1.6.3
	SS
	
	Add “wherever possible” to normative statement. As per my previous comment, this is not always feasible and simply cannot be an unqualified requirement. Alternatively, change SHALL to something weaker.
	Accepted

	2.1.7
	SS
	
	Get rid of “User = Data Subject.” Very kludgey.
	Accepted

	2.1.7
	SS
	
	Add “/data subject” to “user”
	Accepted

	2.1.7
	JF
	
	Replace “This principle requires architects and operators to” with “The software engineer SHALL”
	Accepted; changed to “shall”

	2.1.7.1
	SS
	
	Change “attributes” to “properties”
	Accepted

	2.1.7.2
	SS
	
	Add “User/” to “Data Subject”
	Accepted

	2.1.7.3
	SS
	
	Add “Data” to “Subject”
	Accepted

	2.1.7.3
	SS
	
	Add “whenever possible” to SHALL statement. Providing users/data subjects direct access to data held about them may not be possible in a variety of contexts, including law enforcement. Alternatively, change SHALL to something weaker.
	Accepted

	2.1.7.3
	SS
	
	add “users/” to “data subjects”
	Accepted

	2.5.3
	DJ
	
	Add ..and Satisfy Privacy Properties; and other minor edits  to 2.5.3 – in track changes..
	

	SECTION 3: Operationalizing the PbD Principles in Software Engineering  [Also SECTION 3 in Annex]

	3
	JF
	
	Replace “in” with “through” in 1st sentence (“This section defines […]”)
	Accepted

	3
	JF
	
	Remove “and security” and “and/or security” in 2nd paragraph last sentence.  
	Accepted

	3
	GM
	
	Move section 3 to follow sections 2 and 4 for two reasons. The first is that the operational requirements are very demanding. The second is that you might find [in] following this order that Chapter 3's contents might become more streamlined.
	Sec. 2 + 3 moved to Annex

	3
	FH
	
	“Each organization or entity using the methodology will need to right-size steps based on their resources, complexity and size.” How to right-size if all is important?
	DJ: Will provide conformance levels

	3
	FH
	
	Remove “and so on” and insert “and” before “guidelines” in second paragraph. 
	Accepted

	3.1
	JS
	
	Add “In order to demonstrate adherence to Privacy by Design principles” before “An organization SHALL:” This ties normative statements to an organization’s demonstration of PbD principles.
	Accepted

	3.1
	SS
	
	Again, I don’t know how you establish conformance to a “commitment.” We should stick with the empirical evidence of commitment as indicated by the bullets that follow and stop demanding conformance to abstractions.
	DJ: Accepted. 
Added operationalizing PbD

	3.1
	JF
	
	Begin with conformance statement and move commentary (“Privacy capabilities …”) to after the bullets. 
	Accepted

	3.1
	FH
	
	“Privacy capabilities maturity” – Define in terminology section
	To be done in a Future version

	3.2
	SS
	
	Add “/data subjects” to “users” in 2nd paragraph.
	Accepted

	3.2
	SS
	
	Requiring SEs to use “the Privacy Use Template (section 5.1) or the more comprehensive OASIS PMRM methodology” is too restrictive.  
	Added “or equivalent”

	3.2
	FH
	
	“or equivalent” – This is not an RFC keyword, hence lowercase. 
	Accepted

	3.2
	FH
	
	Replace “They” with “The privacy engineering lead” in last paragraph. 
	Modified by “software engineers” in case there isn't a privacy engineering lead

	3.2
	FH
	
	Make “ONE” and “MORE” lowercase in last paragraph
	Accepted

	3.3
	SS
	
	Add “being developed” and “the most recent” to “previous risk reports” and then “available.” Presumably for that product/service/solution. However, if it’s a new one, there won’t be a previous report. Also, you’d be interested in the most recent report, not any and all previous reports.
	Accepted

	3.3
	JF
	
	Replace “each product/service/solution” with “whatever is being engineered” in 1st paragraph.
	Accepted

	3.3
	JF
	
	Replace “each product/service/solution” with “whatever is being engineered” in 2nd paragraph.
	Accepted

	3.3
	JF
	
	Replace “each product/service/solution” with “whatever is being engineered” in 3rd paragraph.
	Accepted

	3.3
	JF
	
	Can we give “Step 2 (Section 3.2)” a name?
	Accepted

	3.3
	JF
	
	Remove “[Note: Services to automate privacy impact assessments are available.]”
	Accepted

	3.3
	JF
	
	Remove “in the next step” in the last paragraph.
	Accepted

	3.4
	SS
	
	“Training and awareness programs […].” But a small shop may not have a “program” per se.
	Accepted; removed phrase

	3.4
	SS
	
	The meaning of “privacy impact threshold” is unclear.
	

	3.4
	JF
	
	Remove “Training and awareness programs on privacy fundamentals” in 1st paragraph.
	Accepted

	3.4
	JF
	
	Remove “and security” in 1st paragraph.
	Accepted

	3.4
	JF
	
	Add “(s)” to “privacy ‘champion’” in 1st paragraph.
	Accepted

	3.4
	JF
	
	Remove “in this step” in 1st paragraph.
	Accepted

	3.4
	JF
	
	Replace “in a small startup that is strapped for resources” with “if necessary” in 1st paragraph.
	Accepted

	3.4
	FH
	
	Add “familiar with” in first sentence. 
	?

	3.5
	SS
	
	For point 1, it seems like you’d be more interested in documenting the organizational reporting lines for privacy responsibility themselves than in documenting “engineer’s knowledge” of them.
	Accepted; removed “engineer’s knowledge”

	3.5
	JF
	
	Begin with conformance statement and move initial sentence after the numbered list.
	Accepted

	3.5
	FH
	
	Add reference for RACI model? 
	

	3.6
	SS
	
	“A privacy reference architecture SHALL be created and documented as a basis for later software engineering of complementary software classes.” SHALL is too strong. A reference architecture is not strictly necessary. Further, this implicitly assumes object-oriented software. O-O predominates, but it is not the only possible approach.
	Accepted; changed to “may be created”

	3.6
	SS
	
	Remove redundant “architecture” in 1st paragraph. 
	Accepted

	3.6
	SS
	
	Add “/data subjects” to “users” in 2nd paragraph. 
	Accepted

	3.6
	SS
	
	Remove “user” from “user comprehension” in 2nd paragraph.
	Accepted

	3.6
	JF
	
	Remove statement “The design of software architecture for most systems is usually described ‘informally and diagrammatically by means of boxes and lines’ (Abowd et al., 1995)”
	Accepted

	3.7
	SS
	
	“Privacy and security metrics around satisfaction of privacy properties (as per Section 3.6) SHALL guide their evaluation.” This is backwards. Tests will be either passed or failed. The results may support metrics regarding privacy properties, but those metrics don’t support evaluation of the tests themselves.
	Accepted; Removed “their”

	3.8
	SS
	
	Add “/data subjects” to “users”
	Accepted

	3.8
	SS
	
	The meaning of “quality statement around experience on ramp down” is unclear.
	

	3.8
	SS
	
	“and so on” seems an inappropriate phrase in the specification of a standard.
	Accepted; removed

	3.8
	JF
	
	Add “A non-exhaustive list of examples of what such a plan may include, but is not limited to:”
	Accepted

	3.9
	SS
	
	Change “PDLC” to “SDLC”
	Accepted

	3.10
	SS
	
	In table 3.1, should the “user” column be “user/data subject” or do we need a separate column for data subject?
	Accepted. Separate column added

	3.10
	SS
	
	In table 3.1, since the “checklist item” column is true/checked for every row, what purpose is served by this column?
	It may not be true for every situation. This was one example scenario.

	3.10
	FH
	
	Change “MAY be” to “is” in 1st paragraph. 
	Accepted

	3.10
	FH
	
	Give expansion of abbreviations with table 3.1 headings. 
	Accepted

	SECTION 5: Software Development Life Cycle Documentation for Privacy by Design [Now SECTION 4 in Annex]


	DJ - @Fred: Not all contributions in Section 5 are “tools”. Some are examples of software engineering UML documentation. Thus I did not accept the title change for section 5.

DJ - @Stuart: a User Story has a special definition in software engineering. There is no Data Subject Story construct in SE terminology (as yet, but it is an idea :). 

DJ -  additional minor edits: Replaced “Privacy Use Case Template” with “Privacy Use Template” wherever it made sense so as not to exclude agile practitioners and minor edits for readability. 
DJ: Updated Figure 5.0 to show the iteration of slices that aligns to core tenets in agile methodology. Updated the title of Section 5.2. Added “document” and “documentation” explicitly throughout. Also removed RECOMMENDED regarding the PMRM Privacy Use Template/PMRM methodology to SHALL and allowed for EQUIVALENT method.

	4
	SF/CW

/GM
	
	Move section to appendix. 
	Accepted; moved to Annex

	4
	JF
	
	Replace “the decomposition of” with “breaking down”
	Accepted

	4
	JF
	
	Replace “structured and detailed SDLC process and documentation artifacts associated with a specific application, system, or code set” with “components”
	Accepted

	4
	GM
	
	I was expecting Chapter 5 to be ordered by the documents listed in Chapter 4 with samples. 
	Possibly in a future version

	4
	FC
	
	Add “Tools” to section title, i.e., “Software Development Life Cycle Documentation Tools for Privacy by Design”
	see DJ comments

	4.1
	FD
	
	The use of “conformance” in this version of the document is inconsistent. Some places it refers to what the software engineering processes must follow to be conformance to the specification. In other places (e.g., sec. 5.1) it refers to, inappropriately to privacy regulation compliance, but states “privacy conformance”.
	Can you provide pointers to specific sentences.

	4.1
	JS
	
	Add “a comprehensive understanding of privacy in a software development project and” to first sentence.  
	Accepted

	4.1
	JS
	
	Add “To help foster accessibility, ease of use and wide adoption a privacy use case template should have a simple basic structure, while also supporting the in-depth analysis needed to address the complexity of privacy requirements in a software development project” after bullets.
	Accepted

	4.1
	JS
	
	Insert “supports this use case model. It” to paragraph after bullets.
	Accepted; changed to “supports this Privacy Use Template. It”

	4.1
	SS
	
	Add “/data subject” to “user” and “/Data Subject” to “User”
	There is no “data subject story” in SE.

	4.2.1
	SS
	
	Add “/data subject” to “user”
	Accepted

	4.2.2
	FH
	
	Insert “section” between “The” and “below”
	Accepted

	4.2.2
	FH
	
	Remove “when used” at end of paragraph. 
	Accepted

	4.2.2.1
	SS
	
	Add “/data subject” to “user”
	There is no “data subject story” in SE.

	4.2.2.1
	JF
	
	Would it be possible to add a description of the examples?  Also, this material might be more easily digestible if the relevant figure followed or proceeded the section that discussed it.
	

	4.2.2.1
	FH
	
	Remove extra “in” before “Fig. 5.1”
	Accepted

	4.2.2.1
	FH
	
	Move “to the scientist” to earlier in sentence.
	Accepted

	4.2.2.1
	FH
	
	Remove “/app”
	

	4.2.2.2
	FH
	
	“[Description and EXAMPLE tabled for a future version; includes Figs. 5.3, 5.4 & 5.5]
” Remove this before publication.
	Accepted

	4.2.2.3
	JF
	
	Would it be possible to add a description of the examples?  Also, this material might be more easily digestible if the relevant figure followed or proceeded the section that discussed it.
	

	4.3
	SS
	
	Add “/data subject” to “user”
	“User interface” is the term that covers data subject in SE.

	4.3
	FH
	
	Change “Fig. 4.1” to “Fig. 5.11”
	Accepted

	4.3.1
	FD
	
	In table 4.1, change “app” to “application”
	Accepted

	4.3.1
	SS
	
	Add “/data subject” to “user”
	Accepted, where appropriate in table 4.0

	4.3.1
	SS
	
	In table 4.1, do “User-level privacy properties” apply only when the user is the data subject?
	Most of these properties are applicable to the data subject too

	4.4
	FH
	
	“[This section will be developed in a future version]” Remove section, also 4.6 and 4.7 which appear to be placeholders. Roadmap can be documented elsewhere 

	OASIS admin confirms it is OK to leave in such placeholders.


� M = Member (member initials)
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