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Introduction

This draft report presents and critically appraises a number of research papers and other materials covering return on investment (and cost-benefit analyses in general) for PKI.  Some materials from commercial research organisations are not available without payment; Oasis may decide to purchase some of these to further our work.  
Suggested framework for understanding PKI ROI

There are perhaps four different types of financial return that can be quantified in order to estimate PKI ROI in any given case.  Not all of these types of return will be applicable. 
Input from Anders Rundgren is gratefully acknowledged in the drafting of this framework. 

1. Financial savings (loss reduction) from improved security. In applications where PKI is deployed to reduce fraud, it may be possible to quantify the cost-benefit.  A special contribution to the benefit side in some cases may come from lower cost of investigation required to prosecute fraud cases when evidence is available from digital signatures rather than traditional IT forensics.  Note however that there is scant experience in these sorts of cases as yet, and perhaps only large financial institutions will be in a position to properly quantify losses. 
2. Financial savings (overhead reduction) from improved identity management administration. Single Sign On type applications utilising PKI can deliver substantial reductions in administrative overheads, as measured for instance by more efficient user provisioning, or by reduced help desk load for password resets, especially when PKI is implemented in smartcards or USB keys to deliver two factor authentication.  
3. Financial savings (and/or new profits) from PKI-enabled business process re-engineering. Often the justification for implementing PKI comes from a risk analysis showing that a given type of transaction should not be undertaken without the certainty of persistent digital signatures.  The classic examples involve relatively high legal risks of mistaken identity and/or multiple relying parties.  In these cases, PKI often enables a paperless re-engineering of existing business processes with consequential savings in transmission, handling, copying and filing costs.  See for example the US Patent & Trademark Office case below. 
4. New direct profits from sale of PKI services. In very select cases, Certification Authorities may be able to make a direct business case for selling digital certificates.  It should be noted that most attempts to sell personal identity certificates historically have been commercial failures.  Nevertheless, more positive experiences may yet come from artificially stimulated markets such as in Hong Kong where the new national identity smartcard has potential commercial spin-offs, or in new supply chain models where digital certificates are wholesaled to suppliers of end-user services such as identity tokens. 
There are other special cases of cost-benefit in regulated sectors where PKI has been mandated.  For instance, the Singapore Monetary Authority mandates that PKI be used to secure online transactions over a certain dollar limit.  If a financial institution wishes to offer online services, then its PKI commitments may be analysed as a cost of doing business. 

Useful References

The United States Patent and Trademark Office (an Entrust “Customer Success” story) www.entrust.com/success/index_uspto.htm 

In my view, the USPTO case study represents one of the most straightforward statements of the business case for PKI.  From the Entrust case study: 

Although the United States Patent and Trademark Office has spent over $4 million U.S. on developing and implementing its Entrust solution and electronic receiving system, this financial outlay will translate into substantial savings and has already improved service delivery for the agency. The agency spends $36 million U.S. annually in patent application printing and redaction costs. The agency will recoup its initial security investment as soon as 21,000 applications are filed electronically - which translates to seven per cent of projected annual filings.

Other data supporting the business case and consistent with the Entrust story were presented by the USPTO at an American Bar Association Information Security Committee meeting I attended a few years ago in Washington DC.  At that time the USPTO estimated paper handling to contribute US$200 to the cost of processing each regular patent application.  If 10% of the annual volume of 300,000 applications were to be filed online, then the USPTO would save US$6M p.a. (against the initial investment of US$4M). 
Approach for Business Case Analysis of Using PKI on Smart Cards for Government-wide Applications by Booz Allen Hamilton, for the General Services Administration CIO PKI/SMART Card Project, 18 April 2001; see www.estrategy.gov/documents/bahfinal18apr01.doc#_Toc500240300. 

This report provides a detailed and multi-facetted framework for analyzing the financial cost-benefit of PKI implemented on smartcards.  It also presents two detailed case studies, on the Federal Deposit Insurance Corporation (FDIC) and another major (unidentified) government agency.  While over three years old, the methodology is transparent and would be easily updated with today’s component cost figures where they have changed.  Before recommending this report unreservedly however, the GSA, FDIC and the other major agency (if it can be identified) should be re-visited to look for any discrepancies in the cost-benefit framework that have since emerged. 
Work by Burton Group 
Two interesting works are available for purchase from the Burton Group. 

Technical Position on PKI has been developed by Burton Group as part of their Enterprise Architecture (see www.burtongroup.com/guests/content/dss/testdrive/techpositions.asp.  

An outline of the PKI Technical Position was provided by Burton Group in a strategic consultancy to Cornell University; see Public Key Infrastructure (PKI) Workshop Summary Observations and Recommendations February 2002 at  www.cit.cornell.edu/services/identity/pki/workshop-jan2002.html.  The outline is reproduced in an Annex to this report. 

Judging by the detail of the one Technical Position made freely available by Burton Group (on directories), it is likely that their PKI analysis will be valuable.  

Smart Cards in the Enterprise: Lifecycle Management Systems are a Key Component August 2004; see www.burtongroup.com/research_consulting/doc.asp?docid=881
From the abstract: 
Enterprises are once again looking to smart cards for combined logical/physical access in corporate “smart badge” projects and for improved identity assurance of users. [This report] … describes how vendors are starting to answer the call to integrate cards, PKI, directories, and physical access systems into a usable enterprise solution. 
Therefore it appears that this report provides up-to-date analysis of embedded PKI with smartcards, which most analysts have cited as representing the future of PKI. 
Work by Gartner Group 
PKI Fades as Identity and Access Technology Evolves by 
Mark Nicolett 18 June 2003
From the abstract:

Our forecast that public-key infrastructure (PKI) technology would eventually be embedded into applications is coming true. At this time, the pure-play PKI vendors are disappearing from the market. Although PKI continues to be an important technology for some niche applications, the world has changed around it. … As a farewell to this market, Gartner's final PKI Magic Quadrant will assist IT security directors who need to evaluate independent PKI suppliers for cryptographic key management applications. 
It is perhaps unfortunate that Gartner has decided to ignore PKI as a topic in its own right, despite the fact that overt, general purpose PKIs have indeed failed.  With PKI persisting in various other (such as outsourced CAs delivering certificates ‘on tap’ to smartcard suppliers) it will become an important part of the security supply chain, and therefore deserves ongoing analysis.  
In the meantime, if Gartner Group is not analysing PKI in this context, it seems unlikely that they will have much meaningful ROI analysis. 
Suggested case studies for further research

Bank of East Asia: this institution (as well a dozen or more other SE Asian banks) are deploying digital certificates in its internet banking service.  See a presentation from late 2003 at www.hkpkiforum.org.hk/docs/Vincint_Hui_Cyberbank_Sept_16.PDF.  This is a useful counterexample against the prevalent rest-of-world experience of PKI in retail internet banking where it generally proved unhelpful.  The more positive BEA experience is fuelled partly by local monetary authority mandates to use digitalcertificates in corporate banking, and also by the penetration of the Hong Kong Post CA which enjoys special legislated advantages.  The ROI for internet banking PKI is Asia should be studied further. 

Johnson & Johnson has a well known global PKI rollout, using USB keys for all telecommuters accessing e-mail and the corporate intranet.  It is understood they are moving to use digital signatures for authentication in a range of enterprise applications.  I have made contact with Rich Guida to obtain further ROI information.  
Land Information New Zealand by around 2001 had deployed several thousand digital certificates to control access to online land information databases, used by town planners, surveyors and so on.  This was regarded as best practice and may have ROI information available. 
Australian Tax Office to date has issued over 100,000 digital certificates for securing Value Added Tax returns lodged electronically by Australian companies.  The Tax Office has publicly acknowledged that savings in paper handling costs were the prime motivation for going electronic, and that legal advice suggested PKI was essential to manage the risk of electronic filing.  Anecdotally, the Tax Office is said to save several dollars per filing.  Further quantitative information should be sought on this case. 
Annex: Burton Group’s PKI Technical Position – Outline (2002)

· What applications will the PKI support? 

· Strong authentication 

· Digital signatures 

· Secure email 

· General encryption 

· VPN 

· Non-repudiation

· Who will own and operate the infrastructure? 

· University, department, mixed? 

· What are the guidelines for ownership and coordination? 

· Should PKI be treated as strategic or tactical? 

· IF strategic, call for significant effort by owners to expand use of PKI under the master plan and to standardize its use so as to guide and control its growth. Further the owners are willing to invest the funds to accomplish this. 

· IF tactical, minimize use and where it is absolutely required, deploy in the cheapest and easy way. This does not preclude a standard for the cheap and easy way, but would be lowest common denominator in nature.

· CP and CPS 

· How many assurance levels of certificates will Cornell require? 

· What are the identity verification requirements for each level? 

· Will hard tokens be used? 

· Who dictates each policy — Cornell or external party?

· Elements of architecture to consider 

· Registration and enrollment 

· Key creation 

· Key storage 

· Key archive/recovery 

· Key renewal 

· Trust relationships 

· Recovery 

· Roaming 

· Revocation and validation 

· Application integration

· Users and Relying parties 

· Staff 

· Partners 

· Students 

· Faculty 

· External Agencies 

· Other Universities

· Certificates 

· What is the naming convention for the subjectName field? 

· What attributes will be stored 

· What attributes will be stored in certificate? 

· What Cornell extensions are needed? 

· Should extensions be marked as required?

· Key length 

· What key lengths are required for signing, encryption? 

· What key length should the CA use for its own keys?

· Algorithms 

· What algorithms will be supported for signing and encryption?

· How long will certificates be valid for? 

· What is the usage policy?

· Key and certificate storage 

· Local workstation 

· Will client software be installed to store certificates, or will the local browser be used?

· Laptops 

· Will client software be installed on laptops, or will smart cards be used to store certificates and keys?

· Roaming server 

· Will a roaming solution like Entrust TruePass be required?

· Smart card 

· What type of smart card will be deployed? 

· Java card or other

· Will card be used for other applications? 

· Building entry 

· Cafeteria purchase 

· Company credit card 

· Digitized photo

· Will card with antenna and bar code be required?

· Trust relationships 

· Cross certify 

· Hierarchical 

· Partners 

· Customers 

· Will there be a Cornell trust hierarchy — central CA and departmental CAs?

· Certificate validation 

· CRL 

· OCSP 

· Short lived certificates 

· Directory 

· Will CRLs be used for validation? 

· What directories will store CRL data? 

· Will CRL distribution points be used?

· Is OCSP required for any applications? 

· Will OCSP v2 be considered easier for developers to use?

· One general-purpose PKI vs. multiple implementations 

· User registration 

· Bulk 

· One by one 

· Existing shared secret 

· How will the RA structure be configured? 

· How will certificates be issued for each assurance level? 

· Will user registration be automated?

· Help desk issues 

· Lost PIN 

· Lost smart card 

· How will Help Desks assist users with lost PINs? 

· How will lost, damaged, forgotten cards be dealt with?

· Insource vs. outsource 

· Programming interfaces 

· W2000 integration 

· Certificate management protocols 

· What protocols are required? 

· CMP, CMC, both? 

· XKMS?
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