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Minutes

OASIS PKI Technical Committee Conference Call 

March 19, 2003 

Participants:

Terry Leahy, Wells Fargo Services Co.  (Chairman of the OASIS PKI Technical Committee)

John Sabo, Computer Associates (Vice-Chairman of the OASIS PKI Technical Committee)

Derek Brink, RSA Security (Member PKI MS Steering Committee)

Peter Doyle, Baltimore Technologies (Member PKI MS Steering Committee)

Ross Smith, Treasury Secretariat-Government of Canada

Alex Deacon, Verisign

Steve Hanna, Sun Microsystems

Krishna Yellepeddi, IBM

June Leung, FUNDSERV

Sharon Boeyen, Entrust

Jeremy Hilton, Individual Member

Administrative Issues

Steve Hanna reviewed the membership procedures for the PKI TC.  The TC has 42 voting members (final number and list subject to Steve verifying information with Karl Best).  A quorum (majority) of the 42 members is needed for binding votes.  Those members who do not attend 2 of 3 meetings of the TC are no longer voting members of the TC, per OASIS rules.  Once a member list has been verified, Terry Leahy will notify those members who will lose TC membership if they miss the April meeting.    

PKI Forum Work Item Proposals 

John Sabo led the discussion regarding TC work items.  He noted that there were several issues discussed on the TC list over the past several weeks, including 

· the scope of our projects (roadmap vs. set projects)

· the utility of directories as foundation for PKI deployment;

· concerns about ‘baggage’ attached to use of term "PKI";

· PKI and smart card implementation;

· PKI name conflicts and the universality of distinguished names and relationship to accounts and authorized services

· Identity mapping of certificates for business purposes

· ROI, cost benefit, and PKI business case information.

Steve Hanna submitted a specific work proposal for discussion:

1) Identify obstacles to PKI deployment

   This may require a survey of customers who have deployed

   PKI or considered PKI deployment and decided against it.

   Or we may be able to collect this data from existing

   sources.

2) Address obstacles to PKI deployment

   We must figure out how to address the obstacles identified

   through work item 1). But we may be able to start work

   on this task before work item 1) has been completed if

   we identify and agree on key obstacles right now.  Here is

   a list of obstacles that I have heard from customers:

 A) High Cost of Deploying PKI

   PKI is typically expensive to deploy. In addition to high

   per-user costs (for smart cards and certificates), there

   are high costs to get started. You must establish

   certificate policies and practices, buy and install CA

   software, and modify relying party software (which rarely

   includes PKI support). We must reduce this barrier to entry.

 B) Complexity of PKI

   To deploy PKI, you must hire or develop full-time PKI

   experts. There should be shrink-wrapped PKI deployment

   packages that any competent IS person can install and

   use.

 C) Interoperability Problems

   PKI products from different vendors don't work well

   together. We need to make sure that all basic PKI

   functions (certificate issuance, renewal, verification,

   and revocation) can be performed with any combination

   of different vendors' products.

Until these problems are addressed, PKI will not reach

its full potential. In some cases, the PKI TC is not the

right group to address these problems. But we can act as

the "voice of the customer", bringing a problem to

the attention of the right group and asking them to

address the problem.

Steve mentioned the proposed work agenda to others outside the TC, including customers, and there was general enthusiasm for having the PKI-TC to work on these.

Work Item Discussion

· Many obstacles exit; but the real issue is “where is the usability” of PKI -- we know the benefits, but do not see practical deployments in large scale -- gathering information about practical deployment and use would be helpful. 

· One member was involved in Viacode (UK System) and is aware of issues setting up PKI.  Issue he sees is pragmatic one of securing enterprise for business purposes…moving against bunker mentality of massive 3rd party CA’s…certificates become part of functionality of security.  Sees use of certificates being advanced for long term storage and invoicing by EDU Directive on E-Invoicing; qualified certificates being used by legal bodies and not just individuals.

· lack of practical and compelling applications are issues, as well as CBA and ROI issues are impediments to usage.

· why does one want to deploy? Two primary reasons:  business benefit (ROI) and risk that needs to be mitigated; therefore getting some descriptions and case studies would be useful: why deploy; benefits achieved; risks managed and mitigated – these would be useful in driving requirements, understanding and benefits.

· case studies are available at PKI vendors’ Web sites, but there are customers who will not discuss why they deployed and their experiences; so a template approach to ROI and benefit may not be suitable for  a variety of users – we have seen different deployment decisions made internally by large companies 

· we should not jump into solving obstacles without first identifying them, either via survey or some through customer discussions or our own experience – where are the common points of pain? (e.g. applications); understanding these would allow us to develop a road map to address obstacles; what we can do in short and long-term; things we have control over; interfacing with other OASIS TC’s; cost of deployment issues would fall out of this analysis as it is directly related to business aspects and size of applications

· ROI is much larger problem for VPN, email and rudimentary applications vs. core business systems, where PKI will be more cost beneficial. -- identification of uses of PKI beyond simple USERID/PASSWORD is part of this analysis 

· example is Web Trust (AICPA-CICA) certification:  given cost and terms of control necessary for obtaining certification,  is such level of rigor necessary in many situations, e.g. enterprise issuance of certificates for employees?  (It was noted in passing that Web Trust approach had been reviewed and endorsed by the PKI Forum)  -- different requirements in different environments (e.g. certificate issuance by companies for company use vs. certificates that will be usable outside the company)

· Deliverables: can be white papers discussing implementation, deployments issue and costs; benefits received; initial deliverable should be an analysis of obstacles to deployment; once obstacles identified, additional deliverables might vary depending on obstacles identified: e.g., in some cases white papers; in other cases, the solution might be liaison to another standards group to get a particular standard revised; working with CA vendors on interoperability testing; liaison with customers to exert pressure on applications vendors; white papers would be an important part.

· Another area of deliverables would include liaison with other groups;  engaging proactively with other OASIS TC’s which use PKI as foundation for services; deliverables should be part of  road map– long term; short term; big picture; specific issues will lead to road map

· It was proposed that the TC develop a roadmap after inventorying obstacles and issues

· An alternative proposal: forming a small sub group to develop a survey to identify organizations that have successfully (or unsuccessfully) considered a PKI deployment and ask that someone knowledgeable complete the survey to obtain data in addition to knowledge of TC members; perhaps turn to OASIS members to complete; also EEMA has done surveys and may be willing to assist.

· However, it was proposed that the TC not wait for survey to begin identification of known obstacles and issues  and that both efforts proceed in parallel

Agreements Reached

Although a quorum was not present for a formal vote, the following actions were agreed to by those on the call:

· Steve Hanna, Peter Doyle, and Terry Leahy will organize as a subcommittee to develop a survey instrument

· Ross Smith; Jeremy Hilton; Krishna Yellepeddi; Sharon Boeyen; June Leung ; John Sabo; Alex Deacon will organize as a subcommittee to identify known obstacles and other issues.

· Both subcommittees and the work of the TC will focus on broader scale than simply individual personal certificates, but also include application and server certificates and business process uses – a broader scope

· Both subcommittees will develop deliverables and a path forward, including short term and strategic obstacles and issues, in advance of the April meeting

· John Sabo will request OASIS creation of subcommittee lists
· TC would support PKI Member’s Section interest in obtaining a part time resource to perform analysis; organize Web material; help organize meetings; etc assuming concrete description of duties is prepared. 

Next TC Meeting

Teleconference

April 16, 2003  (Friday) 

8:00 A.M., PST, 

11:00 P.M., EST

4:00 P.M. Dublin time

 [Notes prepared by John Sabo (john.t.sabo@ca.com)]
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