12 June 2011 
D-R-A-F-T
PMRM Analysis Methodology Template

1. DEFINE SCOPE OF APPLICATION IMPACTING PERSONAL INFORMATION
1.1. Define the particular business system, process(es), product(s), environment, service(s), system(s), data, and/or application(s) which will impact the collection, communication, processing, storage or destruction of PI or PII 

Healthcare - Medical Emergency Response 
1.2. Develop a Use Case to conduct a privacy impact assessment or Accountability Review and the application of the PMRM
HITSP Emergency Responder Electronic Health Record Interoperability Specification 
HITSP/IS04
2. CONDUCT INITIAL REVIEW OF THE USE CASE  
2.1. Assess the need and efficacy of using PI throughout the defined Use Case
“Completed by business owner “

2.2. Determine the FIPPs and/or applicable privacy and data protection framework applicable to the Use Case
Examples:   (Country: USA) HIPAA security and privacy requirements
(State: California) Health Information Privacy – See  http://www.privacyprotection.ca.gov/privacy_laws.htm#four for example
(City: Sacramento) City of Sacramento Emergency Response Center Privacy Policy

2.3. (a) Apply the following PMRM methodology steps to usefully aid in conducting the general Privacy Impact Assessment, and/or
(b) Apply the following PMRM methodology steps to aid in conducting an Accountability Review, OR

(c) Conduct only the PMRM analysis using applicable regulatory and policy requirements against the Use Case 
 Major portions of the PIA and/or accountability reviews are populated and documented at xxxxxx. The Use Case design incorporates privacy considerations.  Moreover, software designers understand at which touch points (interfaces for data access and data flow) to invoke privacy services.
2.4. Define the specific accountability requirements applicable for use in the PMRM analysis. PMRM assumes that all FIPPs are required


.
Needs input from

1. HIPAA security and privacy requirements 
2. California Health Information Privacy Codes
3. City of Sacramento Emergency Response Center Privacy Policy 

Note: for ‘generic level” analysis, overarching FIPPs may be all that is available for initial analysis.  When applied to specific implementation environment, then “Hospital X” or “City of Y requirements would need to be included
2.5. Create and a set of draft assumptions, issues and recommendations to guide the detailed PMRM assessment stage

Need to establish a) whether HIPAA requirements applicable across all actors in the use case, b) any special or unique requirements/ rules associated with particular actors or touch points (e.g., communicating PHI in unencrypted communications or separation of patient payment and  health information at point of treatment), and c) cross-jurisdictional and technical contexts for interoperability are required.


In the HITSP ER use case, examples of a) are the Personal Health Record provider actors which generally are not under HIPAA requirements in the USA, Examples of b) depend on regulations, organizational privacy policy, and business model. An example of c) is provided below in section 3.1.3 which discusses context.
3. DETAILED USE CASE DEVELOPMENT AND PMRM ANALYSIS
3.1. Describe and/or refine the Use Case
3.1.1.  Describe the business processes and data flows using a data lifecycle description model and provide the level of detail needed to include all actors and touch points


Below is an illustration of using a sequence diagram to model data flows within business processes for one scenario in the HITSP Emergency Responder Use Case. The Scenario’s source is the HITSP Emergency Responder EHR Use Case Requirements, Design, and Standards Selection – Document 

HITSP IS04 Version 1.0. [Note there is a Version 2.0
 It illustrates the cooperating actors, their touch points, and usefully provides a visual representation of data flows between actors.

[image: image1.emf]

3.1.2. Define actors and touch points
[“A touch point is an Interface at which PI is collected, accessed, processed, used, aggregated, stored or destroyed.  For purposes of the PMRM, a touch point may be an interface to an application, a system, or a manual business process and represents a point at which some action is performed and policy applied to PI.”]
For the HITSP example, actors are:
· External Sources

· Emergency Communication System

· On-Site Care/Incident Commander System

· Emergency Contact Registry

· PID Service

· Service Providers and Other Healthcare Systems

· Emergency Department System

· Facility EHR Repository

· Public Health System Agency

· Personal Health Record Provider or Repository
3.1.3 Refine processes and data flows with contexts’ recognition. 
Among other things, context supports asymmetry of rules between use case actors. One example of the need to incorporate context is when the use case processes are executed across jurisdictions. For instance, organizations, states, provinces, and countries may have different regulations around the handling of PHI in data flows. For instance, for the same personal health data elements, Germany and Spain specify differently how organizations MUST NOT vs MUST receive and/or send the particular data elements.  In the USA, a scenario can develop where a Californian requires emergency healthcare while on a trip to Washington State, and the Californian’s PHI must be accessed and processed according to Californian and Washington State’s regulations.  This analysis can be used to raise awareness of contextual situations and interoperability requirements at both technical and legal levels.
 Illustrations of how context may be captured are in Tables 3.1 and 3.2. 

Levels of contextual disambiguation are important to interoperability and directly lead to our recommendation to treat PI in data flows as instances of PI situated in a context. Such disambiguation makes a distinction between PI as a general concept and how the PI is used in contextualized transactions. Contexts qualify requirements and thus there can be multiple instances of a single use case that includes its specific actor and data flow instances. 
N.B. We recognize that in emergency situations, some regulations will be bypassed in the interest of saving lives. However, where possible it is useful to train personnel to observe privacy rules and to have systems enforce them. Emergency situations are normally triaged. At the lower assessment levels of emergency priority it is likely that privacy rules should near always be enforceable
.

3.1.4. Using the description of PMRM services, tabulate their invocation at touch points to provide necessary privacy services.

Using an actor-centric perspective, i.e. from examination of one actor at a time, document the data flow, its source, its destination, the requirements and context for the particular use case instance, the necessary PMRM services, a context narrative, and comments. 
The source and destination of the data flows into and out of a particular actor are separated into two tables as illustrated in Tables 3.1 and 3.2.. In reading the rows of these tables, the reader should interpret that a row represents a PHI instance flowing between actors in a given context or use case instance.  Requirements may change according to contexts and more or fewer PMRM services may be invoked in other instances of this use case as a result. 
Table 3.1.  Data Flows TO a Single Actor with PMRM Service Invocations. 
	ACTOR:

ECS  


	
	PI-In

[detailed PI required]
	Actor Source
	Requirements

[Examples – Qualify with Context]
	SVCs
	[Context Narrative]
	
	Comment

	
	
	Incident Report 


	External sources
	· ECS Privacy and  Security Policy

· jurisdictional regulations

· OnStar 
	· Security

· Control

· Audit

· Interaction

· Validation 

· Usage


	Incident involving Californians with all health info within the City of Sacramento
	
	Data elements require definition

	
	
	Situational Awareness Report
	External Sources
	· ECS Privacy and  Security Policy

· jurisdictional regulations

· OnStar
	· Security

· Control

· Audit

· Interaction

· Validation 

· Usage


	
	
	

	
	
	Patient EHR Information
	Service Provider and other Healthcare systems
	· HIPAA security and privacy rules

· HITECH

· 3rd party inherited policy agreements
	· Security

· Control

· Audit

· Interaction

· Validation

· Certification

· Usage
	
	
	If Individual access or enforcement are necessary to the ECS, then Access and enforcement services required

	
	
	Situation Assessment
	On-site Care/Incident Commander
	· General scene information
	· None
	
	
	


Table 3.2 Data Flows FROM a Single Actor with PMRM Service Invocations. 

	Actor:

ECS
	PI-Out
	Actor Destination
	Requirements

[Refine with Context]
	SVCs
	[Context Narrative]
	Comment

	 
	Incident Report:

PI Instance and enhancements
	On-site Care/Incident Commander  System
	· ECS Privacy and Security Policy

· Jurisdictional regulations


	· Security

· Control

· Audit

· Interaction

· Validation

· Usage
	Incident involving Californians in the City of Sacramento
	“PI Instance and Enhancements” Data elements require definition

	
	Situational Awareness Report
	On-site Care/Incident Commander  System
	ECS Privacy and Security Policy

-

Jurisdictional regulations


	· Security

· Control

· Audit

· Interaction

· Validation

· Usage
	
	

	
	Patient Data  Request
	Service Providers and  other healthcare systems
	· HIPAA security and privacy requirements

· Unique healthcare system requirements


	· Security

· Control

· Audit

· Interaction

· Validation

· Certification

· Usage

· Enforcement
	
	

	
	Health Information from Devices
	Service Providers and  other healthcare systems
	· HIPAA security and privacy requirements

· Unique healthcare system requirements


	· Security

· Control

· Audit

· Interaction

· Validation

· Certification

· Usage

· Enforcement
	
	

	
	Virtual Consult
	On-site Care/Incident Commander  System
	
	
	
	Needs further study

	
	Virtual Consult
	On-site Care/Incident Commander  System
	
	
	
	Needs further study


[It could be useful in this step to show another example instance of PI in another context e.g. cross-jurisdictional to illustrate the robustness of the PMRM model in its handling of contexts.]

3.1.5 Design privacy into the use case

Adapt the use case to include invocation of the privacy services and their management of data flows, including new non-PI data accesses to policy stores etc as a result of service invocation.. Needs diagramming. 


In this step, diagram the instantiation of the PMRM model that is used with various touchpoints of the use case. 

3.1.6 Define patterns

PMRM services are useful for patterns of data flows that are significant. Needs further study. 

[For the health care sector in the USA, we have a unique opportunity to validate the PMRM services against the HITSP transaction packages to claim full coverage, equivalence, superiority in flexibility or application etc.. Consider it as a validation step for the PMRM model. Needs further discussion to convince that model validation is a usually good science for model acceptance and for peer review when publishing.]

3.2. Define PI collected, processed, communicated, stored and destroyed within the Use Case environment for each actor and touch point identified in 3.1.2, above.
Comment: If we find value in doing this step still, we need to edit the below diagram to logically show storage prior to retrieval/access… A PI update step required? Also access/storage/collection/update are iterative throughout the PI’ life cycle ..Needs further study. 
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The change in the above diagram impacts 3.2.1..
3.2.1. External Sources
3.2.1.1. Communicated In
3.2.1.1.1. None

3.2.1.2. Communicated Out

3.2.1.2.1. Source name [optional], victim location, medical condition, available medical information, medical identifier information
3.2.1.3. Collected

3.2.1.3.1. None
3.2.1.4. Processed

3.2.1.4.1. None

3.2.1.5. Stored

3.2.1.5.1. None
3.2.1.6. Destroyed
3.2.1.6.1. None
3.2.2. Emergency Communication System

3.2.2.1. Communicated In
3.2.2.1.1. Source name [optional], victim location, medical condition, available medical information, medical identifier information
3.2.2.2. Communicated Out
3.2.2.3. Collected

3.2.2.4. Processed

3.2.2.5. Stored

3.2.2.6. Destroyed

3.2.3. On-Site Care/Incident Commander System
3.2.4. Emergency Contact Registry
3.2.5. PID Service

3.2.6. Service Providers and Other Healthcare Systems

3.2.7. Emergency Department System

3.2.8. Facility EHR Repository

3.2.9. Public Health System Agency

3.2.10. Public Health Record

3.3. Identify the generalized operational requirements for use in the PMRM based on a set of governing FIPPs using a defined, standardized template
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3.3.1. External Sources

3.3.1.1.1. None
3.3.2. Emergency Communication System
3.3.2.1.1. Accountability: Reporting made by the business process and technical systems which implement privacy policies to the individual or entity accountable for ensuring compliance with those policies, with optional linkages to redress and sanctions.

3.3.2.1.2. Notice: Information regarding an entity’s privacy policies and practices including: definition of the Personal Information collected; its use (purpose specification); its disclosure to parties within or external to the entity; practices associated with the maintenance and protection of the information; options available to the individual regarding the collector’s privacy practices; retention and deletion; changes made to policies or practices; and information provided to the individual at designated times and under designated circumstances.
3.3.2.1.3. Collection Limitation and Information Minimization: Constraints exercised by the information collector and user to limit the information collected, processed, communicated and stored to the minimum necessary to achieve a stated purpose and, when required, demonstrably collected by fair and lawful means.

3.3.2.1.4. Use Limitation: Controls exercised by the information collector or information user to ensure that Personal Information will not be used for purposes other than those specified and accepted by the individual or provided by law, and not maintained longer than necessary for the stated purposes.

3.3.2.1.5. Disclosure: The release, transfer, provision of access to, use for new purposes, or divulging in any other manner, Personal Information held by an entity except with notice and consent of the individual; the information collectors policies must be made known to and observed by third parties receiving the information; and sensitive health information disclosures must be managed.

3.3.2.1.6. Security/Safeguards: Policies, practices and controls that ensure the confidentiality, availability and integrity of Personal Information collected, used, communicated, maintained, and stored; and ensure that Personal Information will be destroyed or de-identified as required.

3.3.2.1.7. Information Quality: Ensures that information collected and used is adequate for purpose, relevant for purpose, not excessive in relation to the purposes for which it is collected and/or further processed, accurate at time of use, and, where necessary, kept up to date, corrected or destroyed.

3.3.2.1.8. Enforcement: Mechanisms to ensure compliance with privacy policies, agreements and legal requirements and to give individuals a means of filing complaints of compliance violations and having them addressed, including recourse for violations of law, agreements and policies.

3.3.2.1.9. Openness: Availability to individuals of the information collector's or information user's policies and practices relating to their management of Personal Information and for establishing the existence of, nature and purpose of use of Personal Information held about them. 

3.3.2.1.10. Sensitivity: Specified information, as defined by law, regulation or policy, which requires specific security controls or special processing.
3.3.3. On-Site Care/Incident Commander System

3.3.4. Emergency Contact Registry

3.3.5. PID Service

3.3.6. Service Providers and Other Healthcare Systems

3.3.7. Emergency Department System

3.3.8. Facility EHR Repository

3.3.9. Public Health System Agency

3.3.10. Public Health Record

3.4. Provide detailed FIPPs at the level of specific operational requirements applicable to PI elements at all Touch  Points
3.4.1. External Sources\
3.4.1.1. None
3.4.2. Emergency Communication System
3.4.2.1.1. Accountability: Reporting made by the business process and technical systems which implement privacy policies to the individual or entity accountable for ensuring compliance with those policies, with optional linkages to redress and sanctions.

3.4.2.1.1.1. Monthly report to ECS manager
3.4.2.1.2. Notice: Information regarding an entity’s privacy policies and practices including: definition of the Personal Information collected; its use (purpose specification); its disclosure to parties within or external to the entity; practices associated with the maintenance and protection of the information; options available to the individual regarding the collector’s privacy practices; retention and deletion; changes made to policies or practices; and information provided to the individual at designated times and under designated circumstances
3.4.2.1.2.1. Privacy policies and practices posted on county Website
3.4.2.1.2.2. Changes to policies and practices published on Website and pushed to ECS email list

3.4.2.1.3. Collection Limitation and Information Minimization: Constraints exercised by the information collector and user to limit the information collected, processed, communicated and stored to the minimum necessary to achieve a stated purpose and, when required, demonstrably collected by fair and lawful means.

3.4.2.1.4. Use Limitation: Controls exercised by the information collector or information user to ensure that Personal Information will not be used for purposes other than those specified and accepted by the individual or provided by law, and not maintained longer than necessary for the stated purposes.

3.4.2.1.5. Disclosure: The release, transfer, provision of access to, use for new purposes, or divulging in any other manner, Personal Information held by an entity except with notice and consent of the individual; the information collectors policies must be made known to and observed by third parties receiving the information; and sensitive health information disclosures must be managed.

3.4.2.1.6. Security/Safeguards: Policies, practices and controls that ensure the confidentiality, availability and integrity of Personal Information collected, used, communicated, maintained, and stored; and ensure that Personal Information will be destroyed or de-identified as required.

3.4.2.1.7. Information Quality: Ensures that information collected and used is adequate for purpose, relevant for purpose, not excessive in relation to the purposes for which it is collected and/or further processed, accurate at time of use, and, where necessary, kept up to date, corrected or destroyed.

3.4.2.1.8. Enforcement: Mechanisms to ensure compliance with privacy policies, agreements and legal requirements and to give individuals a means of filing complaints of compliance violations and having them addressed, including recourse for violations of law, agreements and policies.

3.4.2.1.9. Openness: Availability to individuals of the information collector's or information user's policies and practices relating to their management of Personal Information and for establishing the existence of, nature and purpose of use of Personal Information held about them. 

3.4.2.1.10. Sensitivity: Specified information, as defined by law, regulation or policy, which requires specific security controls or special processing.
1. On-Site Care/Incident Commander System

2. Emergency Contact Registry

3. PID Service

4. Service Providers and Other Healthcare Systems

5. Emergency Department System

6. Facility EHR Repository

7. Public Health System Agency

8. Public Health Record
4. SELECT THE PMRM  SERVICES 

4.1.1. External Sources

4.1.1.1.1. Interaction Service

4.1.2. Emergency Communication System

4.1.3. On-Site Care/Incident Commander System

4.1.4. Emergency Contact Registry

4.1.5. PID Service

4.1.6. Service Providers and Other Healthcare Systems

4.1.7. Emergency Department System

4.1.8. Facility EHR Repository

4.1.9. Public Health System Agency

4.1.10. Public Health Record

4.2. Associate actors/touch points, operational requirements, and PMRM services  
	
	External
	ECS
	On-site

commander
	Emergency Registry
	PID Service
	Service Providers
	Emergency Dept
	Facility HER Repository
	PHS Agency
	PH record

	PI
	
	
	
	
	
	
	
	
	
	

	Req
	
	
	
	
	
	
	
	
	
	

	Svs
	
	
	
	
	
	
	
	
	
	


4.3. Identify any unique FIPPs associated with specific actors  or touch points

4.4. Where identified in 4.3, define unique FIPPs at the level of operational requirements linked to each PI element at specific  Touch  Points
PRIVACY MANAGEMENT REFERENCE MODEL SERVICES CHART (from ISTPA Reference Model 2.0)
	SERVICE
	                                 DEFINITION
	UNDERLYING PRINCIPLES/PRACTICES

	CORE POLICY SERVICES
	
	

	AGREEMENT
	The Agreement Service provides information to individuals regarding what PI is collected, for what purposes it will be used, other policies and options associated with the collection and use, and can result in consent, denial or an agreement among the parties. The Agreement Service also enables any set of parties (individuals, processing entities) to define agreements related to policies, use and disposition associated with the PI at points throughout the PI lifecycle.
	Consent, Collection Limitation, Use Limitation, Disclosure, Access and Correction, Openness, Anonymity, Information Flow, Sensitivity, Notice

	CONTROL
	The Control Service encompasses the functions that work together to ensure that PI governed by fair information practices/principles is managed in accordance with prescribed privacy policies and controls.  These functions are established, maintained and manipulated by a processing entity.  
	Accountability, Use Limitation, Security Safeguards, Information Quality, Notice, Collection Limitation, Access and Correction

	ASSURANCE SERVICES
	
	

	VALIDATION
	The Validation Service evaluates and, as required, ensures information quality in terms of accuracy, completeness, relevance and timeliness of PI at particular points in the information lifecycle.
	Information Quality

	CERTIFICATION
	The Certification Service supports the management and validation of credentials of any responsible party or Service involved in processing PI and validates compliance and trustworthiness of an actor or system component with expected policies.  
	Accountability, Consent, Disclosure, Access and Correction, Security Safeguards, Information Quality, Anonymity

	AUDIT
	The Audit Service handles the recording and maintenance of service events from other Services. It captures, into privileged audit logs, necessary audit information to ascertain compliance with governing policies and procedures derived from agreements, an organization’s internal policies, and any applicable law or regulation.
	Accountability, Collection Limitation, Use Limitation, Security Safeguards, Enforcement, Sensitivity

	ENFORCEMENT
	The Enforcement Service initiates response actions and policy execution when a processing entity does not conform to the terms or policies of an agreement or applicable regulations. Enforcement also includes recourse for individuals when their PI is being used differently from the original agreement.
	Accountability, Enforcement, Anonymity, Security Safeguards

	PRESENTATION AND LIFECYCLE SERVICES
	
	

	INTERACTION
	The Interaction Service facilitates a generalized interface as required for presentation, communication, and other movement of relevant information, encompassing functionality not solely associated with privacy, such as user interfaces or system-to-system information exchanges.
	Notice, Consent, Collection Limitation, Use Limitation, Disclosure, Access and Correction, Openness, Information Flow, Sensitivity, Security Safeguards, Information Quality, Enforcement

	USAGE
	The Usage Service ensures that the active use of PI, when outside the control of the individual, complies with the terms and policies of any agreement and applicable regulation at any point in the lifecycle of PI. The Usage Service monitors processes and functions, such as information minimization, linking, integration, inference, transfer, derivation, aggregation, and pseudo-anonymization of PI.
	Use Limitation, Openness, Anonymity, Information Flow, Sensitivity, Accountability, Notice, Access and Correction, Information Quality

	AGENT
	The Agent Service is a process that acts on behalf of an individual or processing entity at any point in the lifecycle of PI. 


	Accountability, Notice, Consent, Collection Limitation, Use Limitation, Disclosure, Access and Correction, Security Safeguards, Openness, Anonymity, Information Flow, Sensitivity

	ACCESS
	The Access Service enables, as required by policy or regulation, individuals to review their PI at any point in the lifecycle and, if required by policy, have the ability to submit changes to their PI.


	Consent, Disclosure, Access and Correction, Security Safeguards, Information Flow, Openness


PLACEHOLDER – “OPERATIONAL DEFINITIONS OF FIPPs FOR PURPOSES OF CONDUCTING PMRM ANALYSIS

Accountability: Reporting made by the business process and technical systems which implement privacy policies to the individual or entity accountable for ensuring compliance with those policies, with optional linkages to redress and sanctions.

Notice: Information regarding an entity’s privacy policies and practices including: definition of the Personal Information collected; its use (purpose specification); its disclosure to parties within or external to the entity; practices associated with the maintenance and protection of the information; options available to the individual regarding the collector’s privacy practices; retention and deletion; changes made to policies or practices; and information provided to the individual at designated times and under designated circumstances.

Consent: The capability, including support for Sensitive Information, Informed Consent, Change of Use Consent, and Consequences of Consent Denial, provided to individuals to allow the collection and/or specific uses of some or all of their Personal Information either through an affirmative process (opt-in) or implied (not choosing to opt-out when this option is provided).  

Collection Limitation and Information Minimization: Constraints exercised by the information collector and user to limit the information collected, processed, communicated and stored to the minimum necessary to achieve a stated purpose and, when required, demonstrably collected by fair and lawful means.

Use Limitation: Controls exercised by the information collector or information user to ensure that Personal Information will not be used for purposes other than those specified and accepted by the individual or provided by law, and not maintained longer than necessary for the stated purposes. 

Disclosure: The release, transfer, provision of access to, use for new purposes, or divulging in any other manner, Personal Information held by an entity except with notice and consent of the individual; the information collectors policies must be made known to and observed by third parties receiving the information; and sensitive health information disclosures must be managed.

Access and Correction: Capability allowing individuals having adequate proof of identity to find out from an entity, or find out and/or to correct or delete, their Personal Information, at reasonable cost, within reasonable time constraints, and with notice of denial of access and options for challenging denial. 

Security/Safeguards: Policies, practices and controls that ensure the confidentiality, availability and integrity of Personal Information collected, used, communicated, maintained, and stored; and ensure that Personal Information will be destroyed or de-identified as required.

Information Quality: Ensures that information collected and used is adequate for purpose, relevant for purpose, not excessive in relation to the purposes for which it is collected and/or further processed, accurate at time of use, and, where necessary, kept up to date, corrected or destroyed.

Enforcement: Mechanisms to ensure compliance with privacy policies, agreements and legal requirements and to give individuals a means of filing complaints of compliance violations and having them addressed, including recourse for violations of law, agreements and policies.

Openness: Availability to individuals of the information collector's or information user's policies and practices relating to their management of Personal Information and for establishing the existence of, nature and purpose of use of Personal Information held about them. 

Anonymity: A state in which information is rendered anonymous so that the individual is no longer identifiable. 
Information Flow: The communication of personal information across geo-political jurisdictions by private or public entities involved in governmental, economic or social activities.

Sensitivity: Specified information, as defined by law, regulation or policy, which requires specific security controls or special processing.

�


�Need to discuss if this is a standard assumption, and if yes how to reflect this in final methodology document - for example, do we need to include the candidate “operational FIPPs  definitions 


�DNJ: Re: A2R1: Agreed. When I specified all FIPPs, I was thinking that most privacy regulations capture all the FIPPs+ and that organizations will have to deal with all the FIPPs issues re: international, (if applicable), federal and state regulations. However, at the Use Case level it is possible that not all FIPPs are considered, such as anonymity. So we need to clarify whether 2.4 should be worded more strictly to convey regulations/rules that apply only to the particular use case under examination. On the flip side, PMRM analysis when conducted by an organization will be for multiple use cases within a business system, and so identifying impacting regs will provide coverage across the use cases. 


� Do we need to have two parallel methodological components: the “data gathering phase such as his and then the “findings” phase, where the inputs are specified in detail?  Seems to me this approach could enhance value of this an initial review tool, as a requirements analysis tool, and as an ongoing change management tool.  Not sure how we would do that, but could enhance value significantly.


�See prior comment – good example of what I’m talking about


�DNJ: Re: A4 and A5: Agreed for discussion


�I think we need to address in the definitions the relationship between actors and touch points – are “actors” the policy management entities and “touch points” the interfaces which operationalize the policies, in addition to being communications processing and storage systems/applications? 


�DNJ: John, my understanding of the definitions is different. It would be a good idea to put the agreed on definitions at the start of the draft standard. We can also place definitions of context w.r.t. privacy needs in the draft standard.


�


�This and the following comments are very valuable – how do we accommodate these in the methodology from the perspective of the methodology as part of our standard?  In other words, we need to set up the methodology as a working tool, with detailed guidance and also with narrative that helps explain the guidance steps.


�DNJ: John, note that I amended our tables to refine the requirements with context, and replaced the Refine with Context column with a Context Narrative. The explanations are intended to show a part of what we mean by context and explain why we have it in the tables.


�DNJ: This comment can be placed in the tables associated with this use case scenario. 


�This comment is specific to the use case – whereas prior two paragraphs are applicable generically – need to discuss how to handle such statements


�Does this move into a new phase of the PMRM – that is, the prior steps are the analytical basis for determining which services are required and at which touch points.  The term “invocation” suggests the implementation phase (somewhat addressed in the contributed ISTPA PMRM in the “syntax” sections and specific functions under each service – needs further discussion.


�DNJ: Re: A12: My apologies, a better word to use to avoid phase confusion would be “interaction” of the privacy services. We entered design phase when we produced tables 3.1. and 3.2. 3.1.5 is a continuance of design. 


�Similar to above comment 


�Agree further discussion needed – and further review of the following detailed cataloguing all PI elements and how to do that within the PMRM methodology





