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Original ISTPA Service definitions:

	SERVICE
	                                 DEFINITION

	AGREEMENT
	The Agreement Service provides information to individuals regarding what PI is collected, for what purposes it will be used, other policies and options associated with the collection and use, and can result in consent, denial or an agreement among the parties. The Agreement Service also enables any set of parties (individuals, processing entities) to define agreements related to policies, use and disposition associated with the PI at points throughout the PI lifecycle.

	CONTROL
	The Control Service encompasses the functions that work together to ensure that PI governed by fair information practices/principles is managed in accordance with prescribed privacy policies and controls.  These functions are established, maintained and manipulated by a processing entity.  

	VALIDATION
	The Validation Service evaluates and, as required, ensures information quality in terms of accuracy, completeness, relevance and timeliness of PI at particular points in the information lifecycle.

	CERTIFICATION
	The Certification Service supports the management and validation of credentials of any responsible party or Service involved in processing PI and validates compliance and trustworthiness of an actor or system component with expected policies.  

	AUDIT
	The Audit Service handles the recording and maintenance of service events from other Services. It captures, into privileged audit logs, necessary audit information to ascertain compliance with governing policies and procedures derived from agreements, an organization’s internal policies, and any applicable law or regulation.

	ENFORCEMENT
	The Enforcement Service initiates response actions and policy execution when a processing entity does not conform to the terms or policies of an agreement or applicable regulations. Enforcement also includes recourse for individuals when their PI is being used differently from the original agreement.

	INTERACTION
	The Interaction Service facilitates a generalized interface as required for presentation, communication, and other movement of relevant information, encompassing functionality not solely associated with privacy, such as user interfaces or system-to-system information exchanges.

	USAGE
	The Usage Service ensures that the active use of PI, when outside the control of the individual, complies with the terms and policies of any agreement and applicable regulation at any point in the lifecycle of PI. The Usage Service monitors processes and functions, such as information minimization, linking, integration, inference, transfer, derivation, aggregation, and pseudo-anonymization of PI.

	AGENT
	The Agent Service is a process that acts on behalf of an individual or processing entity at any point in the lifecycle of PI. 



	ACCESS
	The Access Service enables, as required by policy or regulation, individuals to review their PI at any point in the lifecycle and, if required by policy, have the ability to submit changes to their PI.




Merge Agent into Interaction, Control into Usage, Audit into Enforcement, and create a new Security Service; original definitions:

	SERVICE
	                                 DEFINITION

	AGREEMENT
	The Agreement Service provides information to individuals regarding what PI is collected, for what purposes it will be used, other policies and options associated with the collection and use, and can result in consent, denial or an agreement among the parties. The Agreement Service also enables any set of parties (individuals, processing entities) to define agreements related to policies, use and disposition associated with the PI at points throughout the PI lifecycle.

	USAGE
	The Usage Service ensures that the active use of PI, when outside the control of the individual, complies with the terms and policies of any agreement and applicable regulation at any point in the lifecycle of PI. The Usage Service monitors processes and functions, such as information minimization, linking, integration, inference, transfer, derivation, aggregation, and pseudo-anonymization of PI.
The Control Service encompasses the functions that work together to ensure that PI governed by fair information practices/principles is managed in accordance with prescribed privacy policies and controls.  These functions are established, maintained and manipulated by a processing entity.  

	VALIDATION
	The Validation Service evaluates and, as required, ensures information quality in terms of accuracy, completeness, relevance and timeliness of PI at particular points in the information lifecycle.

	CERTIFICATION
	The Certification Service supports the management and validation of credentials of any responsible party or Service involved in processing PI and validates compliance and trustworthiness of an actor or system component with expected policies.  

	ENFORCEMENT
	The Enforcement Service initiates response actions and policy execution when a processing entity does not conform to the terms or policies of an agreement or applicable regulations. Enforcement also includes recourse for individuals when their PI is being used differently from the original agreement.
The Audit Service handles the recording and maintenance of service events from other Services. It captures, into privileged audit logs, necessary audit information to ascertain compliance with governing policies and procedures derived from agreements, an organization’s internal policies, and any applicable law or regulation.

	SECURITY
	Security is an essential element to each Service, providing policy, process, and technical controls necessary to ensure that confidentiality, integrity, and availability are enforced for the accurate and trustworthy processing of Personal Information and the execution of all Services. 

As applied to specific Services, the appropriate security functions, such as information encryption, non-repudiation, authentication, and authorization, must be based on a risk analysis appropriate for a particular use case and risk management environment.



	INTERACTION
	The Interaction Service facilitates a generalized interface as required for presentation, communication, and other movement of relevant information, encompassing functionality not solely associated with privacy, such as user interfaces or system-to-system information exchanges.
The Agent Service is a process that acts on behalf of an individual or processing entity at any point in the lifecycle of PI. 

	ACCESS
	The Access Service enables, as required by policy or regulation, individuals to review their PI at any point in the lifecycle and, if required by policy, have the ability to submit changes to their PI.




Revised and refined draft definitions, with short and informal definitions (for higher-level discussions).

COMMENTS ARE INVITED and ENCOURAGED!:

	SERVICE
	                                 DEFINITION
	INFORMAL DEFINITION

	AGREEMENT
	The Agreement Service identifies existing permissions (agreements?) granted and associated policies for the handling of PI, as well as enabling parties (Actors?) to attempt to negotiate new permissions, resulting in either consent to a new agreement or denial.   
	Manage and negotiate agreements

	USAGE
	The Usage Service ensures that the active use of PI complies with the terms of any agreement and applicable policy or regulation, including when PI is subjected to information minimization, linking, integration, inference, transfer, derivation, aggregation, and pseudo-anonymization.    
	Control PI use

	VALIDATION
	The Validation Service evaluates and ensures the information quality of PI in terms of accuracy, completeness, relevance and timeliness.    
	Check PI

	CERTIFICATION
	The Certification Service validates the credentials of any actor or system component involved in processing PI and verifies compliance and trustworthiness of that actor or system component with expected policies. 
	Check credentials

	ENFORCEMENT
	The Enforcement Service initiates response actions, policy execution, and recourse when audit controls and monitoring indicate that an actor does not conform to the terms or policies of an agreement or applicable regulations.
	Monitor and respond to audited exception conditions

	SECURITY
	The Security Service  provides the policy, process, and technical operational controls necessary to ensure that confidentiality, integrity, and availability are enforced for the accurate and trustworthy processing of PI, as determined by a risk analysis. 


	Safeguard privacy operations

	INTERACTION
	The Interaction Service facilitates a generalized interface as required for presentation, communication, and other movement of relevant information, encompassing functionality such as user interfaces or system-to-system information exchanges, acting on behalf of each actor.

	Inter-process communications

	ACCESS
	The Access Service enables, as required by policy or regulation, individuals to review their PI held by other actors and, if required by policy, have the ability to suggest changes to their PI.

	View and suggest changes to stored PI 


************** Original ISTPA formal syntax for each Service  ****************
Each Service is composed of functions from seven functional categories that comprise the syntax for the ten Services: 
1. DEFINE [SVC] operational requirements

2. SELECT [SVC] (input, process, and output) information and parameters

3. INPUT [SVC] information and parameter values in accordance with Select

4. PROCESS [SVC] information and parameter values within Functions
5. OUTPUT [SVC] information, parameter values, and actions 
6. LINK [SVC] to other (named) Services

7. SECURE [SVC] with the appropriate security functions 
*************** Revised ‘syntax’ *************************

For the sake of ease-of-discussion and as a way to transition smoothly to lower-order functionality and mechanisms underlying each Service, revise the formal syntax above to encompass a discussion of the four operational elements:

· Configure

· Input

· Process
· Output
Since each Service is being “called” by the privacy management components within each touch point (called by actors and/or systems) to execute a set of Processes that are context-sensitive to the overall Use Case, the Configure step customizes the Service to that context. Policies, regulations, agreements, and other relevant details are made available to the Service. Then, pertinent parameters, including PI etc, are Input to the Service, specific Processing of that Input is performed, and the expected Output is produced, which could then be used as Input to another Service call.

The Process step is based on the high-level definition of the Service, but in practice the multiple Process actions can be composed of specific low-level functions and mechanisms. In the analysis of the Use Case, the iterative refinement of the Service processes in a given context allows for evolution of the Use Case from an overall high-level viewpoint and understanding toward a lower-level system design and architecture; toward an actual implementation of the privacy management system.          

