Privacy Management Reference Model and Methodology (PMRM)

Do Not Track
Editor: Michael Willett 

DRAFT: 11 June 2012
Table of Contents
21
Preface


2Task #1:
Use Case Description


3Task #2:
Use Case Inventory


3Task #3:
Privacy Policy Conformance Criteria


3Task #4:
Assessment Preparation


3Task #5:
Identify Actors


4Task #6:
Identify Systems


4Task #7:
Identify Privacy Domains and Owners


4Task #8:
Identify roles and responsibilities within a domain


4Task #9:
Identify Touch Points


4Task #10:
Identify Data Flows


4Task #11:
Identify Incoming/Internally Generated/Outgoing PI


4Task #12:
Specify Inherited Privacy Controls


4Task #13:
Specify Internal Privacy Controls


5Task #14:
Specify Exported Privacy Controls


5Task #15:
Identify the Services that conform to the identified privacy controls


6Task #16:
Identify the Functions that satisfy the selected Services


6Task #17:
Conduct  Risk Assessment


7Task #18:
Iterate the analysis and refine


72
Appendix


93
Bibliography




Preface

The PMRM and Methodology Task-oriented process is applied to the “Do Not Track” (DNT) privacy Use Case. Simply put, Do Not Track allows a web-browsing consumer the option to not be tracked in terms of web sites visited and/or to not be targeted with advertising for that consumer. Tracking includes collection, retention, and use of all data related to the request and response. 

PMRM and Methodology consists of 18 Tasks to be completed and iteratively refined. The Use Case is evolved from a high-level description, through lower-level details, and then subjected to a conversion from an identified set of privacy requirements (practices, principles, processes) into an operational set of PMRM Services. In turn, the Service-level embodiment of the Use Case could be further refined into even lower-level functions and mechanisms and serve as a system design for an implementable solution to the Use Case. 
Task #1:  Use Case Description

The Appendix provides a quick review of the current state of Do Not Track from a policy, privacy, business opportunity, technology, and legislation/regulation perspective. This landscape is changing dramatically over time, with opposing forces lobbying for their perspective. The current status and related debates are summarized here.

Do Not Track (DNT) can be broken down into two distinct (T) phases: 

· Tracking: For purposes of market research, recording the associated data (site, request, etc) when a consumer visits web sites, using tracking cookies.  

· Targeting: Creating behavioral advertising from the tracking data and presenting such to the consumer.   

Visited web sites are called 1st parties and the creator of the targeted advertising is called a 3rd party.  

First point of disagreement: Privacy advocates, among others, assume that the DN(Track) definition for legal and regulatory purposes includes both the Tracking and Targeting definitions above. The behavioral advertising industry is advocating that DNT means not Targeting, but allows Tracking (for market research).

Several earlier “solutions” for DNT = YES have been put forth:

· The consumer can delete tracking cookies when they appear on their browser. The problems with this approach are: cookies appear and re-appear transparently; cookies cannot be selectively deleted – blocking cookies blocks ALL cookies, some of which (non-tracking) the consumer may want to keep.
· Create a Do Not Track registry of consumer e-mail addresses, much like the Do Not Call registry. The problems with this approach are: consumers have multiple e-mail addresses, which change constantly; the DNT registry would be hopelessly outdated; difficult to implement and access from a 3rd party perspective; not a consumer-friendly approach.

   The current draft solution under consideration is to provide a consumer interface in a browser through which the consumer can set their DNT preference, either YES or NO. The preference would then be inserted as an HTTP parameter (0, 1, null) in all 1st party requests from the consumer. The assumption is that the 3rd party ‘tracking’ sites, working with the 1st party site, would read the header bit and act accordingly. Issues: Compliance with the consumer preference would be voluntary; plus, does that preference distinguish between the nuance of tracking versus targeting. Ironically, the original HTTP header definition had TWO bits: one for each of tracking and targeting; later, dropped.  
The W3C standards body has drafted the HTTP DNT header solution, but that standard is not yet final. Yet, some browsers have voluntarily provided the consumer interface to set their DNT preference. The tracking versus targeting issue has another dimension: consumers may want to be tracked, even targeted, by some 3rd party sites, but not by others, for a variety of reasons. So, their DNT preference, is not binary, but a scale across the 3rd party space.

Lastly, U.S. legislation has been drafted, but not presented or ratified, that requests the FTC to develop mandatory regulations on the behavioral advertising industry governing adherence to stated consumer DNT preferences.                         

Task #2:  Use Case Inventory
The basic inventory for the Do Not Track Use Case is the following:

· Consumer (C)
· Consumer browser (B)

· Target web site (1st)

· Third-Party “tracking” web site (3rd)

· Legislation (L)

· Enforcement authority (E)

· Technical Standards (eg, HTTP header for Do Not Track) (T)

· Other (?)   
Task #3:  Privacy Policy Conformance Criteria
The PMRM and Methodology does not decide what a given web site policy toward Do Not Track will be, but rather treats that policy as an input parameter, as well as the consumer preferences. For the purpose of this Use Case, we make the following assumptions:
· The Do Not Track HTTP header mechanism has been standardized, can be set by the consumer through the browser and is widely (but not universally) examined by third-party web sites. But, the DNT HTTP header may not yet be available in all browsers.
· Legislation (and regulations) has been drafted, but may not yet be enacted, that requires web sites to comply with a user’s preference to opt out of tracking. The behavioral advertising industry is “on notice” that there is strong support for such legislation, but that a universally-supported voluntary program is preferable.      
Task #4:  Assessment Preparation
Consumer surveys strongly indicate that a majority of consumers want to have control over whether they are being tracked (for both targeted advertising and market research). Most consumers would opt for Do Not Track. Since the on-line marketing industry is driven to provide targeted marketing to consumers, the stage for conflict is set. Violation of consumer preferences for Do Not Track would be a fundamental invasion of privacy. The sense of the privacy advocates is that legislation/regulation is needed, not just voluntary (and ill-defined) compliance by on-line marketing.            

Task #5:  Identify Actors  
· Consumer (C)

· Consumer browser (B)

· Target web site (1st)

· Third-Party “tracking” web site (3rd)

· Enforcement authority (E)

Task #6:  Identify Systems
· Consumer browser (B)

· Third-Party “tracking” web site (3rd)

Task #7:  Identify Privacy Domains and Owners
· Consumer browser (B): owned by the consumer

· Third-Party “tracking” web site (3rd): owned by the 3rd party 

Task #8:  Identify roles and responsibilities within a domain
· Consumer browser (B): allow the Consumer to set DNT preferences; monitor for tracking cookies 

· Third-Party “tracking” web site (3rd): react to the Consumer DNT preferences; log adherence to DNT regulations 

Task #9:  Identify Touch Points
· Consumer (C)

· Consumer browser (B)

· Third-Party “tracking” web site (3rd)

· Enforcement authority (E)

Task #10:  Identify Data Flows
· C – B

· B – 3rd
· B – E

· 3rd – E (?)

Task #11:  Identify Incoming/Internally Generated/Outgoing PI
· C – B: Request/response for Consumer DNT preference

· B – 3rd: Consumer DNT preference; if DNT = NO: tracking information 
· B – E: notice of any regulatory violations
· 3rd – E (?): log/audit compliance with consumer DNT preference 
Task #12:  Specify Inherited Privacy Controls
The proposed Federal legislation 9 is summarized in the Bibliography. Briefly:
· Requires the FTC to promulgate standards for consumers to express their DNT preferences
· Exceptions: in support of a service requested by the consumer

· “Whether and how information can be collected and used on an anonymous basis”

· Requires 3rd parties to honor the consumer’s expressed DNT preferences
· Enforcement by the FTC: based on “UNFAIR OR DECEPTIVE ACTS OR PRACTICES”

Task #13:  Specify Internal Privacy Controls
The proposed HTTP header technology that carries the consumer preferences for Do Not Track is: 
	DNT
	meaning

	1
	This user prefers not to be tracked on the target site.

	0
	This user prefers to allow tracking on the target site. 
	


If a tracking preference is not enabled, then no preference is expressed by this protocol. This means that no expression is sent for each of the following cases: 

· the user agent does not implement this protocol; or

· the user agent does implement the protocol, but the user does not wish to indicate a preference at this time.

Task #14:  Specify Exported Privacy Controls
None
Task #15:  Identify the Services that conform to the identified privacy controls
The DNT literature introduces the concept of a User/Consumer Agent, acting on behalf of the consumer within the browser. The PMRM provides for an actor “agent”, using the Interaction Service to provide a programmatic consumer persona in the browser, called the Interaction agent. 

· C – B: Request/response for Consumer DNT preference

Consumer                                                                             Browser

	Initialize browser
	

	
	INTERACTION (agent): Display DNT preference-setting page with clear definitions to the Consumer 

	Set DNT preference
	

	
	INTERACTION: Confirm DNT preference with Consumer; send DNT preference to USAGE.  

	
	USAGE: store DNT preference in secure storage 

	
	


· B – 3rd: Consumer DNT preference; if DNT = OFF: tracking information 

Browser                                                                           3rd party tracking site 

	INTERACTION: Browser retrieves DNT preference from USAGE
	

	Consumer request to 1st party site, carrying the DNT preference in the HTTP header
	

	
	INTERACTION: 1st and 3rd party liaison:  Consumer request shared with 3rd party, including DNT preference 

	
	INTERACTION (agent): extract DNT preference from request 

	
	If DNT = ON: 

USAGE: Store the DNT = ON agreement   

	
	If DNT = OFF: 
INTERACTION: send a tracking cookie to the consumer browser (INTERACTION agent) for installation 

USAGE: Store the DNT = OFF agreement 

	           
	


· B – E: notice of any regulatory violations

	INTERACTION: monitor for tracking cookies.

If tracking cookies appear and DNT = ON, send alert notice to 

       ENFORCEMENT: send violation notice to the 

        Enforcement authority with 3rd party

        Identifying PI
	

	
	


· 3rd – E (?): log/audit compliance with consumer DNT preference 

Task #16:  Identify the Functions that satisfy the selected Services
The basic Services exploited above are Interaction, Usage, and Enforcement, in both the Browser and 3rd party web site. These Services can be embodied in an ‘agent’ code set. Interaction can exploit the local and remote communications services (eg, HTTP). Usage is the front end to a local secured database. Enforcement maintains an audit database of exception activities.  
Task #17:  Conduct  Risk Assessment
Risk is associated with the possibility that a consumer DNT preference of YES is not faithfully respected (or understood) by the 3rd party web site. This can happen if:

· The 3rd party web site is not designed to interrogate the DNT bit in the HTTP header

· The 3rd party web site consciously ignores the DNT = YES preference

· The browser mishandles or mis-communicates the DNT preference  

· The browser is not designed to request the DNT preference 

Note: we assume that the HTTP header solution is not necessarily implemented in all browsers. If not, then the INTERACTION agent representing the consumer can be enhanced to look for and delete tracking cookies.             
Task #18:  Iterate the analysis and refine
Refinements could include:

· Use of Validation and Certification Services to respectively check on PI quality and actor credentials

· Explicitly calling out the Security Service needed to protect the DNT preference
· Allow the 3rd party site to attempt to re-negotiate the DNT preference using the Agreement Service.

· In some cases, the consumer may wish to interrogate the 3rd party web site using the Access Service to see what DNT preference for that consumer is understood by the 3rd party.   
Appendix

 A web site maintained by a consortium of Stanford professors describes the current state and definition of Do Not Track 1:

Do Not Track is a technology and policy proposal that enables users to opt out of tracking by websites, including analytics services, advertising networks, and social platforms. At present, few of these third parties offer a reliable tracking opt out, and tools for blocking them are neither user-friendly nor comprehensive. Much like the popular Do Not Call registry, Do Not Track provides users with a single, simple, persistent choice to opt out of third-party web tracking. 

Do Not Track signals a user's opt-out preference with an HTTP header, a simple technology that is completely compatible with the existing web. Several large third parties have already committed to honor Do Not Track, but many more have been recalcitrant. We believe regulation is necessary to verify and enforce compliance with a user’s choice to opt out of tracking.

The controversy stems from the fact that the on-line advertising community is largely willing to not "track"  consumers (ie, targeted marketing directed back to that consumer – “Do Not Target”), but wants to retain the right to perform "market research” with information gleaned from a consumer’s web activity.

For example 2: 

“According to The Wall Street Journal, the 400 companies in the Digital Advertising Alliance have agreed not to use data from consumers who don’t want to be tracked to customize ads or to use the data for certain purposes such as employment, health care or insurance.

They will, however, still use information from these consumers for market research.”

National and international standards activity is underway to further refine and specify the Do Not Track protocols to be available to consumers 3:
On 10 April 2012, the World Wide Web Consortium (W3C) Tracking Protection Working Group convened in Washington, DC. The W3C is an international community that develops protocols and guidelines that ensure the long-term growth of the web. Among other things, the Tracking Protection Working Group is charged with defining Internet standards for the Do Not Track flag, whereby a user concerned with protecting personal privacy can use a one-click setting in her browser to set an HTTP header that will tell websites she does not want to be tracked.

… Yahoo committed to supporting the Do Not Track on its sites by early summer—but unfortunately, Yahoo’s conception of Do Not Track is pretty weak when it comes to respecting user privacy. While we appreciate Yahoo’s announcement as a step in the right direction, the commitment, similar to the vague statement put forth by the industry group Digital Advertising Alliance, did not promise to actually reduce the tracking of individuals. Yahoo! merely promised a “Do Not Target,” not a “Do Not Track."

According to the press release, Yahoo! promised to provide a “simple step for consumers to express their ad targeting preferences to Yahoo!” But Do Not Track isn’t about expressing a preference about viewing targeted advertisements; it’s designed to combat the issues of rampant data collection. 

At the Interactive Advertising Bureau's (IAB) annual leadership meeting, President and CEO Randall Rothenberg lashed out against the work of Internet engineers and privacy advocates who are working to support Do Not Track. The Interactive Advertising Bureau is a consortium of media and technology companies that, according to their website, are responsible for selling 86% of online advertising in the United States. Dismissing the concerns of advocates and civil libertarians, Rothenberg attacked the W3C process and the Do Not Track flag, warning member companies it could “kill” their businesses.

Users are ready for real solutions when it comes to online tracking; a 2012 telephone poll by Pew Research found that 68% of respondents are "not okay" with behavioral advertising.

The Pew Research poll confirms that consumer attitude toward targeted online advertising is largely negative 4: 

Pew's Internet and American Life project released the most recent poll (PDF) on user attitudes in February 2012 and further confirmed the continuing trend of users’ negative attitudes towards online behavioral tracking. The report concluded: "a majority of every demographic group says they are not okay with targeted online advertising." Pew found that 68%—roughly two-thirds—answered they were "not okay with it because I don't like having my online behavior traced and analyzed." When you break out the question by age, almost six-in-ten (59%) people between the age of 18 and 29, and almost eight-in-ten people between the ages of 50 and 64 (78%) disapproved of the practice.

The trend of user positions on online behavioral advertising is clear, but even as companies continue advertising their support for Do Not Track, some of them are still collecting data when users send the Do Not Track header. No means no.

Here are several pointers to the evolving technology, standards, and even proposed legislation that deal with Do Not Track: 

· HTTP header fields 5:  

	
	Requests a web application to disable their tracking of a user. Note that, as of yet, this is largely ignored by web applications. It does however open the door to future legislation requiring web applications to comply with a user's request to not be tracked. Mozilla implements the DNT header with a similar purpose.


· Mozilla application of the HTTP header 6  
· Draft standard (not currently being revised) 7:  
This document defines the syntax and semantics of Do Not Track, an HTTP header-based mechanism that enables users to express preferences about third-party web tracking.  It also provides a standard for how web services should comply with such user preferences.

· Potential legislation 8 
· Proposed bill 9   

·  “privacy-related harms needn't be economic or physical but can also include practices that "unexpectedly reveal previously private information" like purchasing habits” 10                              
Bibliography
1: http://donottrack.us/
2: http://www.washingtonpost.com/business/technology/do-not-track-button--what-it-will-and-wont-do/2012/02/23/gIQAZApOVR_story.html
3: https://www.eff.org/deeplinks/2012/04/april-2012-state-do-not-track-lead-tracking-protecting-working-group-negotiations
4: https://www.eff.org/deeplinks/2012/04/some-companies-choose-do-not-target-over-do-not-track-what-are-user-attitudes
5: https://secure.wikimedia.org/wikipedia/en/wiki/List_of_HTTP_header_fields
The proposed HTTP header technology that carries the consumer preferences for Do Not Track is (in summary) :

   Non-standard header fields are conventionally marked by prefixing the field name with X- . 

	Field name
	Description
	Example

	
	
	

	X-Do-Not-Track
	Requests a web application to disable their tracking of a user. Note that, as of yet, this is largely ignored by web applications. It does however open the door to future legislation requiring web applications to comply with a user's request to not be tracked. Mozilla implements the DNT header with a similar purpose.
	X-Do-Not-Track: 1

	DNT
	Requests a web application to disable their tracking of a user. This is Mozilla's version of the X-Do-Not-Track header (since Firefox 4.0 Beta 11). Safari and IE9 also have support for this header. On March 7, 2011, a draft proposal was submitted to IETF. The W3C Tracking Protection Working Group is producing a spec. 
	DNT: 1 (Do Not Track Enabled) 

DNT: 0 (Do Not Track Disabled)


Summary of the W3C specification referenced above:

This specification uses the term user agent to refer to any of the various client programs capable of initiating HTTP requests, including, but not limited to, browsers, spiders (web-based robots), command-line tools, native applications, and mobile apps. 

The goal of this protocol is to allow a user to express their personal preference regarding tracking to each server and web application that they communicate with via HTTP, thereby allowing each service to either adjust their behavior to meet the user's expectations or reach a separate agreement with the user to satisfy all parties. 
When a user has enabled a tracking preference, that preference needs to be expressed to all mechanisms that might perform or initiate tracking by third parties, including sites that the user agent communicates with via HTTP, scripts that can extend behavior on pages, and plug-ins or extensions that might be installed and activated for various media types. 

When enabled, a tracking preference is expressed as either: 

	DNT
	meaning

	1
	This user prefers not to be tracked on the target site.

	0
	This user prefers to allow tracking on the target site. 
	


If a tracking preference is not enabled, then no preference is expressed by this protocol. This means that no expression is sent for each of the following cases: 

· the user agent does not implement this protocol; or

· the user agent does implement the protocol, but the user does not wish to indicate a preference at this time.

An open issue: Should the user agent send a different DNT value to a first party site if there exist site-specific exceptions for that first party? (e.g. DNT:2 implies I have Do Not Track enabled, but grant permissions to some third parties while browsing this domain).
6: http://blog.sidstamm.com/2011/01/try-out-do-not-track-http-header.html
7: http://tools.ietf.org/id/draft-mayer-do-not-track-00.txt
8: http://www.huffingtonpost.com/2012/03/10/do-not-track_n_1336380.html
9: http://www.govtrack.us/congress/bills/112/s913
The proposed Federal legislation  states in part:

SEC. 2. REGULATIONS RELATING TO ‘DO-NOT-TRACK’ MECHANISMS.

(a) … the Federal Trade Commission shall promulgate--

(1) regulations that establish standards for the implementation of a mechanism by which an individual can simply and easily indicate whether the individual prefers to have personal information collected by providers of online services, including by providers of mobile applications and services; and

(2) rules that prohibit, except as provided in subsection (b), such providers from collecting personal information on individuals who have expressed, via a mechanism that meets the standards promulgated under paragraph (1), a preference not to have such information collected.

(b) Exception- The rules promulgated under paragraph (2) of subsection (a) shall allow for the collection and use of personal information on an individual described in such paragraph, notwithstanding the expressed preference of the individual via a mechanism that meets the standards promulgated under paragraph (1) of such subsection, to the extent-

(1) necessary to provide a service requested by the individual, including with respect to such service, basic functionality and effectiveness, so long as such information is anonymized or deleted upon the provision of such service; or

(2) the individual--

(A) receives clear, conspicuous, and accurate notice on the collection and use of such information; and

(B) affirmatively consents to such collection and use.

(c) Factors- In promulgating standards and rules under subsection (a), the Federal Trade Commission shall consider and take into account the following:

(1) The appropriate scope of such standards and rules, including the conduct to which such rules shall apply and the persons required to comply with such rules.

(2) The technical feasibility and costs of--

(A) implementing mechanisms that would meet such standards; and

(B) complying with such rules.

(3) Mechanisms that--

(A) have been developed or used before the date of the enactment of this Act; and

(B) are for individuals to indicate simply and easily whether the individuals prefer to have personal information collected by providers of online services, including by providers of mobile applications and services.

(4) How mechanisms that meet such standards should be publicized and offered to individuals.

(5) Whether and how information can be collected and used on an anonymous basis so that the information--

(A) cannot be reasonably linked or identified with a person or device, both on its own and in combination with other information; and

(B) does not qualify as personal information subject to the rules promulgated under subsection (a)(2).

(6) The standards under which personal information may be collected and used, subject to the anonymization or deletion requirements of subsection (b)(1)--

(A) to fulfill the basic functionality and effectiveness of an online service, including a mobile application or service;

(B) to provide the content or services requested by individuals who have otherwise expressed, via a mechanism that meets the standards promulgated under subsection (a)(1), a preference not to have personal information collected; and

(C) for such other purposes as the Commission determines substantially facilitates the functionality and effectiveness of the online service, or mobile application or service, in a manner that does not undermine an individual’s preference, expressed via such mechanism, not to collect such information.

SEC. 3. ENFORCEMENT OF ‘DO-NOT-TRACK’ MECHANISMS.

(a) Enforcement by Federal Trade Commission-

(1) UNFAIR OR DECEPTIVE ACTS OR PRACTICES- A violation of a rule promulgated under section 2(a)(2) shall be treated as an unfair and deceptive act or practice in violation of a regulation under section 18(a)(1)(B) of the Federal Trade Commission Act (15 U.S.C. 57a(a)(1)(B)) regarding unfair or deceptive acts or practices.

(2) POWERS OF COMMISSION-

(A) IN GENERAL- Except as provided in subparagraph (C), the Federal Trade Commission shall enforce this Act in the same manner, by the same means, and with the same jurisdiction, powers, and duties as though all applicable terms and provisions of the Federal Trade Commission Act (15 U.S.C. 41 et seq.) were incorporated into and made a part of this Act.

(B) PRIVILEGES AND IMMUNITIES- Except as provided in subparagraph (C), any person who violates this Act shall be subject to the penalties and entitled to the privileges and immunities provided in the Federal Trade Commission Act (15 U.S.C. 41 et seq.).

(C) NONPROFIT ORGANIZATIONS- The Federal Trade Commission shall enforce this Act with respect to an organization that is not organized to carry on business for its own profit or that of its members as if such organization were a person over which the Commission has authority pursuant to section 5(a)(2) of the Federal Trade Commission Act (15 U.S.C. 45(a)(2)).

(b) Enforcement by States-

(1) IN GENERAL- In any case in which the attorney general of a State has reason to believe that an interest of the residents of the State has been or is threatened or adversely affected by the engagement of any person subject to a rule promulgated under section 2(a)(2) in a practice that violates the rule, the attorney general of the State may, as parens patriae, bring a civil action on behalf of the residents of the State in an appropriate district court of the United States…. 

10: http://www.technologyreview.com/news/428044/high-stakes-in-internet-tracking/?goback=%2Egde_118921_member_121358646
11: History of the DNT header:  http://paranoia.dubfire.net/2011/01/history-of-do-not-track-header.html
       X-Behavioral-Ad-Opt-Out: 1    (later deleted) “Do Not Target”
        X-Do-Not-Track: 1


The reason I opted for two headers was that many advertising firms' opt outs only stop their use of behavioral data to customize advertising. That is, even after you opt out, they continue to track you. There are a handful of firms though that do promise to no longer track you when you opt out.
   12: Microsoft IE status:
         Tracking Protection (disable tracking cookies): http://www.zdnet.com/blog/bott/is-microsoft-finally-ready-to-get-serious-about-online-privacy/5061?tag=content;siu-container
          DNT header (on by default): http://www.zdnet.com/blog/bott/do-not-track-debate-reveals-cracks-in-online-privacy-consensus/5077
           Some in the ad industry are arguing that the user system cannot set DNT by default, since that may not express the user’s real intention.  
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