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Business Processes to Business Observations Matrix

Information:

· The more sensitive the personal information is to the business process, the likelihood the best place for managing such information would be as close to the source as possible with the least amount of replication.  Perhaps such management would be performed by local systems.

Process:

· The business processes that many businesses are aware of and are working globally to close the gaps regarding privacy and security include:

· Third Party, Client and Vendor Management of Personal and Sensitive Personal Information re Contracts and Security

· Trans-Border Flow and Onward Transfer Management via Country Adequacy, Contracts, Safe Harbor or BCRs

· Employee Fraud Management & Investigation

· Processing Purposes (Primary), Legitimacy Conditions and Legal Basis Management

· Ongoing permissions for additional Secondary Uses as required 

· Sensitive Personal Information processing of EU SPI, Health Information, Financial Information, Some Ids (SSNs, SINs)
 

· The business processes that businesses are also actively addressing include the whole suite of security issues surrounding PI/SPI
.

Policy:

· Businesses in leadership positions are also championing solid corporate social responsibility programs that protect the rights of all workers
.

· The full privacy impacts of new PI/SPI & technology, such as GPS, RFID, Biometrics, especially in monitoring, are yet to unfold.

· Permissions management and relevant products, services and content is the way to build relationships for life.

· Hiring practices, in certain countries however, continue to utilize certain PI/SPI that is protected from use by law in other countries
.

· The collision of national laws over, email and internet monitoring, e-Discovery of EU private e-mails that are to remain private or of the release of information in the name of anti-terrorism and Whistle-Blowing regarding ethics hotlines are a few of the examples that may cause temporary or permanent interruptions to the purposeful flows of personal information.

· Managing Works Councils to meet a common business objectives or goals in a timely manner is often next to impossible.  Depending on strategic interests, a business may decide to locate facilities inside or outside the EU.  

Note: The key column refers to importance of the Business Process Category/Purpose

	Business Process Category
	Summary Business Purpose/Processes
	Key
	Business Observations re Processes Delivered Consistently and/or Privacy Issues

	Benefits: EAP
	Employee Assistance Process
	(

	This is a business service not commonly offered globally.  In some countries, it may not be perceived as a benefit? It does require the management of SPI.

	Benefits: Health Plan Management
	Health Plan Management
	(
	Healthcare is also not a service that is offered globally, especially in countries with government provided healthcare.  It does require the management of SPI.

	Benefits: Supplemental Benefits Admin 
	Supplemental Benefits Administration
	(
	Supplemental benefits are not provided consistently around the world, due to the economic situation of the work force and the expectations of the work force. It does require the management of SPI.

	Benefits: Supplemental Benefits Admin 
	Third Party Benefits Program Management
	(
	Managing the benefits provided by third parties is also not a process that is required consistently around the world. It does involve the management of SPI.

	Benefits: Supplemental Benefits Admin
	Employee Legal Services
	
	

	Benefits: Supplemental Benefits Admin
	Third Party Financial Services Program Management
	
	

	Benefits: Workers Compensation
	Workers Compensation and On the Job Accident Management
	(
	This information straddles the business and the employee “spaces”.  Often this is an area of conflict between what really occurred and whether the employee has a real claim.  This is an issue that is applicable in countries where there are labor laws that protect the workers. 

	Business Marketing Execution
	Business Marketing Execution
	
	

	Business Marketing Product Analysis
	Company Product Specific Analytic Processes 
	
	Depending on the company product, typically products and services are tailored to the region, country and province or city within a country.  Personal information if often needed in such research. 

	Business Marketing Product Analysis
	Third Party Marketing Program Management
	(
	There are typically two types of businesses, those that market using third party programs sharing employee information with third party providers and those that do not.  There are more companies that do not share employee information for such purposes than do (especially if one excludes the employee as a customer relationship third party sharing)

	Business Marketing Product Development
	Product Marketing Program Management
	
	Often companies market their own products to their employees as part of an internal marketing program.  The privacy notice includes such marketing as part of the purpose for collecting the PI and/or SPI.  Naturally the employee has the ability to say no after the fact or if the law requires express consent, to say yes before the fact.  This process will include a certain amount of PI and/or SPI.

	Business Sales
	Business Specific Sales Processes
	
	Typically the sales process, be it retail or commercial is directed to external clients, however, it would be expected that an employee would be eligible for the retail products & services of the company.  Since this may require PI and SPI, there may need to be restrictions on who can view the employee data associated with their customer relationships, as this would violate the employee’s privacy.

	Business Service
	Business Specific Service Processes
	
	Typically the service process, be it retail or commercial is directed to external clients, however, it would be expected that an employee would be eligible for the retail products & services of the company.  Since this may require PI and SPI, there may need to be restrictions on who can view the employee data associated with their customer relationships, as this would violate the employee’s privacy.

	Communications
	Employee Communications Management
	
	Those that manage employee communications will have access to the information needed to effect communication to all or a subset of employees via email, sms, phone, mail, etc.  Often this information contains pictures of employees, with naturally the option to not have a picture if an employee requests not to have one.

	Communications
	Knowledge Management
	
	Typically this information represents intellectual property of the company, not personal information

	Community Service Programs
	Contribution Management 
	(
	Often contributions to company sponsored events or programs are perceived as “mandatory” by certain employees in certain regions.  This may become an issue for an employee.  Also, the external contributions and community support programs an employee supports outside of the business may reveal something very personal about that employee’s race, religion, sexual preference, political beliefs.  This information should not be entered into the system from CVs and should not be made available to others in the hiring process, even if the candidate offers this up in the course of the interview.  It is important to remain silent regarding these types of contributions.

	Compensation Management
	Compensation Management and Administration
	
	While some individuals and/or works councils look to compensation information as being “private” it certainly is less so than SPI (which will grow in its definition over time).  More individuals require knowledge of this information than is realized by the manager and by the employee.  Understanding the data flows of this information and providing education is essential in this area.

	Competency, Performance,  Career & Succession Management
	Succession Planning & Training
	
	Often succession planning and training begin with some exchange of information and even pictures between executives and middle management.  The result is a succession plan that is/is not known by those in the succession chain.  The release of this information may be harmful to the company and/or the process around this process needs to be handled with transparency and the appropriate amount of protection of privacy for those individuals in/and not in the succession chain.  This information often contains pictures of employees.

	Competency, Performance, Career & Succession Management
	Mentoring Program
	
	Mentoring programs can be an excellent way to coach employees.  Mentoring can also backfire when improperly executed.  Education and clear expectations for both the Mentor and the Mentoree are essential.

	Competency, Performance, Career & Succession Management
	Student and Intern Program Management
	
	Intern programs can be an excellent way to introduce an individual to a company.  This individual may become a future employee.  Intern programs can also backfire when improperly executed.  Education and clear expectations for both the Intern and the manager that is responsible for the intern are essential.

	Competency, Performance, Career & Succession Management
	Employee Performance Counseling
	
	Employee counseling should be conducted with care.  Managers should be trained in the general dos/don’ts as well as the particular regional requirements the specific cultures respond best to prior to executing this process.

	Competency, Performance, Career & Succession Management
	Employee Performance Management
	
	Employee performance management should be conducted with care.  Managers should be trained in the general dos/don’ts as well as the particular regional requirements the specific cultures respond best to prior to executing this process.

	Competency, Performance, Career & Succession Management
	Outplacement  Services
	
	Outplacement is a process that would be considered a process that is made available by businesses to employees, not in all regions.  The PI and SPI from the process would not be expected to be available to the business. 

	Competency, Performance, Career & Succession Management
	Time Management & Reporting
	(
	Time management information contains sensitive personal information when an employee reports sick time and is listed as on medical leave due to certain medical conditions.  This information is covered by certain regulations in certain jurisdictions.  It also is governed by works council issues in some countries, especially Germany, where certain information is with held from certain categories of individuals within a company.  This makes it rather difficult to effect billing by individual and time reporting for projects.

	Competency, Performance, Career & Succession Management
	Employee Career Planning
	
	The company certainly is interested in helping its employees grow into jobs within the company or to find an alternative position elsewhere.  By assisting employees in their time of need the company will build trust in the eyes of the employee and the remaining employees as well. 

	Compliance & Audit
	Auditing
	
	Audit often has access to more information than any other department of the company.  Protecting the data they have access to is essential to limit the liability of the company in case of the loss of PI/SPI and intellectual property.

	Compliance & Audit 
	Oversight of Political and Outside of Work Activities
	(
	Any oversight of an employee’s activities outside of work needs to be conducted with a legitimate business purpose in mind.  If there is no legitimate business purpose, such oversight or monitoring should not be performed.  Some oversight is also clearly in direct violation of local country laws.  Other country oversight is somewhat normal and natural.

	Compliance & Audit
	Statutory Compliance Management
	
	Any oversight of an employee’s activities to confirm statutory compliance needs to be conducted with a legitimate business purpose in mind.  If there is no legitimate business purpose, such oversight or monitoring should not be performed.  Some oversight is also clearly in direct violation of local country laws.  Other country oversight is somewhat normal and natural.

	Employee Information Management
	Information Management


	
	Information access and provisioning is delivered to individuals.  The name and location of the individual to whom information (transaction or data table or information profile) is to be distributed and where they are is key.  This information is used to notify individuals of future problems and to send updates to them regarding up coming changes.

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Policy Commitment Management 
	
	Any oversight of an employee’s activities to confirm policy compliance needs to be conducted with a legitimate business purpose in mind.  If there is no legitimate business purpose, such oversight or monitoring should not be performed.  Some oversight is also clearly in direct violation of local country laws.  Other country oversight is somewhat normal and natural.

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Employee Orientation Management
	
	A best practice regarding employee, including temporary workers, contingent workers, contractor and consultant orientation and annual training is to ensure that that employee understands the company code of conduct and the security & privacy policies as well as the other key global company policies.  In this day and age, it is impossible to perform even the more basic services without knowing these things and knowing how their actions contribute to the support of these policies. 

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Equipment Provisioning
	
	Equipment provisioning is delivered to individuals.  The name and location of where the equipment is to be distributed and where it is key.  This information is used to notify individuals of future problems and to send updates to them regarding up coming changes.

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Facilities Management
	
	Facilities provisioning is delivered to individuals.  The name and location of where the facilities are and who they are to be distributed to and where is key.  This information is used to notify individuals of future problems and to send updates to them regarding up coming changes.

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Locator Management
	(
	This process is a sensitive process that could be affected by works council issues and employee monitoring laws.  

	Government Reporting
	Business Data Processor
	(
	

	Government Reporting
	DPA Registration and Permit Application (EU)
	(
	

	Government Reporting
	External Employee Investigations
	(
	This process causes issues and concerns from other governments and may at some time cause problems for some countries to be able to receive certain types of PI/SPI from other countries.  Purposeful flows of data may be blocked.

	Government Reporting
	Tax and Regular Government Reporting
	
	This process is a normal process as required by the local government reporting.

	Health, Safety & Labor Relations Management
	Union Membership Management
	(
	This process is a normal process in some countries and is considered highly sensitive in others.  In Argentina, union membership is normal and is not considered an unreasonable piece of information to share, even though the law restricts it.  In many E.U. countries, this information is highly sensitive. 

	Health, Safety & Labor Relationship Management
	Works Council Management
	(
	Managing works councils is often a delicate matter.  Works council implementations vary widely in companies and in countries.  Some works councils have review and approval rights over policy and others have review only rights   Typically they are implemented in the E.U. within France, Germany, The Netherlands, Belgium, [add the other typical countries] and often are supplemented by an EMEA level works council made up of members of each of the country level works council.  

	Health, Safety & Labor Relationship Management
	Safety Management
	
	This is a process that is not practiced in all countries.  Where it is, the processes are rigorous and the laws are extremely rigorous.

	Legal
	Employee Related Litigation Management
	(
	There are conflicting country laws that intersect during the litigation and the discovery process, especially when the e-Discovery process is examining information that is global in nature.  For example, in many E.U. countries, employees have the right to privacy for certain emails if they are marked private.  During the e-Discovery process in the U.S. this right is overridden by the U.S. law. 

	Payroll & Contract Administration
	Employee Contract

Administration
	
	In certain jurisdictions, all employees sign employment contracts.  In others, this is not the practice at all.  Naturally where there are contracts, the privacy notice and consents can be integrated into the contracts.  Where there are no contracts, the notice and consents perhaps can be obtained during the application processes, depending upon the notification approach.  The requirement for consent and the separation of certain permissions (if permissible) need to be considered here as well.

	Payroll & Contract Administration
	Payroll Processing
	
	Most corporations establish payroll processing either locally in country or through third party vendors that support multi-currency solutions.  These processes are integrated with time entry systems and HR systems that record vacation and holiday or paid-time-off. Naturally the bank account information held in these systems is sensitive.

	Permissions Management for Business Marketing
	Permissions Management for Marketing
	
	

	Privacy Management
	Access & Recourse Process
	ret
	Many companies provide varying levels of access and recourse depending upon the country and request of the employee.  For those companies in the E.U. it is very important for employee records to include only factual information, since the employee has a right to have access to all information held about them.

	Privacy Management
	Employee Preference Management
	
	Employees may have a number of preferences and may provide a number of permissions to their employer for a number of activities.  These preferences or permissions are indeed separate from the privacy notice and consents to the notice, collection of SPI and trans-border flow of PI/SPI.  They will include everything from the receipt of information about new/existing products and services to seminar invitations, work-life events and ultimately retirement and alumni events.

	Privacy Management
	Notice & Awareness
	(
	This is the process that presents to employees (applicants, employees, alumni and perhaps the contingent work force of temporary workers, contractors and consultants) the privacy notice of the company that is the controller of their personal information.  Certainly for some classes of applicants and all employees and alumni, the notice would come from the company.  For the contingent work force, the notice may come from their employer and only for purposes of education would the privacy notice come from the company.  It all depends upon whether the company plans on becoming a co-controller.  Regardless, all workers would be educated in the company code of conduct and privacy and security policies, standards and procedures.

	Privacy Management
	Privacy Consent Management
	
	These two processes, the preferences (aka permissions) and consents (to the privacy notice) are often executed together.  As companies become clearer on the privacy notice presentation and more robust in their permissions there will be a split of these two processes into two very different processes.  This is critical if the company is interested in building a relationship over the long term with an individual.

	Privacy Management
	Processing Purpose, Legitimacy Conditions and Legal Basis Management
	(
	Most companies have focused on writing a privacy notice to explain what they are collecting and why and who they are sharing information with.  The E.U. regulations require companies to describe certain elements in their privacy notices to ensure, for example that the individual is clear about the processing purpose and the entities with whom personal information will be shared.  That said, once that is complete the company also must ensure that it has a legal basis to transfer the information and a permit from their DPA. 

	Privacy Management
	Trans-border Flow and Onward Transfer Management
	(
	For trans-border flows, a company also must ensure that the recipient countries or companies have committed to adequate protection prior to sending the information.  These requirements are mirrored in Argentinean law and are replicated in some ways in the Hong Kong, Australian and New Zealand laws as well.  The instruments that companies have to ensure this adequacy include the Safe Harbor, the model contracts or BCRs or some combinations thereof.

	Procurement
	Vendor Contract Management
	(
	In order for a company to ensure that a vendor meets the many requirements to process the various types of information that the laws require, the vendor contract holds the vendor liable for the same adequacy protections it would hold a peer Manpower company accountable for.  For this Manpower has created a suit of contract provisions that address the vendor requirements.  It is critical for the vendor to agree to this. 

	Recruitment
	Acquire & Place Employees
	(
	This functionality requires the use of PI and SPI information in order to make this happen.

	Recruitment
	Automated Decisioning Processes
	
	Typically for E.U. Candidates, the decision to execute a fully automatic decisioning process is not available.  Elsewhere this process is clearly legal.

	Recruitment
	Conduct Criminal, Background or Credit Checks
	(
	In the spirit of collecting and retaining only what information is needed, a company is able to conduct background checks and leave the information with the background check provider.  This way the very sensitive personal information will not be on file to be compromised.  What is kept is a pass/fail.

	Security & Risk Management 
	Employee Monitoring and Network Traffic Analysis
	(
	Over the years there are a number of current and future laws that prevent full employee monitoring of phone, email and internet activity.  Some of these laws reserve information to only that information that is NOT marked personal.  The E.U. restriction and the e-Discovery extensive discovery capability will need to come into compliance.

	Security & Risk Management
	Fraud Management and Investigations 
	(
	Naturally if there is evidence of Fraud or Theft, an investigation will be necessary.  It may be necessary to keep the PC to subject it to a Forensic team for analysis.  It may be necessary to obtain a search warrant and conduct that search warrant on not only the owner’s pc but also on a shared pc and or black berry.  

	Security & Risk Management
	Insider Trading Monitoring and Administration
	
	Naturally if there is evidence of Insider Trading, an investigation will be necessary.  It may be necessary to keep the PC to subject it to a Forensic team for analysis.  It may be necessary to obtain a search warrant and conduct that search warrant on not only the owner’s pc but also on a shared pc and or black berry.  

	Security & Risk Management
	Network Traffic Analysis
	
	

	Security & Risk Management
	Physical Plant Monitoring
	
	Naturally the company may determine that it is prudent to implement physical plant monitoring. It will be important to review the monitoring plan with the works council and ensure that there are not any inappropriate places where monitoring will occur.  The announcement of the monitoring is to be clear to all prior to the monitoring beginning.  

	Security & Risk Management
	Secure Shipping or Secure Communications
	(
	The various processes of security management are the ways that the company puts into effect its commitment to protect the information assets it has committed to protect.  The security processes need to be commensurate with the value of the information.  Currently the trend in the U.S. and perhaps globally is to depend upon the standards developed for the financial institutions.

	Security & Risk Management
	Security & Risk Management 
	(
	The various processes of security management are the ways that the company puts into effect its commitment to protect the information assets it has committed to protect.  The security processes need to be commensurate with the value of the information.  Currently the trend in the U.S. and perhaps globally is to depend upon the standards developed for the financial institutions.

	Security & Risk Management
	Security Access, Authentication, Authorization Administration
	(
	The various processes of security management are the ways that the company puts into effect its commitment to protect the information assets it has committed to protect.  The security processes need to be commensurate with the value of the information.  Currently the trend in the U.S. and perhaps globally is to depend upon the standards developed for the financial institutions.

	Security & Risk Management
	Security Monitoring (Video and Electronic Surveillance)
	
	Naturally the company may determine that it is prudent to implement security monitoring. It will be important to review the monitoring plan with the works council and ensure that there are not any inappropriate places where monitoring will occur.  The announcement of the monitoring is to be clear to all prior to the monitoring beginning.  

	Strategy, Planning, Policy Procedure
	Disaster Recovery Planning & Execution
	
	

	Strategy, Planning, Policy Procedure
	Merger and Acquisition
	
	

	Strategy, Planning, Policy, Procedure
	Strategy, Planning, Policy, Procedure
	
	This process is executed by the company and is to include the strategy, planning, policy and procedure for privacy and security.

	Training & Career Development
	Job Related Training
	
	The company certainly is interested in helping its employees grow into jobs within the company or to find an alternative position elsewhere.  By assisting employees in their time of need the company will build trust in the eyes of the employee and the remaining employees as well.

	Training & Career Development
	Skill Assessment Management
	
	The company certainly is interested in helping its employees grow into jobs within the company or to find an alternative position elsewhere.  By assisting employees in their time of need the company will build trust in the eyes of the employee and the remaining employees as well.

	Travel & Expense Management
	Employee Expense Management
	(
	Managing travel and expenses is often an critical task with a large staff of professional.  Striking the balance between per diems and solid acceptable practices are critical to managing an effective control on expenses.  Naturally this is an area where SPI are prevalent.

	Travel & Expense Management
	Verification of reimbursable expenses and/or monitoring of employee activity 
	
	The various processes of verifying reimbursable expenses are the ways that the company puts into effect its commitment to hold down costs as it protects information.  The protection processes need to be commensurate with the value of the information.  

	Workforce Administration & Self-Service
	Directory Services Maintenance
	
	The would want to maintain a simple directory service to provide employees with the ability to contact each other in the work place.

	Workforce Administration & Self-Service
	Employee Customer Service
	
	The company will need to provide employees with customer service just as they would a customer, however, there may be certain information that would not be made available to those that were performing the monitoring service in order to preserve privacy.

	Workforce Administration & Self-Service
	Employee Information Management
	
	There are a number of places where employee information would normally be managed.  Creating a data flow of where this information is collected, managed, updated, retired, deleted will ensure that the Data Privacy Owner has a solid view of the flow of personal information.

	Workforce Management
	Budgets Planning & Administration
	
	This process is executed by the company and is to include the budget planning and administration for privacy and security.

	Workforce Management
	Company Reorganization and Reassignments
	
	This process is executed by the company and is to include the company reorganization and reassignment for privacy and security.  Naturally, until this information is made public it is to be protected with the highest level of personal and intellectual property protection

	Workforce Management
	Diversity Reporting
	(
	The company will report on diversity in some regions and in some countries.  There are many countries where diversity is NOT encouraged. It is acceptable to request a certain background, race of culture for a position; a certain marital status; a certain age range; etc. for a job.

	Workforce Management
	Employee Management Metrics
	
	This process is executed by the company and is to include the budget planning and administration for privacy and security.

	Workforce Management
	Employee Relations
	
	This process is executed by the company and is to include the budget planning and administration for privacy and security.

	Workforce Management
	Organizational Performance Management
	
	This process is executed by the company and is to include the organizational performance management for privacy and security.

	Workforce Management
	Organizational Planning & Design
	
	This process is executed by the company and is to include the organizational management & design for privacy and security.

	Workforce Management
	Organizational Planning & Design
	
	This process is executed by the company and is to include the organizational planning and design for privacy and security.

	Workforce Management
	Workforce & Risk Management
	
	This process is executed by the company and is to include the workforce & risk management administration for privacy and security.


 SPI: Sensitive Personal Information in its broadest sense, to encompass the E.U. definition of SPI, plus the U.S. definition, which includes SSN, SIN, bank number, credit card number, driver’s license and the proposed definition in the Leahy bill (retrieve).
� Through out the entire life cycle of assessment, RFI, RFP, contract negotiation, including model contract and security breach requirements, audits and quality controls, incident preparation, incident management and exit processing


� Processing Purpose as defined in the Privacy Notice includes all of the processing to be done for the individual, rather than depend upon asking for a secondary purpose later on 


� This includes information from Employee Assistance Programs, Health Care claims, special disability statuses and programs, time reporting of sick and medical related leaves, to some extent workers compensation and on the job accident, insider trading monitoring and administration and even travel and expense management.  This also includes the wider range of IDs, such as driver’s licenses, passport #s, national IDs, etc.  It also includes the growing list of what is to be defined as Sensitive Personal Information, which is going to increase over time as indicated by the current definition in the Leahy Security and Privacy Act of 2007 bill as of January 2007.


� This includes the classification and security of PI/SPI at rest, in transit and in use.  It includes comprehensive security programs with policies, standards and procedures for most all industries on-line and off-line, stronger authentication, authorization, administration, monitoring, encryption, surveillance, testing, risk based assessments and generally participation by both employers, vendors, clients and employees.  The issues of employee monitoring have yet to unfold. 


� These programs support a multi-faceted approach to the workforce.  They address everything from a commitment to stopping human trafficking to programs to stop the spread of disease, to the protection of personal information and the commitment to privacy and the support of a diverse workforce.


� In certain countries, it is acceptable to hire based upon age, marital status, child bearing age and potential, race, gender, height, weight, skin color, certain background check information, automated decisioning, certain assessment scores, or certain health related information, etc.  While most businesses strive to maintain a fair and equitable hiring process, it is also still a common practice to utilize certain information gathered from the internet from sites like Facebook, or sites that point to political activist activity that would perhaps discourage a company from hiring an individual or pictures to select individuals.  As companies make the transition to a consistent company wide program of Candidate Attraction and Selection and Diversity Management Program the full suite of data elements that are the collective object of Labor laws around the world and the laws themselves are candidates for consideration in this program.  
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