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Validated with T-E Project Output - Changes in blue


Use of Employee Information

Inventory of employee information & employee and business processes (uses of the data)

1. Identify a comprehensive list of Employee Information Subjects for who Employee Information is collected, stored, used, shared and retired:

	Employee Information Subjects

	Employee Classification
	Employee Information Subjects

	??
	Restricted Parties

	Beneficiary
	Beneficiary

	Dependent
	Dependent Child

	Dependent
	Dependent Life Partner

	Dependent
	Dependent Spouse

	Employee
	Employee

	Employee
	Former Employee

	Employee
	Inactive Employee (Disabled/LOA)

	Employee
	Officers

	Employee
	Out-Placed Employee

	Employee
	Partners in an LLP

	Employee
	Part-time Employee

	Employee
	Pending Merger/Acquisition Employee

	Employee
	Retiree

	Employee
	Seasonal Employee

	Employee
	Temporary Employer (Sole Proprietor or Independent)

	Employee
	Temporary Employer (Vendor Employee)

	Employee
	Temporary to Permanent

	Employee
	Trainee

	Employee
	Website Visitor

	Employee and Not Employee
	Shareholders

	Not Employee
	Applicant and Candidate

	Not Employee
	Board of Directors

	Not Employee
	Client’s Employee

	Not Employee
	Contractors

	Not Employee
	M&A Candidate Employee

	Not Employee
	Student

	Not Employee
	Vendor’s Employee

	Temporary Employee
	Contractor

	Temporary Employee
	Intern

	Temporary Employee
	Temporary Employee



The summary employee related data subjects:

	Employee Information Subjects

	Beneficiary

	Dependent

	Employee

	Employee and Not Employee

	Not Employee

	Temporary Employee


2. Identify a comprehensive list of Business Entities that may receive, use, share and/or transfer Employee Information from and within the current or prospective Employer. Define the business process and  the controller of the information.  The detailed list of input and output employee information categories can be found in the document, “Business Entity/Process/Employee PII Information Relationship Tables” developed by the RIM Council Trans-Enterprise PII Flow Model working group. 

Business Entities that govern, collect, use, share and/or transfer Employee Information

	Business Entity Type
	Business Entity
	Business Process 
	Information Controller

	Agency
	Background Checking Facility
	Conduct Criminal or Background Check
	Agency

	Agency
	Credit Agency
	Conduct Credit Check 
	Agency

	Agency
	Private Investigators
	Conduct Investigation
	Employer

	Agency
	Skip Trace Agency
	Locate Individual or Business Asset
	Employer

	Association
	Business Association (employees are members on behalf of the business and the association represents collectively the businesses)
	Provide Advocacy to Business 
	Association

	Association
	Charitable Organizations
	Community Sponsored Activity
	Association

	Association
	Professional Associations (Bar Association, AMA, etc.)
	Provide Professional Career Development
	Association

	Association
	Religious Organization
	Community Sponsored Activity
	Association

	Association
	Trade Associations (employees are members of and the union represents collectively the employees)
	Provide Advocacy to Employee
	Association

	Association
	Non-Profit and For-Profit Counseling Organization
	Employee Assistance Process
	Employer

	Corporate Customers
	Company’s Customers (retail)
	Services or Products
	Employer

	Customers 
	Corporations or consumers
	Deliver Business Services
	Employer

	Educator
	Educational Entity (Grade school, Technical school, University)
	Conduct Educational Check
	Educator

	Educator
	Testing Facility (Skills, Business, Language, Specialty Tests for IT, Accountants or Auditors, Profiling)
	Conduct Testing
	Educator

	Educator
	Educational Entity (Grade school, Technical school, Universities)
	Job related training
	Employer

	Employer
	Accounting
	Payroll Processing
	Employer

	Employer
	Accounting
	Internal Employee Investigations
	Employer

	Employer
	Accounting
	Time Management & Reporting
	Employer

	Employer
	Acquiring Company
	Due Diligence 
	Employer

	Employer
	Auditing 
	Auditing
	Employer

	Employer
	Benefits Administration
	Third Party Health Benefits Program Management
	Employer

	Employer
	Business Unit
	Company Reorganizations and Reassignments
	Employer

	Employer
	Corporate Affairs
	Contribution Management
	Employer

	Employer
	Corporate Communications
	Directory Services Maintenance
	Employer

	Employer
	Corporate Security
	Network Traffic Analysis
	Employer

	Employer
	Corporate Security
	Disaster Recovery Planning & Execution
	Employer

	Employer
	Corporate Security
	Locator Management
	Employer

	Employer
	Corporate Strategy Office
	Merger and Acquisition
	Employer

	Employer
	Corporate Training
	Job Related Training
	Employer

	Employer
	Employee Relations
	Employee Relations
	Employer

	Employer
	Employer (Manager, Senior Management)
	Employee Administration
	Employer

	Employer
	Facilities Management
	Physical Plant Monitoring
	Employer

	Employer
	Facilities Management
	Equipment Provisioning
	Employer

	Employer
	Facilities Management
	Facilities Management
	Employer

	Employer
	Finance
	Tax and Regular Government Reporting
	Employer

	Employer
	Former Employer
	Provide Employment Verification
	Employer

	Employer
	General Counsel
	DPA Registration and Permit Application (EU)
	Employer

	Employer
	General Counsel
	Employee Legal Services
	Employer

	Employer
	General Counsel
	External Employee Investigations
	Employer

	Employer
	HR – IT
	Employee Information Systems Management
	Employer

	Employer
	Human Resource Management
	Third Party Health Benefits Program Management
	Employer

	Employer
	Human Resource Management
	Outplacement Services
	Employer

	Employer
	Human Resource Management
	Employee Orientation (On-Boarding)
	Employer

	Employer
	Human Resource Management
	Employee Performance Management
	Employer

	Employer
	Human Resource Management
	Employee Management Metrics
	Employer

	Employer
	Human Resource Management
	Compensation Management and Administration
	Employer

	Employer
	Human Resource Management
	Worker Compensation and on the job Accident Management
	Employer

	Employer
	Human Resource Management
	Conduct Criminal, Background or Credit Check 
	Employer

	Employer
	Human Resource Management
	Health Plan Management
	Employer

	Employer
	Human Resource Management
	Employee Assistance Process
	Employer

	Employer
	Human Resource Management
	Employee Career Planning
	Employer

	Employer
	Human Resource Management
	Skill Assessment Management
	Employer

	Employer
	Human Resource Management
	Acquire & Place Employee
	Employer

	Employer
	Human Resource Management
	Trans-border Flow and Onward Transfer Management of Data
	Employer

	Employer
	Information Security
	Security & Risk Management
	Employer

	Employer
	Information Security
	Knowledge Management
	Employer

	Employer
	Labor Relations
	Union Membership Management
	Employer

	Employer
	Labor Relations
	Works Council Management
	Employer

	Employer
	Operations
	Employee Expense Management
	Employer

	Employer
	Organizational Resource Development
	Organizational Performance Management
	Employer

	Employer
	Organizational Resource Development
	Organizational Planning & Design
	Employer

	Employer
	Prospective Employer
	Applicant Verification
	Employer

	Employer
	Sales
	Third Party Marketing Program Management
	Employer

	Employer
	Employer Computer Systems
	Employee Information Systems Management
	Employer

	Government
	DPA (Data Protection Authority)
	Registration and Permit Application
	Employer

	Government
	Government Agencies for Federal, National, Provincial, State, City and Town entities 
	Tax Filings and responding to Law Enforcement Requests
	Employer

	Government
	Local Law Enforcement Agency
	Conduct Criminal,  Background, or Credit Check
	Government

	Healthcare Provider
	Medical Provider (Doctor, Hospital)
	Examination and Treatment
	Healthcare Provider

	Healthcare Provider
	Medical Testing Unit (Drug, Psychological, Medical, Physical)
	Testing
	Healthcare Provider

	Jurisdiction
	Various Jurisdictions in which the company operates
	Various Jurisdictional Activities
	Employer

	Lawyer
	Attorney (vendor’s, employees, litigants, plaintiff’s]
	Advice, Litigation and Defense
	Employer

	Not Employer
	Client of Employer
	Services
	Employer

	Public Information Provider
	Third Party Provider of “public” information (information aggregator) such as D&B, Credit Bureaus, Axiom, Choice Point, etc
	Public Information about Individuals
	Public Information Provider

	References
	Individuals 
	References
	References

	Retail Customers
	Company’s Customers (corporate)
	Services or Products
	Employer

	Search Engine
	Third Party Provider of “internet” information such as Google, MSN, Yahoo, AOL
	Public Information about Individuals
	Employer

	Union
	Labor Union
	Provide Advocacy to Employee
	Union

	Vendor
	Arbitrators
	Arbitration
	Employer

	Vendor
	Contracted 3rd Party Vendor 
	Vendor Services, such as Payroll, Recruiter, Trainer, Learning Management provider, Wage Verification Company
	Employer

	Vendor
	Credit Unions, Banks and Financial Institutions including Insurance Companies
	Banking Services and in some cases, Insurance Services
	Vendor

	Vendor
	Independent 3rd Party Vendors (Data Processor, Benefits Provider (Insurance, 401K, Retirement, Dependent Care, Information Broker, Supplemental Benefits Provider, Expatriate Assistance, Relocation Assistance) 
	Various Services
	Mixed

	Vendor
	Job boards (Monster, Stepstone, etc.)
	Employment Services
	Mixed

	Vendor
	Legal Counsel (employer’s or employee’s)
	Legal Services
	Mixed

	Vendor
	Travel Agency
	Travel Services
	Employer

	Vendor
	Assessment Provider
	Outplacement Services
	Employer

	Vendor
	Auditing Firm
	Auditing
	Employer

	Vendor
	Data Management and contribution disbursement providers (i.e., United Way)
	Contribution Management
	Employer

	Vendor
	Disaster Recovery Providers
	Disaster Recovery Planning and Execution
	Employer

	Vendor
	Employee Consulting Firm
	Employee relations
	Employer

	Vendor
	Equipment Providers
	Equipment Provisioning
	Employer

	Vendor
	Executive Compensation Consulting Firm
	Compensation Management and Administration
	Employer

	Vendor
	Facility Service/Maintenance Provider
	Facilities Management
	Employer

	Vendor
	Information Security Systems Provider
	Disaster Recovery Planning and Execution
	Employer

	Vendor
	Insurance Provider
	Worker Compensation and on the job Accident Management
	Employer

	Vendor
	Internal Web Master
	Directory Services Maintenance
	Employer

	Vendor
	Organizational Consulting Firm
	Organizational Performance Management
	Employer

	Vendor
	Outplacement Provider
	Outplacement Services
	Employer

	Vendor
	Payroll Processor
	Payroll Processing
	Employer

	Vendor
	PR Firm
	Directory Services Maintenance
	Employer

	Vendor
	Printing Providers
	Directory Services Maintenance
	Employer

	Vendor
	Private Security Providers
	Internal Employee Investigations – including:

· Verification of reimbursable expenses

· Monitoring employee use of company assets

· Worker Comp claims

· Fraud Investigations
	Employer

	Vendor
	Research Consultants
	Employee Relations
	Employer

	Vendor
	Project  Management Systems Providers
	Time Management & Reporting
	Employer

	Vendor
	Recruiter/Placement Consultant
	Skill Assessment Management
	Employee

	Vendor
	Risk Management Consulting Firm
	Disaster Recovery Planning & Execution
	Employer

	Vendor
	Security Hardware/Software Providers
	Locator Management
	Employer

	Vendor
	Third Party Consultants
	Company Reorganization and Reassignments
	Employer

	Vendor
	Third Party IT Administrator
	Network Traffic Analysis
	Employer

	Vendor
	Training Provider
	Job Related Training
	Employer

	Works Council
	Works Council
	Provide Advocacy to Employee
	Works Council


The summary Business entity types:

	Business Entity Type

	Agency

	Association

	Corporate Customers

	Educator

	Employer

	Government

	Healthcare Provider

	Jurisdiction

	Lawyer

	Not Employer

	Public Information Provider

	References

	Retail Customers

	Search Engine

	Systems

	Union

	Vendor

	Works Council


3. Identify a comprehensive list of Media that may be used to collect, store or share Employee Information:

	Media

	Media Category
	Media

	Audio
	Audio and recorded audio logs

	Audio
	Audio Response Unit

	Audio
	Telephone (land line or cell)

	Audio
	Voice Mail

	Certifications
	Industry certifications such as [add]

	Communication
	VPN – Distinguish between home employee and access via public wireless environment

	Computer
	Company Owned or Employee Owned or Public Access

	Facility
	Home Office

	Facility
	Office

	File
	Electronic (Excel, Word, PDF, PPT, gif, jpg, etc.)

	File
	Paper (document, photographs, etc.)

	ID
	Biometrics 

	ID
	ID Badges (with or without picture, ssns/sins/nat’l ids/passport #)

	ID
	Smart Cards

	Lab
	Lab samples (x-rays, drug tests)

	Location
	GPS

	Location
	RFID

	Logs
	Keyboard Logs (record of keystrokes)

	Logs
	Proxy server logs

	Messaging
	E-mail

	Messaging
	Fax

	Messaging 
	Instant Messaging

	Messaging
	Mail

	Messaging
	SMS

	Online
	Internet (3rd Party Portals such as Job Boards, 401K’s, benefits web-sites)

	Online
	Internet (Company Portal)

	Online
	Intranet

	Online
	Satellite

	Online
	Search Engine

	Online
	Wireless Devices (Blackberry, Palm, etc.)

	Paper
	Paper for application, employment contract, pay slip, invoice, tax records, subpoena, etc.

	People
	In Person

	Picture
	Photograph

	Picture
	Company issued camera cell phone

	Storage
	Database

	Storage
	Electronic Storage Devices (servers, hard drives, CD Rom, Microfiche, Magnetic Tape, flash drives)

	Storage
	Personal Electronic Storage Devices (thumb drives, CDs, DVDs)

	Systems
	Job Boards, Job Posting, Recruiting & Staffing, Payroll, HR, Self-Service Administration, Compensation, Travel Reservations, Travel and Expense Disbursements, Training, Learning Management, Compliance & Certification, Benefits (all types), Supplemental Benefits, Employee Assistance Programs, Workforce Management, Health & Safety & Labor Relations Management, Competency & Career & Succession Management, Relocation/EXPAT, Incentives & Awards, Market Pricing, Data Warehouse & Data Marts, Reporting Systems, Security Systems, Monitoring Systems, Email & IM Systems, Directory Services, Incident Management, Investigations, Development & Planning  

	Teleconferencing
	Telephone conference calls, simultaneous translations, recording and replays

	Video
	Video and recorded video logs

	Video
	Video Conferencing and recording and replays

	Webinar
	Webinar Conferencing and simultaneous translations and recording and replays



The summary categories of media:

	Media Category

	Audio

	Certifications

	Communication

	Computer

	Facility

	File

	ID

	Lab

	Location

	Logs

	Messaging

	Online

	Paper

	People

	Picture

	Storage

	Systems

	Teleconferencing

	Video

	Webinar


4.  Identify a comprehensive list of Employee Information Category, Information Elements with Definition and Sensitivity (PI and SPI) (Note that Sensitive Personal Information is generally defined as information relating to ideology, religion, beliefs, racial origin, health or sexual life, trade union membership, and criminal or administrative offenses.) 
	Charitable Contributions , Citizenship, Country of Residence, Employee Place of Birth, Employee Vehicle Information, Employee Videos, Name, Patent Information, Personal Demographics, Permissions, Professional Organization Affiliation, Publications, Shopping and Buying Patterns, Gender, Profile Information, Automated “Decisioning” Information, Building Access Designation, Corporate System Audit Log History, Digital Certificate or “Site Key”, Electronic Signatures, Logon Ids, Passwords, System Access Authorizations, Background Data, Criminal arrests or convictions, Employee Investigations, Judgments in civil cases, Benefit Choices , Benefits Usage, Bonus & Stock Options and History, Expense Reports, Salary & Compensation, Executive Benefits Information, Salary Plan, Name, Business Phone, Fax, Email Address & Business Address, Dependent date(s) of Birth, Dependent name(s), Employee Photographs, Family Member Information (name, address, age, benefits, etc.), Height, Weight, Hair Color, Skin Color, Color Blind, Immigration Status, Marital Status, National Origin, Political Opinions, Race or Ethnicity, Religious or Philosophical beliefs, Sexual orientation, Travel Preference (Religious), Travel Restrictions (Health), Bank Account #s, Company Issued Credit Card , Credit Card Number(s), Financial data, such as credit rating and assets and liabilities, Restricted Parties List, Dependent Health Claims, Disability history or current status, Disability Requirements, Employee Health Claims, Employee Physical Records, Fitness Records, Genetics & DNA, Health or Medical Information, Leave of Absence Reason, On-site Medical Information, Special Needs (holiday or work environment related needs such as wheel chair accessible), Workers Compensation Information (from on the job accident), Driver’s License #, National ID Number(s), Passport number, Personal Vehicle License #, Social Security Number(s), Email History, both Business and Personal , Employee Monitoring Information IT Usage, Employee Monitoring Information Informed Testing, FTP History of Files Sent & Received, Internet Usage, Physical Monitoring, System Audit Logs, 360 Reviews of Employees from Management & Peers, Achievement Awards, Administrative sanctions, Business Conduct Infraction, Development Plan, Discipline Information, Employee potential insider actions, such as actual & intent of stock sale, Family Member potential insider actions, such as actual & intent of stock sale, Incentive Awards, Key Accomplishments and Awards, Key Objectives, Performance Monitoring Information, Performance Plan, Performance Potential Rating, Performance Rating History, Policy Violation History, both manual and electronic, Home E-mail Address, 
Consents, Emergency Contact, Hobbies, Political Action Contribution (PAC) Participation, Travel Preferences, Travel Restrictions, Veteran Status, Home Telephone #, Cell Phone#, Pager #, Phone # of Friends or Family for use during the job search, Salary History, Billable Hours to Clients, Project and Time Information, Tax Information Individual, Travel Plans, Employee Day, Month and Year of Birth, Home Address(es), Identifiers (Finger Prints, Retinal images, and , other Biometrics), Employee Company Assets, Miscellaneous Employee Equipment, Competencies, CV or Resume (as written by applicant), CV or Resume (as written, annotated or redacted by recruiter), Education, Grades and Transcripts, Employee References, Employee Volunteer & Network Affiliations, Employment Application, Ergonomic Information, IQ and Language Skill Test Scores (SAT, etc.), Job History, Job Title, Language Proficiencies, Patent Information/Records, Resume, Security Clearance (Government), Service Usage Data, Test Scores for company administrated tests, Trade Association Membership, Training Classes – Professional Accreditation, Training Classes Taken, Anniversary Date and Years of Service, Company Employee ID#, Company Vehicle Assignments, Company Vehicle Field Records, Corporate Library Records, Cost Center, Employee Online Calendar, Employee Surveys, Exit Interview Information, Flexible Work Arrangements, Grievance Information, Hire Date, Job Code, Job Grade, Exempt vs. Non-Exempt, Job Requisitions, Open Positions and Vacancies, Leave of Absence Data, Organizational data, Project Billing Information, Purchase History, Real Estate, Supervisor Name, Tax Information Company, Termination Date, Termination Reason, Time Off Data, Time Off Information, Voice Recording, Work Cell Phone #, Work Telephone #


	Employee Information 

	Information Category
	Information Elements
	PI or SPI
	Information Element Definition

	Personal
	Charitable Contributions 
	PI
	Employee’s contributions through payroll deductions or through company sponsored and controlled charitable campaigns.

	Personal
	Citizenship
	PI
	Country(s) where citizenship is recognized

	Personal
	Country of Residence
	PI
	Official country of residence (if different than current assigned location)

	Personal
	Employee Place of Birth
	PI
	City, state, country

	Personal 
	Employee Vehicle Information
	PI
	Parking Permit, Vehicle Make/Model, License Plate

	Personal 
	Employee Videos
	PI
	May be obtained through corporate training, marketing activities or other forms of internal corporate communication

	Personal
	Name
	PI
	Current and past legal names

	Personal
	Patent Information 
	PI
	Patents obtained or pending that are the property of the employee 

	Personal
	Personal Demographics
	PI
	Family income, investment preferences, residence status, home owner, education level, [add]

	Personal
	Permissions
	PI
	These are permissions for the use of individual’s PI or SPI for an internal work committee, an internal or external  volunteer program, product, marketing purposes

	Personal
	Professional Organization Affiliation
	PI
	Names, positions held, dates, of affiliations

	Personal
	Publications
	PI
	Publications authored by employee including thesis work in undergrad/graduate/PhD programs as well as articles published in third-party media such as journals.

	Personal
	Shopping and Buying Patterns
	PI
	Extrapolation of information obtained through normal corporate marketing activities

	Personal
	Gender
	PI
	The employee gender, as in male or female

	Public or Semi-Public Information
	Profile Information
	PI
	Personal information available on various data bases aggregated for use by various industries or communities:  Such data bases could include the MIB data base available to the U.S. Insurance Industry, the ??? data base available to all pharmacies in the U.S. containing all of the prescriptions filled in the U.S., the various community data bases such as Face Book, My Space, etc. available to college communities, the marketing data bases that know what the last purchases individuals have made such that catalogs can be targeted to their buying style, government data bases that include property records and tax records 

	Recruiting
	Automated “Decisioning” Information 
	PI
	The automated processing of a CV and the use of a resultant CV or resume score to streaming the intake of candidates.  In some jurisdictions this process alone, without human intervention is not legal

	Security
	Building Access Designation
	PI
	Specific physical locations authorized for access, duration and expiration for access

	Security
	Corporate System Audit Log History
	PI
	For internal systems – usage information and audit log information

	Security
	Digital Certificate or “Site Key”
	SPI
	Security information that authenticates to the employee that the entity sending the them the information is legitimate

	Security
	Electronic Signatures
	SPI
	Such signatures are often required by internal e-mail and system approval processes

	Security
	Logon Ids
	SPI
	Broadly required for one or more corporate systems

	Security
	Passwords
	SPI
	Correlated to userid’s for all internal corporate systems

	Security
	System Access Authorizations 
	SPI
	Specific system authorizations.  May include Access Rights and Clearance within divisional boundaries and outside depending on the system various levels of authorization

	Sensitive- Background   
	Background Data
	SPI
	The collection of information in different jurisdictions that defines information about an employee’s background.  It can include, depending upon the jurisdiction, information about criminal records

	Sensitive- Background
	Criminal arrests or convictions
	SPI
	Information volunteered or obtained through employee background checks or additional investigations

	Sensitive- Background
	Employee Investigations 
	SPI
	Employee investigations, initiated based upon a complaint. The information will contain the initial complaint information along with analysis and conclusions.  

	Sensitive- Background
	Judgments in civil cases
	SPI
	Obtained through course of background checks or other investigations

	Sensitive Benefits*
	Benefit Choices 
	SPI
	The medical and non-medial selected benefits chosen by the employee

	Sensitive Benefits*
	Benefits Usage
	SPI
	The usage information of the medical and non-medical benefits chose by the employee 

	Sensitive Benefits* - Financial 
	Bonus & Stock Options and History
	SPI
	Compensation plan for the employee which include eligibility, accrued benefits and government required reporting information

	Sensitive Benefits* - Financial
	Expense Reports
	SPI
	Receipts, expense reports, disallowed expenses, itemized information 

	Sensitive Benefits* - Financial
	Salary & Compensation
	SPI
	Current information

	Sensitive Benefits* - Financial Exec
	Executive Benefits Information
	SPI
	Benefits to include club membership, use of company planes, limos, tuition for children’s school, living expenses, etc.

	Sensitive Benefits*- Financial
	Salary Plan
	SPI
	Projections of future salary/compensation

	Sensitive Business* - Contact
	Name, Business Phone, Fax, Email Address & Business Address
	SPI
	Current information – may be made available in a corporate directory available to all employees

	Sensitive- Discrimination
	Dependent date(s) of Birth
	SPI
	Includes spouse, children and other legal dependents

	Sensitive- Discrimination
	Dependent name(s)
	SPI
	Includes spouse, children and other legal dependents

	Sensitive- Discrimination
	Employee Photographs
	SPI
	The optional use of employee photographs for ID’s and/or corporate directory

	Sensitive- Discrimination
	Family Member Information (name, address, age, benefits, etc.)
	SPI
	Spouse, children or other legal dependents

	Sensitive- Discrimination
	Height, Weight, Hair Color, Skin Color, Color Blind
	SPI
	Information may be obtained solely through observation, or through generation of security ID

	Sensitive- Discrimination
	Immigration Status
	SPI
	Legal resident, green card, visa

	Sensitive- Discrimination
	Marital Status 
	SPI
	Includes current status (widowed, divorced), former spouses, including domestic partner

	Sensitive- Discrimination
	National Origin
	SPI
	Country of birth

	Sensitive- E.U.
	Political Opinions
	SPI
	Information obtained voluntarily from employee or through public domain information on political affiliations (party membership)

	Sensitive- E.U.
	Race or Ethnicity
	SPI
	Information provided on employment applications, volunteered by employee, or assessed by employer

	Sensitive- E.U.
	Religious or Philosophical beliefs
	SPI
	Information provided on employment applications, volunteered by employee, or assessed by employer

	Sensitive- E.U.
	Sexual orientation
	SPI
	Information volunteered by employee through identification of legal partner, or assessed by employer

	Sensitive- E.U.
	Travel Preference (Religious)
	SPI
	Information on employees preferences for airlines, hotels, car rentals, special dietary requirements, etc. that would imply religious preference

	Sensitive- E.U.
	Travel Restrictions (Health)
	SPI
	Any information relative to health, physical requirements or travel to foreign countries due to country of citizenship that would imply health.

	Sensitive- Financial
	Bank Account #s
	SPI
	The employee’s bank account number for direct deposits of payroll, payments of loans, employee stock purchase plans, 401K plans and other types of payments made directly out of the employee’s salary 

	Sensitive- Financial
	Company Issued Credit Card 
	SPI
	Credit Card issued to employee to be utilized for travel and other company business.  Company to have access to purchase history and perhaps reports of purchases that may not be for authorized business purposes 

	Sensitive- Financial
	Credit Card Number(s)
	SPI
	The personal credit card number(s) of an employee, often obtained through employee purchases during business trips

	Sensitive- Financial
	Financial data, such as credit rating and assets and liabilities
	SPI
	This information might be used by employer to validate repayment capability of employee for loans or credit purchase made by employer. Such information may include a full financial statement including the entire net worth of the employee and spouse or partner.

	Sensitive- Government
	Restricted Parties List
	SPI
	Government agency or law enforcement generated lists 

	Sensitive- Health
	Dependent Health Claims
	SPI
	Processed directly through employer or by a third party company managing employee health claims

	Sensitive- Health
	Disability history or current status
	SPI
	Information on previous claims and/or current disability claim

	Sensitive- Health
	Disability Requirements
	SPI
	Information documenting employee needs during disability and/or upon return to work.

	Sensitive- Health
	Employee Health Claims
	SPI
	The health claim information of an employee or his/her family in those countries where health claims are needed.  Claims are processed directly through employer or by a third party company managing employee health claims

	Sensitive- Health
	Employee Physical Records
	SPI
	The legally obtained through company required physical examination or indirectly through employee health claim information

	Sensitive- Health
	Fitness Records
	SPI
	Information obtained through participation in volunteer or mandatory corporate fitness programs (given that they divulge a problem)

	Sensitive- Health
	Genetics & DNA
	SPI
	Required in certain high security industries. May be obtained by company investigation/analysis 

	Sensitive- Health
	Health or Medical Information
	SPI
	Other medical information obtained through employment application, application for disability benefits, etc.

	Sensitive- Health
	Leave of Absence Reason
	SPI
	Includes supporting documentation (medical, legal, etc.)

	Sensitive- Health
	On-site Medical Information
	SPI
	Information obtained through contact with employer on-site medical facilities 

	Sensitive- Health
	Special Needs (holiday or work environment related needs such as wheel chair accessible)
	SPI
	Religious observances, dietary requirements, special medical needs and/or constraints.

	Sensitive- Health
	Workers Compensation Information (from on the job accident)
	SPI
	Details of the accident, claim information, all government required filing data, legal assessment, internal investigation information

	Sensitive- ID
	Driver’s License #
	SPI
	Required in employment applications and/or other forms of identification

	Sensitive- ID
	National ID Number(s)
	SPI
	Used by countries outside the U.S. (currently)

	Sensitive- ID
	Passport number
	SPI
	Required for approval of visas, especially for companies where foreign TDY’s are used.

	Sensitive- ID
	Personal Vehicle License #
	SPI
	Required for secure parking facilities 

	Sensitive- ID
	Social Security Number(s)
	SPI
	For employee and dependents

	Sensitive- Monitoring
	Email History, both Business and Personal 
	SPI
	Part of employer logging will include the retention of email information for some period of time.  Depending on system configuration may be available to employee as well

	Sensitive- Monitoring
	Employee Monitoring Information IT Usage 
	SPI
	Information obtained legally by IT or Security as it relates to the informed use of the internet, email, video, traffic, badge use, keystrokes, land and cell phone monitoring 

	Sensitive- Monitoring
	Employee Monitoring Information Informed Testing 
	SPI
	Information obtained legally by the authorized use of informed drug and alcohol testing.

	Sensitive- Monitoring
	FTP History of Files Sent & Received
	SPI
	The history of the files sent by the employee out of the company: their destination or source, the frequency, the dates, their content

	Sensitive- Monitoring
	Internet Usage
	SPI
	Corporate systems – monitored through security functions

	Sensitive- Monitoring
	Physical Monitoring
	SPI
	Tracking location of employee on corporate property either by electronic means or by human observing.  Track location of employee in general by electronic means via GPS or RFID or other electronic means used in toll roads or subway systems or by human observations

	Sensitive- Monitoring
	System Audit Logs
	PI/SPI
	Tracking for audit purposes of internal system usage

	Sensitive -Performance*
	360 Reviews of Employees from Management & Peers
	SPI
	Employee reviews performed from a 360 degree perspective, summarizing feedback from management and peers

	Sensitive -Performance*
	Achievement Awards
	SPI
	Work related or sponsored achievement awards

	Sensitive -Performance*
	Administrative sanctions
	SPI
	Information related to the reason, date, duration of the sanction

	Sensitive -Performance*
	Business Conduct Infraction 
	SPI
	Information related to the reason, date, action required as a result of the infraction

	Sensitive -Performance*
	Development Plan
	SPI
	Career objectives, education objectives, development actions

	Sensitive -Performance*
	Discipline Information
	SPI
	Information related to a disciplinary action including date and description – action taken – employee response

	Sensitive -Performance*
	Employee potential insider actions, such as actual & intent of stock sale
	SPI
	Information regarding a violation of the company code of conduct and the subsequent disciplinary action.

	Sensitive -Performance*
	Family Member potential insider actions, such as actual & intent of stock sale
	SPI
	Information on employee dependents/relatives and corporate stock transactions (information required by SEC?). Information regarding a violation of the company code of conduct and the subsequent disciplinary action of the employee if the insider information came from the employee

	Sensitive -Performance*
	Incentive Awards
	SPI
	Corporate sponsored incentive programs – both for product sales, efficiency awards, new employees

	Sensitive -Performance*
	Key Accomplishments and Awards
	SPI
	Information volunteered by employee or obtained through corporate sponsored after work activities.

	Sensitive -Performance*
	Key Objectives
	SPI
	Personal goals objectives – volunteered by employee

	Sensitive -Performance*


	Performance Monitoring Information
	SPI
	Performance improvement plans, special performance programs over and above regular performance plan 

	Sensitive -Performance*
	Performance Plan
	SPI
	Annual or semi-annual plan agreed to by employee and supervisor

	Sensitive -Performance*
	Performance Potential Rating
	SPI
	Management level process that identifies (and/or ranks) employees in terms corporate growth potential

	Sensitive -Performance*
	Performance Rating History
	SPI
	All performance ratings throughout employment

	Sensitive -Performance*


	Policy Violation History, both manual and electronic
	SPI
	Any violations of corporate policy such as vendor interactions, privacy infractions, etc.

	Sensitive- Personal* 
	Home E-mail Address
	SPI
	Usually provided as a form of secondary contact

	Sensitive- Personal*
	Consents
	SPI
	This can include privacy consents to allow the collection, storage, sharing and transborder flow of PI and/or SPI. The sharing can include the purpose and the PI as well as the destination(s) internally or externally and the subsequent contact media, time of day and language.  The trans-border preference can include the purpose and the PI and naturally any subsequent contact preferences.  

	Sensitive- Personal*
	Emergency Contact
	SPI
	Including name, phone number(s) addresses, emails, relationship, [add]

	Sensitive- Personal*
	Hobbies
	SPI
	Volunteered information – may be obtained through corporate sponsored after work activities.

	Sensitive- Personal*
	Political Action Contribution (PAC) Participation
	SPI
	Information obtained through employee initiated contributions to company sponsored PAC or through public domain information 

	Sensitive- Personal*
	Travel Preferences
	SPI
	Information on employees preferences for airlines, hotels, car rentals, special dietary requirements, etc.

	Sensitive- Personal*
	Travel Restrictions
	SPI
	Any information relative to health, physical requirements or travel to foreign countries due to country of citizenship.

	Sensitive- Personal*
	Veteran Status
	SPI
	Dates of service, discharge status, rank obtained

	Sensitive- Personal* 
	Home Telephone #, Cell Phone#, Pager #, Phone # of Friends or Family for use during the job search
	SPI
	May be provided during an application process as contact numbers.  May or may not (depending on employee approval) be included in a corporate directory.  May include additional numbers of friends or family to ensure that contact is successful during the job search

	Sensitive- Personal*
	Salary History 
	SPI
	All previous years of employment

	Sensitive- Personal*
	Billable Hours to Clients
	SPI
	Billable time for clients spent by attorneys, consultants, etc.

	Sensitive- Personal*
	Project and Time Information
	SPI
	Time, Expenses, Target Dates, Completion Dates for internal purposes

	Sensitive- Personal*
	Tax Information Individual
	SPI
	IRS, state and local tax filings

	Sensitive- Personal*
	Travel Plans
	SPI
	Information on future business related travel

	Sensitive- Potential
	Employee Day, Month and Year of Birth
	SPI
	The employee birth day month and year.

	Sensitive- Potential
	Home Address(es)
	SPI
	Current and last x years of previous addresses

	Sensitive- Potential
	Identifiers (Finger Prints, Retinal images, and , other Biometrics)

	SPI
	Required in certain high security industries

	Work Equipment
	Employee Company Assets 
	PI
	The assets, furniture, computers, other equipment officially assigned to employee for their use on company property or company business

	Work Equipment
	Miscellaneous Employee Equipment
	PI
	Serial numbers and other identifying numbers of cell phone, personal computer, pager and other equipment

	Work History
	Competencies
	PI
	Skills indicated on employment application, on tests taken during the application process or obtained through course of employment

	Work History
	CV or Resume (as written by applicant)
	PI
	CV or Resume as written by the applicant.  This document may include additional information detailed in the category of Work History and perhaps Personal and sometimes other categories as well

	Work History
	CV or Resume (as written, annotated or redacted by recruiter)
	PI
	CV or Resume as written annotated or redacted by the recruiter.  This document may include additional information detailed in the category of Work History and perhaps Personal and sometimes other categories as well

	Work History
	Education, Grades and Transcripts
	PI
	Such information is required for validation of degree information on resume through hiring process or upon completion of a degree during employment.  Students and interns are required to produce transcripts of grades.  May also include education reimbursement through corporate sponsored programs.

	Work History
	Employee References
	PI
	Obtained through employment application

	Work History
	Employee Volunteer & Network Affiliations
	PI
	This may be company sponsored volunteer activities or company sponsored organizations, where employee is given time during the job or on personal time to participate.

	Work History
	Employment Application
	PI
	May include multiple applications if employee worked as a student or intern

	Work History
	Ergonomic Information
	PI
	Special requirements on workplace needs due to physical needs or handicaps

	Work History
	IQ and Language Skill Test Scores (SAT, etc.)
	PI
	May be given during the recruiting process.  Often IQ tests are usually appropriate for student or interns.

	Work History
	Job History
	PI
	Obtained from employment application for history prior to joining corporation – also can include history of positions held within corporation

	Work History
	Job Title
	PI
	Current position and former positions

	Work History
	Language Proficiencies
	PI
	Obtained from employment application or through course of employment

	Work History
	Patent Information/Records
	PI
	Patents obtained or pending that are the property of the corporation 

	Work History
	Resume
	PI
	Obtained through initial employment application – updated versions may be kept on file 

	Work History
	Security Clearance (Government)
	PI
	Required for certain of contract obligations with government agencies

	Work History
	Service Usage Data
	PI
	??

	Work History
	Test Scores for company administrated tests
	PI
	Including initial employment application scores and ongoing skills assessments

	Work History
	Trade Association Membership
	PI
	Information volunteered by employee or through public domain information

	Work History
	Training Classes – Professional Accreditation
	PI
	Continuing education credits required by governing boards of professions

	Work History
	Training Classes Taken
	PI
	Internal corporate training classes – includes dates & completion information or any application test information

	Work Information
	Anniversary Date and Years of Service
	PI
	The month day and year considered as the employee annual anniversary and the number of years the employee has worked for the company.  This is used for the calculation of pension, vacation, etc.

	Work Information
	Company Employee ID#
	PI
	Appropriate alternative to use of SSN as a corporate identifier

	Work Information
	Company Vehicle Assignments
	PI
	Company Vehicle information of the vehicle assigned to employee, which may include:  VIN number, type of vehicle, date put in service, etc.

	Work Information
	Company Vehicle Field Records
	PI
	Company Vehicle information of vehicle assigned to employee, which may include mileage, gas consumption, vehicle service, location tracking reports.

	Work Information
	Corporate Library Records
	PI
	Information on books checked out, research papers ordered, documents printed and information searches conducted

	Work Information
	Cost Center
	PI
	Accounting information linking employee to budget/cost information

	Work Information
	Employee Online Calendar
	PI
	Individual employee’s on-line business related calendar

	Work Information
	Employee Surveys
	PI
	Internal surveys – may include product related questions as well as organizational and operational questions

	Work Information
	Exit Interview Information
	PI
	Data obtained upon separation of employee

	Work Information
	Flexible Work Arrangements
	PI
	Description of both flexible hours and flexible work locations (from employee home or other non-company facility)

	Work Information
	Grievance Information
	PI
	Date and details of all filings either through union process or through HR process

	Work Information
	Hire Date
	PI
	Official employment date

	Work Information
	Job Code
	PI
	Current position and former positions held

	Work Information
	Job Grade
	PI
	MSA zones, band, etc 

	Work Information
	Exempt vs. Non-Exempt
	PI
	Employee Status as hourly or staff

	Work Information
	Job Requisitions, Open Positions and Vacancies
	PI
	Trail of internal positions applied for by employee

	Work Information
	Leave of Absence Data
	PI
	Date, duration, approval information

	Work Information
	Organizational data
	PI
	Current position within organizational structure.  May be included in directory of organizational charts.

	Work Information
	Project Billing Information
	PI
	For billing connected to contracts – time/materials 

	Work Information
	Purchase History
	PI
	Information obtained through normal corporate marketing activities of employee’s purchase of companies products

	Work Information
	Real Estate
	PI
	Office/Cube address, dimensions, configuration, ergonomic requirements

	Work Information
	Supervisor Name
	PI
	Current and former within corporation

	Work Information
	Tax Information Company
	PI
	Employee designated entity to prepare tax filings?

	Work Information
	Termination Date
	PI
	Date of termination with current employer

	Work Information
	Termination Reason
	PI
	Includes supporting documentation (investigations, legal, etc.)

	Work Information
	Time Off Data
	PI
	Accrued and Taken (Vacation, Holidays, Sick Time, Overtime Compensation)

	Work Information
	Time Off Information
	PI
	Vacation or Time Off Allotment

	Work Information
	Voice Recording
	PI
	Used for internal voice mail and other security related activities.

	Work Information
	Work Cell Phone #
	PI
	Corporate provided cell phone – may be included in a corporate directory

	Work Information
	Work Telephone #
	PI
	Usually included in a corporate directory


* These information categories were originally not designated as ‘sensitive’ but re-categorized as a result of the employee responses in the 2006 Ponemon Institute study, Americans’ Perceptions about Workplace Privacy and the 2007 Ponemon Institute study, Workplace Survey on the Privacy Age Gap.

The summary of employee information categories: 

	Information Category
	PI or SPI

	Personal
	PI

	Public or Semi-Public Information
	PI

	Recruiting
	PI

	Security
	PI

	Sensitive- Background
	SPI

	Sensitive- Benefits*
	SPI

	Sensitive-Business*
	SPI

	Sensitive- Discrimination
	SPI

	Sensitive- E.U.
	SPI

	Sensitive- Financial
	SPI

	Sensitive- Government
	SPI

	Sensitive- Health
	SPI

	Sensitive- ID
	SPI

	Sensitive- Monitoring
	SPI

	Sensitive- Performance*
	SPI

	Sensitive- Personal*
	SPI

	Sensitive- Potential
	SPI

	Work Equipment
	PI

	Work History
	PI

	Work Information
	PI


* These information categories were originally not designated as ‘sensitive’ but re-categorized as a result of the employee responses in the 2006 Ponemon Institute study, Americans’ Perceptions about Workplace Privacy and the 2007 Ponemon Institute study, Workplace Survey on the Privacy Age Gap.

5. Identify a comprehensive list of Employer Business Processes 

	Employer Business Processes

	Business Process Category
	Summary Business Purpose/Processes
	Definition

	Benefits: EAP
	Employee Assistance Process
	Providing drug, alcohol, family, stress, organizational skills (work life program) counseling

	Benefits: Health Plan Mgmt
	Health Plan Management
	Providing, where there employees are not covered by government health plans, health plans for employees and their families or partners

	Benefits: Supplemental Benefits Admin 
	Supplemental Benefits Administration
	Administering supplemental benefits plans in the countries in which they apply

a. Managing life, health, dental, vision, savings plans (education etc.), 

b. Dependants or Employee Insurance Management

c. Employee Severance Program

d. Employee Relocation Program

e. Business Phone Usage

f. Tuition Reimbursement

g. Employee Stock Purchase Program

h. Benefits Vendor Management

i. Employee Phone Purchase Program

j. Health Care and Dependant Care Reimbursement Plans

	Benefits: Supplemental Benefits Admin 
	Third Party Benefits Program Management
	Providing additional discounted benefits to employees related to life style balancing, healthy living, travel, exercise, etc. 

	Benefits: Supplemental Benefits Admin
	Employee Legal Services
	Provide employee access to legal services for personal matters.

	Benefits: Supplemental Benefits Admin
	Third Party Financial Services Program Management
	Provide banking, insurance and brokerage services to employees for 401K’s, IRA’s, etc.

	Benefits: Workers Compensation 
	Workers Compensation and On the Job Accident Management
	Managing the process of compensating and treating employees for injuries that have occurred on the job 

	Business Marketing Execution
	Business Marketing Execution
	Marketing to employees as clients/customers via mail, email, phone, telemarketing, sms, mms, fax , based upon their permissions

	Business Marketing Product Analysis
	Company Product Specific Analytic Processes 
	Analyzing the company products that support the business of the company that often touch on employee personal information because an employee is often a customer.

· Customer Profiling

· Website Tracking, Monitoring and Analysis

· Customer Profitability Analysis

· Etc.

	Business Marketing Product Analysis
	Third Party Marketing Program Management
	Managing the standard external marketing processes that support the business of the company that often touch on employee personal information because an employee is often a customer.

· Customer Profiling

· Website Tracking, Monitoring and Analysis

· Customer Profitability Analysis

· Etc.

	Business Marketing Product Development
	Product Marketing Program Management
	Marketing the company products that support the business of the company that often touch on employee personal information because an employee is often a customer.

· Customer Profiling

· Website Tracking, Monitoring and Analysis

· Customer Profitability Analysis

· Etc.

	Business Sales
	Business Specific Sales Processes
	Selling the company products.  Includes the full sales cycle processes for selling company services to an employee.  This may include special employee sales units and naturally may include the personal and sensitive personal information processing for products such as financial products, health or discount drug related products, telecommunications products, personal computers, etc. depending on the business the company is in. This would include special processes established to protect the privacy of the employee and the company.  For example a bank may have special processes for employee accounts to minimize the sharing of personal information about employees within the company.

	Business Service
	Business Specific Service Processes
	Providing the full spectrum of processing necessary to deliver company products to customers including employees.  This would include special processes established to protect the privacy of the employee and the company.  For example a bank may have special processes for employee accounts to minimize the sharing of personal information about employees within the company.

	Communications
	Employee Communications Management
	Planning, developing and executing employee communications

	Communications
	Knowledge Management
	Managing Company Portals, Intranets, intellectual capital and physical libraries

	Community Service Programs
	Contribution Management 
	Managing political and charitable contributions and community support programs 

	Compensation Management
	Compensation Management and Administration
	Defining, managing and administering compensation programs at all levels across the corporation in the countries in which they apply

· Executive compensation programs

· Officer compensation programs, including stock options and bonuses

· Officer Car Programs

· Stock Option Administration

· 401k Plan (or similar) Administration

· Retirement/Pension Plan (or similar) Administration

	Competency, Performance, Career & Succession Management
	Employee Career Planning
	Developing with the employee a career plan

	Competency, Performance, Career & Succession Management
	Employee Performance Counseling
	Providing employee counseling and performance coaching

	Competency, Performance, Career & Succession Management
	Employee Performance Management
	Facilitating performance reviews (mid year, year end, development plans), 360 feedback, bonuses, awards, discipline, promotions, demotions

	Competency, Performance, Career & Succession Management
	Mentoring Program
	Facilitating the development of the employees of the company through a strong mentoring program

	Competency, Performance, Career & Succession Management
	Outplacement Services
	Providing the assistance to employees as they make career transitions

	Competency, Performance, Career & Succession Management
	Student and Intern Program Management
	Managing student, intern and management fast track programs 

	Competency, Performance, Career & Succession Management
	Succession Planning & Training
	Developing and maintaining succession programs that include mentoring and training

	Competency, Performance, Career & Succession Management
	Time Management & Reporting
	Facilitating the recording and reporting of employee time

	Compliance and Audit
	Auditing
	Conducting internal and external audits and presenting to the audit committee and the board of directors the results annually

· Examine Documentation and Interview Personnel

· Identify Controls

· Draft Findings and Recommendations

	Compliance and Audit 
	Oversight of Political and Outside of Work Activities
	Monitoring of personal activities which may conflict with company guidelines 

	Compliance and Audit
	Statutory Compliance Management
	Managing compliance to all laws and regulations (such as those in the United States (OHSA, FEMA, labor laws, privacy and security laws, employee monitoring laws and equal opportunity or disability government reporting) and similar laws and regulations in other countries)

	Employee Information Management
	Information Management


	Managing the collection, storage, usage, dissemination, retirement, notice, choice, access, recourse, security, trans-border flow of prospective, current, & past employees, certain classes of employees (race, religion, affiliations, gender), through employee maintenance or self-service updates.  The implementation standards, procedures and guidelines that support the privacy policy

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Employee Orientation Management
	Developing, maintaining and executing new hire training to new employees and temporary employees as they are introduced into the company

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Equipment Provisioning
	Provisioning employees with the tools and equipment they need to do their job in an efficient and effective manner, including ergonomic requirements needed to support their physical needs

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Facilities Management
	Planning the workplace and placing the employees in their locations based upon their needs

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Locator Management
	Managing employee locating processes and devices such as Voice routers, employee lists, employee physical GPS locators, et al

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Policy Commitment Management 
	Facilitating the annual certification process of ensuring that each employee commits to the abide by the policies dictated by the board of directors and/or the law

	Government Reporting
	Business Data Processor
	For identification and registration or DPA permit in EU.

	Government Reporting
	DPA Registration and Permit Application (EU)
	

	Government Reporting
	External Employee Investigations 
	Providing legally requested government reporting for anti-terrorist or similar law enforcement purposes on individual, response to subpoenas

	Government Reporting
	Tax and Regular Government Reporting
	Providing required company and employee government reporting information about individuals

	Health, Safety & Labor Relations Management
	Union Membership Management
	Managing the relationships with Union leadership and members

	Health, Safety & Labor Relationship Management
	Safety Management
	Managing the health and safety of the work environment including ensuring that the company has evacuation procedures, floor fire marshal responsibilities, procedures regarding disabled employees, OSHA compliance

	Health, Safety & Labor Relationship Management
	Works Council Management
	Supporting the dialog between the employees and management between the formal E.U. Works Council mechanism

	Legal
	Employee Related Litigation Management
	Supporting the company in any and all litigations or legal complaints brought against the company

	Payroll & Contract Administration
	Employee Contract

Administration
	Administering the payment of contract or temporary workers

	Payroll & Contract Administration
	Payroll Processing
	Administering Salary, special compensation processing (bonuses etc.), earnings and revenue filings

· Regular Salary

· Annual Bonus Processing

· Special Bonus Processing
· Payroll Applications     

	Permissions Management for Business Marketing
	Permissions Management for Marketing
	Managing general employee permissions as a client/customer including choices for use and distribution of personal information, contact preferences and content preferences 

	Privacy Management
	Access & Recourse Process
	Accepting and processing complaints of all nature, including whistle blowing hotlines where permitted

	Privacy Management
	Notice & Awareness
	Delivering Notification of benefits, Notification of Privacy and Notification of Company Policy

	Privacy Management
	Privacy Consent Management
	Managing employee consents, both implicit and explicit.  Included in this process would be the retention of historical evidence of the consents given.  Also included in this process would be delegated consents where an employee authorizes a spouse for example.

	Privacy Management
	Processing Purpose, Legitimacy Conditions and Legal Basis Management
	Managing to the processing purposes for which the personal information was collected and ensuring that there is a legitimate condition or legal basis for the collection, storage, use, sharing, transport, retention and destruction of the personal information

	Privacy Management
	Trans-border Flow and Onward Transfer Management
	Managing the flow of personal or sensitive personal information according to the consents and marketing permissions provided and the adequacy contracted for.  This would include not only the flow for systems processing, but the flow that occurs when the information is to be accessed by someone outside of the protected area or is to be accessed by a foreign national. 

	Procurement
	Vendor Contract Management
	Managing of the entire life cycle of acquiring a vendor through auditing and retiring a vendor

	Recruitment
	Acquire & Place Employees
	Recruiting (online, colleges, MBA, conferences, ads)

k. Recruiting

l. Hiring

	Recruitment
	Automated Decisioning Processes
	

	Recruitment
	Conduct Criminal, Background or Credit Checks
	Performing Background Checks, Credit Checks, DMV Checks, and Criminal Checks

	Security & Risk Management 
	Employee Monitoring and Network Traffic Analysis
	· Internet Usage

· Email Monitoring

· Phone Usage

· Etc.

	Security & Risk Management
	Fraud Management and Investigations 
	Conducting investigations, both internal and external

	Security & Risk Management
	Insider Trading Monitoring and Administration
	Monitoring the company stock transactions and administering any suspicious activity relative to insider trading

	Security & Risk Management
	Network Traffic Analysis
	· Internet Usage

· Email monitoring

· Phone Usage

· Etc.

	Security & Risk Management
	Physical Plant Monitoring
	Securing the physical facilities from unauthorized entry

	Security & Risk Management
	Secure Shipping or Secure Communications
	Securing the communications channels

	Security & Risk Management
	Security & Risk Management 
	Securing the data, the people and processes, the systems and the networks from harm.  

· Includes the application of a higher level of security depending upon the sensitivity of the data. Intrusion Detection

· Asset and Release Management

· Patch Management

· Intrusion Prevention

· Anti-Virus Management

· Spam Management

· Content Blocking 

· Spy Ware Management

· Secure Data in Transit

· Secure Data at Rest

· Threat Management

· Incident Management

	Security & Risk Management
	Security Access, Authentication, Authorization Administration
	Administering the physical and electronic systems access processes, including the identification of an employee to the provisioning of the various access mechanisms that aid in identifying the individual to establishing the authorization profiles for the employee as they change positions within the company.  

	Security & Risk Management
	Security Monitoring (Video and Electronic Surveillance)
	Protecting personal information and intellectual property, e.g. banning use of camera cell phones.  Protection of personal privacy as well.  Includes the use of screening devices such as used in airports including the use of “see through x-rays”

	Strategy, Planning, Policy Procedure
	Disaster Recovery Planning & Execution
	All phases of planning and execution for employees, facilities, physical assets and information assets.

	Strategy, Planning, Policy Procedure
	Merger and Acquisition
	Determining strategic plan for employees in both acquired and acquiring companies. 

	Strategy, Planning, Policy, Procedure
	Strategy, Planning, Policy, Procedure
	Developing employee handbooks and contracts, guidelines, procedures, acceptable use rules, code of ethics, privacy and security strategy

	Training & Career Development
	Job Related Training
	Providing job related training for the employee

	Training & Career Development
	Skill Assessment Management
	Assessing the skills of an employee

	Travel & Expense Management
	Employee Expense Management
	Managing and paying the expenses associated with Fleet services, vehicle maintenance, accident analysis, driving record check, GPS, company cell phone, cell phone records

EZ Pass records, reimbursable expenses cross related data

w/ expense reports, access to such data

	Travel & Expense Management
	Verification of reimbursable expenses and/or monitoring of employee activity 
	Verifying reimbursable expenses, including correlation of cell phone records, employee expense receipts, mileage, gas records, easy-pass records, credit card purchases all from company provided assets.  Confirmation of personal use of such assets is within guidelines. Tracking employee movement through out the campus looking for anomalies 

	Workforce Administration & Self-Service
	Directory Services Maintenance
	Managing directly or via self service all company directories, including LDAP, email addresses, phones, cell phones, etc.

	Workforce Administration & Self-Service
	Employee Customer Service
	Providing full customer service to employees for company products and services offered to employees, perhaps at a discount. This would include special processes established to protect the privacy of the employee and the company.  For example a bank may have special processes for employee accounts to minimize the sharing of personal information about employees within the company.

	Workforce Administration & Self-Service
	Employee Information Management
	Providing IT support for all employee system needs

	Workforce Management
	Budgets Planning & Administration
	Supporting the budgeting needs of the company for employees and employee services

	Workforce Management
	Company Reorganization and Reassignments
	Planning for company realignments, employee outplacements and downsizing or growth on a regular basis

	Workforce Management
	Diversity Reporting
	Reporting as required to support government and management commitment to sustain a diverse workforce

	Workforce Management
	Employee Management Metrics
	Managing metrics such as attrition (plan & manage), performance, diversity (race, age), bonuses, insurance claims, workers comp, leaves of absence

	Workforce Management
	Employee Relations
	Addressing issue management, employee career counseling, work related issues, satisfaction surveys

	Workforce Management
	Organizational Performance Management
	Analyzing departmental performance, client performance, product performance, etc.

	Workforce Management
	Organizational Planning & Design
	Planning the organizational structure and the workforce, both internal and outsourced for the company

	Workforce Management
	Organizational Planning & Design
	Ongoing planning and design to ensure

· Organization Effectiveness;
· Mergers and Acquisitions;

· Online Internet and Intranet Initiatives

· HR Budgets

· HR Communication

· HR Planning

	Workforce Management
	Workforce & Risk Management
	


This is the summary of the Business Process Category:

	Business Process Category

	Benefits: EAP

	Benefits: Health Plan Mgmt

	Benefits: Supplemental Benefits Admin

	Benefits: Workers Compensation

	Business Marketing Execution

	Business Marketing Product Analysis

	Business Marketing Product Development

	Business Sales

	Business Service

	Communications

	Community Service Programs

	Compensation Management

	Competency, Performance, Career & Succession Management

	Compliance and Audit

	Employee Information Management

	Employee On-boarding and Ongoing Compliance and Facilities Management

	Government Reporting

	Health, Safety & Labor Relations Management

	Legal

	Payroll & Contract Administration

	Permissions Management for Business Marketing

	Privacy Management

	Procurement

	Recruitment

	Security & Risk Management 

	Strategy, Planning, Policy, Procedure

	Training & Career Development

	Travel & Expense Management

	Workforce Administration & Self-Service

	Workforce Management


6. Identify a comprehensive list of Employee Processes 
	Employee Processes

	Summary Employee Processes
	Detail Employee Processes
	Definition

	Career
	Career Planning
	Plan for the various careers and career moves

	Career
	Educate Oneself
	Take courses that prepare one for a career or extend one’s knowledge

	Career
	Establish Work Experience
	 

	Career
	Group Affiliations for Work
	

	Career
	Job Planning
	Plan specifically for changes needed to adapt to changes in ones job

	Career
	Job Sharing
	

	Career
	Join Club Membership for Work
	Participate in work related club for business, such as a bankers association, an IT association, etc. 

	Career
	Manage Career Transitions
	Refine or re-tool skills in order to transition to a new job or career.  Learn and manage the transition process, including one initiated by self or by involuntary separation

	Career 
	Perform Community Service 
	Participate in community service programs sponsored by work 

	Career
	Perform Ombudsman Services 
	Provide support to other employees as requested by the company management

	Career
	Relocate
	

	Career
	Travel for Work
	

	Financial
	Manage Finances
	

	Financial
	Monitor Credit & Background 
	Proactively examine Individual Credit Reports and Background Check Information to confirm their accuracy

	Financial
	Administer Benefits 
	Select benefits, establish preferences, and define options and elections

	Financial
	Buying or Selling Company Owned Stock
	Employees or family members trading company or related company stock

	Life
	Family Planning
	Plan for family additions, finances, residence, vacation, acquisitions, etc.

	Life
	Life Event 
	Responding to various life events such as marriage, sickness, family crises, [add].  Maintaining the desired work/life balance and providing for self and others.

	Life
	Life Experience
	Plan life goals and objectives and ways to attain such goals

	Life
	Perform Community Service 
	Support or participate in community service programs for personal reasons

	Life
	Retirement Planning and Preparation
	

	Life 
	Take Temporary Leave from Work 
	Whether planned or unplanned, manage the leave of absence process for leaves such as military, dependant care, sabbatical, sickness, disability, etc.  Ensure that the following activities are performed [add] 

	Life
	Take Vacations and/or Holidays
	

	Life
	Use Company Health Clinic Facilities
	

	Life
	Work from Home
	Work using company owned equipment or employee owned equipment

	Performance
	Provide Performance Information
	Deliver Manager or Fellow Associate or Company Performance Information

	Performance
	Receive Job Performance Info
	


This is a summary of employee processes:

	Summary Employee Processes

	Career

	Financial

	Life

	Performance


� In Article 29 – Data Protection Working Party – Working document on biometrics adopted on 1 August 2003, physical and physiological-based techniques which measure the physiological characteristics of a person and include: fingerprint verification, finger image analysis, iris recognition, retina analysis, face recognition, outline of hand patterns, ear shape recognition, body odor detection, DNA pattern analysis and sweat pore analysis, etc.  However, DNA pattern analysis is footnoted that the generation of a DNA profile in real time as an authentication tool seems not currently possible.
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