[image: image1.png]OASIS




OASIS Provisioning Services Technical Committee SPML 2.0 Use Cases 
January 2004
Document identifier: pstc-spml-2-use-cases.doc

Location: http://www.oasis-open.org/committees/provision/docs/

Send comments to: pstc-comment@lists.oasis-open.org
Maintainer:

Jeff Bohren (jbohren@opennetwork)

Copyright (C) OASIS Open 2004. All Rights Reserved.

Table of contents
3Introduction

Use Cases
3
Basic Use Cases
3
Use Case A-1:  RA-PSP:  Provision PSO
3
Use Case A-2: RA-PSP:  Update PSO
4
Use Case A-3:  RA-PSP:  Deprovision PSO
4
Use Case A-4:  PSP-PST:  Provision PSO
5
Use Case A-5 PSP–PST:  Update PSO
6
Use Case A-6 PSP – PST: Deprovision PSO
7
Use Case A-7 RA – PSP: Query Status of Request
7
Use Case A-8 RA – PSP: Query Available PSO’s
9
Use Case A-9 RA – PSP: Query PSO Schema
9
Use Case A-10 RA – PSP: Query Available PST’s
10
Use Case A-11 RA – PSP: Query PST Schema
11
Identity Federation Use Cases
12
Use Case B-1:  RA-PSP: Federate PSOs
12
Use Case B-2:  RA-PSP: Defederate PSOs
12
Organization Use Cases
13
Use Case C-1 RA – PSP: Query Available Organizations
13
Use Case C-2:  RA-PSP:  Create PSO in an Organization (RA generates PSO-ID)
14
Use Case C-3:  RA-PSP: Create PSO in an Organization (PSP generates PSO-ID)
15
State Transition Use Cases
15
Use Case D-1: RA-PSP:  Suspend PSO
15
Use Case D-2: RA-PSP:  Restore PSO
16
Synchronization Use Cases
17
Use Case E-1:  PSP-RA Notify an RA when a PSO is Modified
17
Use Case E-2:  RA-PSP Query a PSP for a set of Changes
17
Use Case E-2:  RA-PSP Query a PSP for a Filtered Set Changes
18






































Introduction
This document outlines the Use Cases the represent the problem space that the SPML 2.0 specification is intended to address. The Use Cases are grouped by functional category.
Use Cases

Basic Use Cases
The basic use cases are the general purpose use cases for SPML. Most are carried over from the SPML 1.0 Use Cases. These use cases represent the RA to PSP and PSP to PST provisioning requests.
Use Case A-1:  RA-PSP:  Provision PSO
Description

A Requesting Authority (RA) wants to add a PSO to an available PSP.  
All PSOs must have a PSO-ID that is unique to a specific PSP. In some cases the RA will provide the PSO-ID as part of the provisioning request, while in other cases the PSP will calculate the PSO-ID and return it to the RA in the response.
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party. 

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP with an established trust relationship
Steps

1. The RA sends “create PSO” request to PSP specifying the following:

a. 
b. 
c. Valid PSO data (known data set)

d. Desired PSO-ID (optional)

2. PSP creates new PSO identified by PSO-ID
3. 
Post-Conditions

· A PSO-ID has been added to the PSP
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Use Case A-2: RA-PSP:  Update PSO 

A Requesting Authority wants to modify a previously created PSO.  An example iteration of this use case would be an RA wishing to update some of the basic data relative to a given PSO’s known data.

Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP.

· RA has an established trust relationship with the PSP 
· RA knows about PSO and the attributes required/stored about that PSO
Steps

1. RA sends “modify PSO” request to PSP specifying:

a. 
b. PSO-ID

c. Updated PSO data
2. PSP modifies the data for PSO
3. 
Post-Conditions

· A PSO has been modified on the PSP
Use Case A-3:  RA-PSP:  Deprovision PSO

Description

A Requesting Authority (RA) wants to delete an existing PSO.  


Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP
· RA has an established trust relationship with the PSP 

· PSO exists on requested PSP
Steps

1.  RA sends deprovision request to PSP specifying
a. 
b. PSO-ID 
2. PSP deletes PSO
3. 
Post-Conditions

· The requested PSO has been deprovisioned from the PSP
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Use Case A-4:  PSP-PST:  Provision PSO
Description

PSP requests the creation of data (aka an account) on a managed or known PST (for example an NT domain controller).  In this use case the PSP defines the unique PSO-ID (account ID). 

Actors

This use case uses the flowing actors:

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

· PST (Provisioning Service Target) – A resource managed by a PSP.  Example PST's are directories, NIS iterations, NT domains, individual machines, applications or groups of application and settings that together denote a service offering, appliances or any provisioning target.

Pre-Conditions

· There exists a PSP and PST.

· PSP has an established  with the target 
· PSP knows about PST and the PSO requirements and restrictions
Steps

4. PSP sends operation request (add) with the following data:

a. 
b. PSO (known data set)

c. PSP generated PSO-ID (optional)
5. PST performs a provisioning operation (e.g. create domain account)

6. 
Post-Conditions

· PSO added to PST with a PSO-ID that is unique to the PST
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Use Case A-5 PSP–PST:  Update PSO
Description

In this use case a PSP requests the modification of PSO on a given PST.  An example iteration of this use case would be the modification of the available size limit on a user’s mail account.

Actors

This use case uses the flowing actors:

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

· PST (Provisioning Service Target) – A resource managed by a PSP.  Example PST's are directories, NIS iterations, NT domains, individual machines, applications or groups of application and settings that together denote a service offering, appliances or any provisioning target.

Pre-Conditions

· There exists a PSP and PST.

· PSP has an established trust relationship with the PST 
· PSP knows about PSO-ID it wished to modify and the PSO requirements and restrictions
Steps

4. PSP sends operation request (modify) with the following data:

a. 
b. PSO-ID

c. PSO to be modified

5. PST updates PSO for PSO-ID (e.g., updates mailbox size)

6. PST sends  response to PSP of operation success quoting PR-ID 

Post-Conditions

· PSO have been modified on the PST based on the PSP request.

Use Case A-6 PSP – PST: Deprovision PSO
Description

This use case shows a PSP requesting the deletion of existing data on PST.  A sample iteration of this use case would be a PSP deleting an account on a UNIX server.
Actors

This use case uses the flowing actors:

· PSP (Provisioning Service Point)  – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

· PST (Provisioning Service Target) – A resource managed by a PSP.  Example PST's are directories, NIS iterations, NT domains, individual machines, applications or groups of application and settings that together denote a service offering, appliances or any provisioning target.

Pre-Conditions

· There exists a PSP and PST.

· PSP has an established  with the PST 

· PSP knows the PSO  to be deprovisioned
Steps

1. PSP sends operation request (delete) with the following data:

a. 
b. PSO-ID

2. PST deletes PSO-ID (e.g. deletes user)

3. 
Post-Conditions

· PSO removed as per request 
Use Case A-7 RA – PSP: Query Status of Request

Description

The requestor of a PSML action wants to know the status of a specific request.  For this use case the same operational flow exists for a RA-to-PSP status query and a PSP-to-PST status query.
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

· PST (Provisioning Service Target) – A resource managed by a PSP.  Example PST's are directories, NIS iterations, NT domains, individual machines, applications or groups of application and settings that together denote a service offering, appliances or any provisioning target.

Pre-Conditions

· There exists an RA PSP and PST operating in the exchange
· Trust exist between the operating parties
Steps

1. RA/PSP sends “query request status” request to PSP/PST specifying
a. Provisioning Request ID (PR-ID) for new query request
b. PR-ID for status check

2. PSP/PST with 

a. PR-ID for new query request

b. PR-ID for the request whose status is being checked
c. Operation type (eg.  RA-PSP Add)

d. Time/date information

e. Status from the following 

i. Not started

ii. Processing

iii. Failed

iv. Successfully completed

v. Unknown PR-ID

f. Originally data supplied with request (where ACL’s allow i.e. I can’t see the request data for transactions that are not within my pre-defined ACL or scope)
Post-Conditions

· None.

Use Case A-8 RA – PSP: Query Available PSO’s
Description

In this use case a RA requests a list of the PSO-ID’s that it is allowed to see.  
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· There exists an RA and a PSP
· A s exist between the RA and the PSP that allows the query of available PSO-ID’s
Steps

1. RA sends “query available PSO-ID’s” to PSP specifying
a. Provisioning Request ID (PR-ID) for query request
b. Filtering semantics to constrain the PSO list

c. Filtering semantics to constrain the PSO schema data set returned 

2. PSP responds with:

a. PR-ID for query request

b. Constrained list of PSO-ID’s and PSO schema data as defined in query semantics 
Post-Conditions

· None
Use Case A-9 RA – PSP: Query PSO Schema
Description

In this use case a RA requests a description of the schema elements required for the given RA to create a PSO on the specified PSP.  The use case does not assume any particular implementation.  One possible implementation is the PSP publishing its schema information via WSDL.  In this case the RA would be querying a WSDL repository and not the PSP.  Another implementation option is the RA directly querying the PSP, which responds with an XML schema document.  

Implementation is outside the scope of this use case so it assumes a neutral syntax and refers to the exchange as “Schema directives”.  
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· There exists an RA and a PSP
· A s exist between the RA and the PSP that allows the query of available PSO schema
Steps

3. RA sends “query available PSO Schema” to the PSP specifying
d. Provisioning Request ID (PR-ID) for query request
4. PSP responds with:

a. PR-ID for query request

b. PSO schema directive 
Post-Conditions

· None.
Use Case A-10 RA – PSP: Query Available PST’s
Description

In this use case a RA requests a list of the PST’s that can be provisioned under the established.  
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· There exists an RA and a PSP
· A s exist between the RA and the PSP that allows the query of available PST’s
Steps

1. RA sends “query available PSTs” to PSP specifying
a. Provisioning Request ID (PR-ID) for query request
b. Filtering semantics to constrain the PST’s

2. PSP responds with:

a. PR-ID for query request

b. List of PST’s 
Post-Conditions

· None.
Use Case A-11 RA – PSP: Query PST Schema
Description

In this use case a RA requests a description of the schema elements required for the given RA to create PSO on a given PST.  The use case does not assume any particular implementation.  One possible implementation is the PSP publishing its schema information via WSDL.  In this case the RA would be querying a WSDL repository and not the PSP.  Another implementation option is the RA directly querying the PSP, which responds with an XML schema document.  

Implementation is outside the scope of this use case so it therefore assumes a neutral syntax and refers to the exchange as “Schema directives”.  
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· There exists an RA and a PSP
· A s exist between the RA and the PSP that allows the query of available PST schema
Steps

5. RA sends “query available PST Schema” to the PSP specifying
e. Provisioning Request ID (PR-ID) for query request
f. PST to query schema for

6. PSP responds with:

a. PR-ID for query request

b. PST schema directive 
Post-Conditions
· None
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Identity Federation Use Cases

The Identity Federation Use Cases apply specifically to federation issues.
Note: less detail, add usage examples
Use Case B-1:  RA-PSP: Federate PSOs
Description

A Requesting Authority (RA) wants to create a federation relationship between a PSO that has been defined by the RA and one that has been defined by the PSP in order to support SSO and other federation scenarios.
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party. 

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP with an established trust relationship. Two PSOs exist, one on the RA and one on the PSP.
Steps

1. RA sends “modify PSO request” to PSP specifying:

a. The PSO-ID of the PSP PSO

b. The PSO-ID of the RA PSO that is to be federated to the PSP PSO

Post-Conditions

A reference to the RA PSO is added to the PSP PSO so that the PSOs are federated.
Use Case B-2:  RA-PSP: Defederate PSOs
Description

A Requesting Authority (RA) wants to remove a federation relationship between two PSO, one defined on the RA and one defined on the PSP.
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party. 

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP with an established trust relationship. Two PSOs exist, one on the RA and one on the PSP.
Steps

2. RA sends “modify PSO request” to PSP specifying:

a. The PSO-ID of the PSP PSO

b. The federation reference that should be removed from the PSP PSO.
Post-Conditions

A reference to the RA PSO is from the PSP PSO so that the PSOs are no longer federated.

Organization Use Cases

The Organization User Cases describe use cases pertaining to organizational hierarchies in provisioning. An Organization for the purpose of this document is assumed to mean a company, business unit, department, or any other organizational unit.

Use Case C-1 RA – PSP: Query Available Organizations
Description

In this use case a RA requests a list of organizations that it is allowed to see.  
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.
· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· There exists an RA and a PSP
· A trust relationship exist between the RA and the PSP that allows the query of available organizations
Steps

1. RA sends “query available organizations” to PSP specifying
a. Provisioning Request ID (PR-ID) for query request
b. Filtering semantics to constrain the organization list

c. Filtering semantics to constrain the organization schema data set returned 

2. PSP responds with:

a. PR-ID for query request

b. Constrained list of organizations and organization schema data as defined in query semantics 
Post-Conditions

· None

Use Case C-2:  RA-PSP:  Create PSO in an Organization (RA generates PSO-ID)
Description

A Requesting Authority (RA) wants to add a PSO to an available PSP, where the PSO belongs to an existing organization.  Creating a PSO involves the creation of a PSO-ID that is unique to that organization.  
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party. 

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP with an established trust relationship

· There exists an organization known to both the RA and PSP
Steps
1. The RA sends “create PSO” request to PSP specifying the following: 

a. Valid Provisioning Request ID (PR-ID)

b. Desired PSO-ID

c. Valid PSO data (known data set)

d. Organization new PSO belongs to

2. PSP creates new PSO identified by PSO-ID
3. PSP notifies RA of success using PR-ID

Post-Conditions

· A PSO-ID has been added to the PSP as a member of the specified organization
Use Case C-3:  RA-PSP: Create PSO in an Organization (PSP generates PSO-ID)
Description

A Requesting Authority (RA) wants to add a PSO to an available PSP, where the PSO belongs to an existing organization.  Creating a PSO involves the creation of a unique PSO-ID.  

In this example the RA requests the creation of a new PSO and the PSP generates the PSO-ID.  
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party. 

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP with an established trust model

· There exists an organization known to both the RA and PSP
Steps
1. The RA sends “create PSO” request to PSP specifying the following:

a. Valid Provisioning Request ID (PR-ID)

b. Valid PSO data (known data set)

c. Organization new PSO belongs to

2. PSP generates a new PSO-ID and creates PSO
3. PSP notifies RA of success referencing:

a. PR-ID

b. Generated PSO-ID
Post-Conditions
· A PSO has been added to the PSP


State Transition Use Cases

Use Case D-1: RA-PSP:  Suspend PSO 

A Requesting Authority wants to suspend a previously created PSO.  This is typically done for PSOs that represent accounts which can be suspended or restored.

Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP.

· RA has an established trust relationship with the PSP 
· RA knows about an existing PSO and the state transitions supported for that PSO
Steps
1. RA sends “suspend PSO” request to PSP specifying:

a. PR-ID

b. PSO-ID
2. PSP suspends the PSO
3. PSP sends status message to RA of operation success referencing the PR-ID
Post-Conditions

A PSO has been suspended on the PSP
Use Case D-2: RA-PSP:  Restore PSO 

A Requesting Authority wants to restore (activate) a previously suspended PSO.  This is typically done for PSOs that represent accounts which can be suspended or restored.

Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP.

· RA has an established trust relationship with the PSP 
· RA knows about an existing suspended PSO and the state transitions supported for that PSO
Steps
4. RA sends “restore PSO” request to PSP specifying:

a. PR-ID

b. PSO-ID
5. PSP restores the PSO
6. PSP sends status message to RA of operation success referencing the PR-ID
Post-Conditions

A PSO has been restored on the PSP
Synchronization Use Cases

Use Case E-1:  PSP-RA Notify an RA when a PSO is Modified
A given RA (or PSP operating as an RA) wants to be notified when a specific provisioned object is modified (either through subsequent RA action or through some form of change detection service offered by the PSP).

Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP.

· RA has an established trust relationship with the PSP 
Steps
1. RA issues a change notification request to the PSP for a given PSO-ID
2. The PSP acknowledges the request and starts to monitor for that change
3. The PSP detects a change in the PSO (or receives a change request from another RA)
4. The PSP send s a notification to the original RA that the “monitored” PSO has changed

Post-Conditions

RA has been notified of change to “monitored” PSO and is able to react accordingly.

Use Case E-2:  RA-PSP Query a PSP for a set of Changes
A given RA (or PSP operating as an RA) queries a PSP for changes that have occurred either since a previous point in time or since a previous query for changes. The changes could include changes made by another RA to the same PSP, changes made locally in the PSP, or changes made locally in the provisioned resources managed by the PSP.
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP.

· RA has an established trust relationship with the PSP 
Steps
1. RA issues a change history request to the PSP 
2. The PSP returns a list of changes that have been made since a specific time, or since a previous query for changes.
Post-Conditions

The RA no knows what changes have been made to the PSP.

Use Case E-2:  RA-PSP Query a PSP for a Filtered Set Changes
A given RA (or PSP operating as an RA) queries a PSP for changes that have occurred either since a previous point in time or since a previous query for changes, with specific filter criteria. The changes could include changes made by another RA to the same PSP, changes made locally in the PSP, or changes made locally in the provisioned resources managed by the PSP.
Actors

This use case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· There exists a RA and PSP.

· RA has an established trust relationship with the PSP 
Steps
1. RA issues a change history request to the PSP with specific filter criteria
2. The PSP returns a list of changes that have been made since a specific time, or since a previous query for changes that satisfy the filter criteria.
Post-Conditions

The RA no knows what changes have been made to the PSP.
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