Internal and External Uses of SPML

Provisioning is like an iceberg:  the highest points are visible, but the bulk of it is not exposed.

Overview

This paper distinguishes internal uses of provisioning (e.g., for employees) and external uses of provisioning (e.g., for customers), and suggests that each presents different requirements for SPML.  

External provisioning is simpler, since external applications are generally well-defined and few choices are exposed to a customer.  Enterprises use SPML to express an agreement that crosses the enterprise boundary.  Since most of the details are implicit, the requested operations must be explicit.  Protocol simplicity is highly desirable.

Internal provisioning exposes more of the systems infrastructure, many choices, and many more subtleties.  Enterprises use SPML to standardize integration between components of a complex provisioning process, and to ease migration. Internal provisioning requires greater richness of representation, and precise handling of complex objects.

Categories of Identity

Traditional categories of identity include Business-to-Employee (B2E), Business-to-Customer (B2C), and Business-to-Business (B2B).  Web Services can be discussed in terms of the more traditional categories.

Business-to-Employee (“B2E”)

“Inside” an enterprise are a comparatively small number of employee identities that are very rich in detail and very complex in relationships with provisioned objects.  Their rights and memberships and extended attributes matter a great deal.  Each employee typically needs access to a large number of enterprise resources and internal applications.  Furthermore, different types of employees need access to different types of resources.  An employee’s access requirements depend on that employee’s roles within the enterprise.

Business-to-Customer (“B2C”)

“Outside” an enterprise are a comparatively large number of customer identities.  Each customer typically requires access to a fairly small number of enterprise resources and external applications.  (These resources and external applications generally overlap very little or not at all with the resources and internal applications to which an employee requires access.)  The set of resources and applications to which each customer requires access depends on the set of services the customer consumes.

Business-to-Business (“B2B”)

“In-between” B2E and B2C are identities that represent employees of vendors, suppliers, and corporate customers with which an enterprise works closely.  (In the past, it was more common for several vendor employees to share a single vendor identity.  Security concerns and audit requirements have made it more common for each vendor employee that serves an enterprise to have an individual identity within that enterprise.)

These “B2B” identities generally have more accounts than a customer identity, but fewer than an employee identity.  Vendor employees may require access to internal resources and applications.  In an “intimate” vendor relationship, vendor identities may look very much like employee identities.  A vendor employee’s access requirements will depend on that vendor employee’s roles within the enterprise.  Only certain internal resources and applications (such as email and Human Resources applications) will not be available to a vendor.

Web Services

Web Services is the latest wave of change in enterprise automation.  However, it is not yet clear how service-oriented architecture will change the traditional classifications of identity.  

For now, it is still easiest to discuss web services in terms of the more traditional categories of B2E, B2B and B2C.  An enterprise that delivers web services will still have:

· Employee identities whose access requirements vary widely depending on their roles within the enterprise.

· Vendor identities whose access requirements tend to be a restriction of the access requirements for employees.

· Customer identities whose access requirements depend on the set of services they consume.

Internal and External

If we group vendor identities with employee identities, we can simply discuss external provisioning (for customers) and internal provisioning (for employees). Each presents different requirements for SPML.

External Provisioning

B2C is the first place to look.  A number of factors make it relatively easy for an enterprise to automate the provisioning of customer identities:  

· The services that are available externally tend to be relatively well-defined.  Determining the services that each customer consumes tends to be relatively easy, and this determines the customer’s access requirements.  

· Each customer identity generally requires a relatively small number of accounts, and each account is relatively simple.  The accounts tend to be drawn from a fixed set.  The customer requires control over relatively few attributes of the identity, and the customer may not know (or may not be allowed to know) about the individual accounts associated with his or her identity.

· The security risks associated with customer identities are relatively low since external services generally allow a customer to see (and perhaps to affect) only his or her own data.

Several other factors make it worthwhile to automate provisioning of external identities:

· Customers desire services.  Enabling customers to serve themselves improves responsiveness (and thus customer satisfaction).

· Employees are expensive.  Enabling customers to serve themselves reduces operating costs.

How (and why) would an enterprise use SPML externally?

Where provisioning requests cross an enterprise boundary (or are perceived to cross an enterprise boundary), SPML will be used to simplify integration.  A standard protocol for provisioning simplifies integration between requestors and providers of provisioning services.  A SOAP-based and XML-based implementation expresses the “contract” between requestors and providers in a way that is portable across platforms and allows each end to evolve more-or-less independently.

What does external provisioning require of SPML?

For external uses of SPML, each PSP should be able to expose a set of services (or targets).  This allows for the case where the requesting authority (which could be another enterprise, another application within the same enterprise, or anything the PSP trusts) has a better way to determine the set of services that a customer consumes than the PSP has.

Beyond this, the protocol should be as simple as practical.  Minimal data flows with an external request in order to maintain security and to limit liability.  Since one provider may have external relationships with several enterprises, schema dependencies burden deployment and maintenance.   For these reasons, requested operations should be explicit in the protocol. Operations should work with minimal data, and the protocol should minimize dependency on schema definitions.

Internal Provisioning.

B2E (Employee) identities and B2B (vendor) identities are structurally similar.  Both require access to internal resources and applications.  In both cases, an employee’s roles within the enterprise determine access requirements for that identity.  Certain resources and applications may be available only to actual employees of the enterprise (and not to vendor employees), but vendor identities are otherwise governed by many of the same rules.

Compared to external identities, internal identities tend to have:

· more accounts per identity

· more diverse accounts

· more specified attributes (and greater sensitivity to attribute values)

· greater security risk (because they access internal resources and applications)

These characteristics make internal identities costlier to set up (and to maintain) and more likely to require complex approvals.  Economic factors, process considerations, and security concerns generally make internal identities the first to be provisioned automatically with Provisioning Service Providers (PSP).  

Ironically, the same considerations that make internal identities the first to be provisioned automatically may make internal identities the last to be provisioned via SPML.  Provisioning of internal identities is typically driven either centrally (by Human Resources) or by locally (by management).  In the case of vendor employees, vendor management within the enterprise typically drives provisioning.  Since the request does not cross an enterprise boundary, and since the process is often considerably more complex, there is less need for a standard protocol for provisioning.

How (and why) would an enterprise use SPML internally?

Enterprises will tend to use SPML as a standard protocol between components of complex provisioning process.  In larger enterprises, provisioning may involve several different PSPs, as well as manual processes and homegrown automation.  Even if an enterprise achieves a seamlessly integrated process, this achievement seldom lasts for long.  New resources and applications are added, business units develop their own “unofficial” applications (that become more official over time), or the enterprise may acquire another company.  All of these continue to pose integration challenges.

In a complex, heterogeneous (and possibly even multi-path) process that is continuously evolving, a standard protocol for provisioning eases integration.  A standard protocol allows an integrator to abstract differences in architecture and implementation between various components so that each component needs to know less about the other components.  At the same time, the integrator captures as data and schema (and uses a common mechanism to represent) the facets of identity relevant to each component or step in the process.  Both of these make it easier to understand the overall provisioning process for an enterprise, and to swap out or upgrade components in a manageable way.

What does internal provisioning require of SPML?

Internal provisioning requires greater richness of representation than does external provisioning.  Many subtleties and details, which are not exposed outside the enterprise, are vitally important in provisioning employee identities. For instance, it is often important to manage account membership in organizations, groups and roles.  Some customers also centrally manage the organization, group, role and right objects themselves.  At a syntactic level, this makes representation and handling of complex objects particularly important for the protocol: nested objects, relationships between provisioned objects.  

Internal provisioning also requires greater sensitivity to attributes and to subtleties of state. Accounts can be disabled, credentials can be expired, disablement and re-enablement can be scheduled.  Requested changes must be preserved while approvals are gathered and then applied with consideration to any changes that occurred outside the request during the interval.  Policies may vary widely for different populations of employees and for different populations of resources and applications.

Interoperability, in the sense of a standard schema for provisioned objects, is not strictly necessary. Since the provisioning requests do not cross the enterprise boundary, each enterprise is free to represent each object however it wishes.  However, having a standard schema to use as a starting point may offer significant advantages.  A standard vocabulary facilitates communication and analysis. Work done by other enterprises (or for other enterprises by vendors) may serve as a template.  Over time, design patterns or best practices may evolve.

